HIE Admin Tool User Guide

Getting Started! HIE Technical User Support Team

The Health Information Exchange (HIE) Admin CRISP MD:
Tool allows HIE Administrators to manage their P1877.952.7477 e
colleagues’ HIE accounts. User account creation, E: support@crisphealtn.org

HIE user verification, access to specific HIE Services, CRISP DC:

and employee turnover can all be handled via the P- 833 580.4646

tool. E: support@crisphealth.org
This guide provides step-by-step information on WVHIN:

the basic functions of the HIE Admin Tool. P:844.468.5755

E: wvhinsupport@crisphealth.org

Connie:
P: 866.987.5514
E: help@conniect.org

healtheConnect Alaska:
P:907-770-2626
E: help@ak-ehealth.org
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HIE Admin User Guide — Accessing the Tool

First Time HIE Admin Users: If this is your first time accessing the Tool, refer to your welcome email for instructions. You are
required to create a password and set up two-factor authentication on your account. Enter your login credentials in the fields
provided.

Existing HIE Admin Users:

MD ULP users — Log on to https://hieportal.force.com/hieadmin to access the HIE Admin Tool
MD HIE Portal users — Log on to: https://portal.crisphealth.org - “HIE Admin Tool”

DC ULP users — Log on to: https://hieportal.force.com/hieadmin to access the HIE Admin Tool
DC HIE Portal users — Log on to: https://portal.crispdc.org = “HIE Admin Tool”

WV users — Log on to: https://portal.wvhin.org > “HIE Admin Tool”

CT users — Log on to: Connie Portal https://portal.conniect.org = “HIE Admin Tool”

AK users — Log on to: healtheHUB Portal https://hub.healtheconnectak.org/ = “HIE Admin Tool”

(1a) After logging in, you will see the screen below. First, let’s verify your users. Select the Accounts tab to begin

HOME ACCOUNTS USERS ADD USERS

User Verification Process

WELCOME!


https://hieportal.force.com/hieadmin
https://portal.crisphealth.org/
https://hieportal.force.com/hieadmin
https://portal.crispdc.org/
https://portal.wvhin.org/
https://portal.conniect.org/
https://hub.healtheconnectak.org/
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Tool Overview

In the HIE Admin Tool you can:

Create Users
Reactivate Suspended Users
Recreate Deactivated Users

Audit Users

Deactivate User Accounts
for users who leave your

organization or no longer
require access

ha

* View Account Services
*  Provision Services to Users

HIE Admins are responsible for
adding new users to their
account(s), assigning HIE
services to their user(s), and
auditing each user every 90
days.



Managing Existing Users ™\

Every 90 days, HIE Administrators must verify each HIE user
within their organization.

To ensure your patients and their health information are
protected, please use this platform to determine whether or not
members of your organization should maintain access to HIE
resources. Please note, if an HIE user is not verified within the 90-
day period, their access to HIE tools will be suspended.



HIE Admin User Guide — Managing Existing Users

(1a) In the Accounts tab, choose the Account you would like to audit by clicking on the Account Name

0 ChOOSi ng a n ACCO u nt (1b) Select Audit in the top-right of your screen

HOME ACCOUNTS USERS ADD USERS

E Accounts i o
] Recently Viewed » ¥
2 items e Updated a few seconds ago @, Search this list... ot~ = v c
Account Name ~ | Industry ~ | Billing City ~ | Billing State/Province (texto... ~

1 Jones Practice LLC I Ambulatory -

2 Partlow Medical Ambulatory v
HOME ACCOUNTS USERS ADD USERS

Account 1 b .
L2 Jones Practice LLC - Fallaw Biewhiore
Phone Website Type Industry Account Owner
Ambulatory Qutreach Team

DETAILS RELATED



HIE Admin User Guide — Managing Existing Users

(2a) To work with Active Users, ensure the Active User tab is selected
(2b) Select Approve to continue a user’s access to tools for existing staff. If all users should be approved,

o ° you can select Approve Current Page on the right side of the screen
M a nagl ng ACtlve U Se rs (2c) Select Deny to revoke access for individuals who are no longer employees within your organization

(2d) Select Complete Audit, confirm selections on User Confirmation Page then select “Finish”

Audit Account : Jones Practice LLC

Approve - Keeps the user(s) Active and updates their Audit Date to today.

Deny - Deactivates the user(s) and they will no longer be displayed on your audit page.

No Selection - The user “Status” will remain the same and the Audit Date will not be updated.
NOTE: All users must be verified once every 90 days to maintain access.

Q. Search

Suspended User

Active Users Approve Current Page

Name Email Member Title Department @ Audit Date Audit B

Deny HIE AdminEmail mpartlow@avideon.com

Juan Gonzalez

Approve

Complete Audit Cancel 9



HIE Admin User Guide — Managing Existing Users

Active User

Suspended User

Suspended Users

Status

@ Approve

Approve

Approve

Approve

Approve

Deny

Deny

Deny

Deny

Deny

Managing Suspended Users

(3a) To work with suspended users, ensure the Suspended User tab is selected

(3b) If Suspended Users are present, select the appropriate indicator to Approve or Deny the user. If Denied,

the user account will be revoked
(3c) At this point, select Complete Audit to review your selections

NOTE: Users in suspended status for 30 days will be deactivated. If a suspended User is approved,
remind the User to reset their password if unable to log in.

Name

Laughter Ajibade

Peter Shay

Test Thul

MNick Redfurn

test singleuser

Email

laughter@test.com

shay@test.com

testthul@test.com

nick@test.com

test@sunuser.com

Member Title

MNurse Practitioner

Physician, Intern

Dentist

Dentist

Approve Current Page

Department | Audit Date Audit By

2021-03-16 2021-03-16
2021-03-17  2021-03-17
2021-03-17 2021-03-17
2021-03-18 2021-03-18

2021-03-18 2021-03-18

Complete Audit Cancel

10



HIE Admin User Guide — Managing Existing Users

(4a) Upon clicking Finish, you will see the Success prompt

o Co nfirming an Audit (4b) You have successfully managed your users

HIE Admin - User Confirmation Page

Deactivated Users

Name Owner Name

No Record Available

Active Users

Owner Name

Name
Anitra Shird Qutreach Team
Tammy 34 bobby34 QOutreach Team

o Success

All records Successfully Updated

11
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HIE Admin User Guide — Adding Individual Users

a (1a) To provide access to HIE tools, click the Add Users tab at the top of the home screen
SeIECtI ng d Tltle Note: Follow this same process to reactivate a User that is currently deactivated. Access to services
for these Users must be provisioned again, see Provisioning Services section for detailed instructions.

(F
HOME ACCOUNTS ASSETS ADD USERS

Single User Bulk User Unprocessed Users

*Title
-None- i
Title

her Non-Licensed Staff

ancer Registrar
ertified Nurse Midwife

linical Pharmacist

entist

icensed Clinical Social Worker

TC Consultant Pharmacist

edical Assistant

urse Practitioner

ursing Home Administrator

ursing Home Other Staff

ther Licensed Healthcare Practitioner
ther Non-Licensed Staff

13



HIE Admin User Guide — Adding Individual Users

e creating a New User (2a) Complete the following fields. Keep in mind that all fields marked with asterisks * are required

NOTE: *User Type — select “Portal” if you are an HIE Admin in CT, WV or AK; select Unified Landing
Page if you are an HIE Admin in MDD or DC

IHOME ACCOUNTS USERS ADDUSERS

Single User Bulk User Unprocessed Users

Title
Other Licensed Healthcare Practitioner a0

* Organization

--None-- v
* User Type

--None-- -
Complete this field.

* First Mame
* Last Name
* Email
* Department
--None-- v

State License

--None-- -




HIE Admin User Guide — Adding Individual Users

(3a) Once all required fields are filled out press the Submit button at the bottom the
form
. . . (3b) After you click Submit, an attestation screen will appear, acknowledge the terms
e Subm|tt|ng a New User & Attestation and conditions by clicking the check boxes then click Confirm
(3c) A green pop-up message will appear once User has been successfully onboarded
Note: It is highly recommended adding the User's organizational email. Personal emails
are discouraged
—

HOME ACCOUNTS USERS ADD USERS

Single User  BulkUser  Unprocessed Users Confirm

*Title
-

Other Licensed Healthcare Practitioner v | As adesignated HIE Administrator or Point of Contact, on behalf of the above organization, | attest

* Organization the Authorized User is a member of the organization's workforce and their identity has been verified in ac-

cordance with requirements outlined in the HIE policies and procedures as applicable.

--None--
" User Type *|«| |attest that the organization has a copy of the Health Information Exchange (HIE) participation agree-
--None-- ment and the corresponding policies and procedures found on the HIE website. In addition, | attest that all
*First Name Authorized Users have received education or training on the HIE policies and procedures as applicable and
have agreed to adhere to those applicable to Authorized Users, including the prohibition against sharing log-
* | ast Mame in credentials with another individual.
* Email

Cancel

* Department
--None-- =

State License

--None--

Phone

Success

New User created successfully!

Cancel
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HIE Admin User Guide — Adding Multiple Users

(1a) Click the Add Users tab at the top of the home screen
(1b) Click the Bulk User tab
. (1c) Click the “Bulk User Template” hyperlink within the “Instructions” section. Download,
a 1‘ Prepa rl ng the BUIk Upload Form complete, and save as a .csv file prior to beginning the Bulk Upload process
(1d) Select User Type - NOTE: User Type — select “Portal” if you are an HIE Admin in WV, CT,
AK; select Unified Landing Page if you are an HIE Admin in MD or DC

(F
HOME ACCOUNTS USERS ADD USERS

1b
Single User Bulk User Unprocessed Users

Instructions:
* Please Download Templatel Bulk User Template p
® Please Save the with .C5V Extension
. I*Ch oose a User Type by selecting the appropriate checkbox below. p

® Please use Upload File button to upload users.
& Click Create Users button to create users.

® Check status column for success or error messages.
Portal (AK, CT, WV) Unified Landing Page (MD, DC)

]

1, Upload Files Or drop files

Title Organization First Mame Last Name Email @ Phone @ Department MNPl | Professional License License Type License State CcDS

17



HIE Admin User Guide — Adding Multiple Users

Uploading Files

(2a) Click Upload Files to select your file. Please note, the file must be
saved as a .csv file. All other file formats will not be accepted

Note: Follow this same process to reactivate a User that is currently
deactivated. Access to services for these Users must be provisioned
again, see Provisioning Services section for detailed instructions.

HOME

ACCOUNTS USERS ADD USERS

Single User Bulk User Unprocessed Users

Instructions:

Please Download Template Bulk User Template
Please Save the with .C5V Extension

Choose a User Type by selecting the appropriate checkbox below.

Please use Upload File button to upload users.
Click Create Users button to create users.
Check status column for success or error messages.

&y

Upload Files Ordrop files

Title Organization First Mame Last Name Email Phone

Department

NP1

Portal (AK, CT, WV)

Professional License

Unified Landing Page (MD, DC)
]

License Type License State CcDS

18



HIE Admin User Guide — Adding Multiple Users

e Creating Users

(3a) Select Create Users to import your list into the HIE database

Single User Bulk User Unprocessed Users

Instructions:
# Please Download Template Bulk User Template
Please Save the with .CSV Extension
Choose a User Type by selecting the appropriate checkbox below.

-
-
# Please use Upload File button to upload users.
# Click Create Users button to create users.

-

Check status column for success or error messages.

Title Organization First Name Last Name PDMP Specialty
Scribe Test Account Rebecca Tucker
Scribe Test Account Martin Fowler
Scribe Test Account Jordan Perkins
Scribe Test Account Tiana Williams
Scribe Test Account John Baker
Scribe Test Account Kelvin Payne
Scribe Test Account Lilianna Alexander
Dentist Test Account Julian Cole

Dentist Test Account Carina Cunningham
Dentist Test Account Isabella Stevens

Email Phone
rtucker@randatmail.com
m.fowler@randatmail.com
j.perkins@randatmail.com
twilliams@randatmail.com
j-baker@randatmail.com
k.payne@randatmail.com
l.alexander@randatmail.com
j.cole@randatmail.com

c.cunningham@randatmail.com

i.stevens@randatmail.com

Department NP1
Emergency Medicine
ENT

Family Medicine
Gastroenterology
General Practive
Home Health
Infectious Disease
Emergency Medicine 14573503465
1457350365

Pain Management

Family Medicine 1457350345

Professio

17156
17114

17166

19



HIE Admin User Guide — Adding Multiple Users

Q Submitting Updated Users & Attestation

(4a) Once you’ve selected Create Users, an attestation screen will appear.
Acknowledge the terms and conditions by clicking the check boxes then click

Confirm

(4b) A pop up window will show the number of Users created and the number

of failed records

Confirm

" w| As adesignated HIE Administrator or Point of Contact, on behalf of the above organization, | attest
the Authorized User is a member of the organization's workforce and their identity has been verified in ac-
cordance with requirements outlined in the HIE policies and procedures as applicable.

" «| |attest that the organization has a copy of the Health Information Exchange (HIE) participation agree-

ment and the corresponding policies and procedures found on the HIE website. In addition, | attest that all
Authorized Users have received education or training on the HIE policies and procedures as applicable and

have agreed to adhere to those applicable to Authorized Users, including the prohibition against sharing log-

in credentials with another individual.

1 successfully created
0 failed Records

Message

e ——

20



HIE Admin User Guide — Reprocessing Users with Errors

9 Users with Errors

(5a) Unsuccessful records will be displayed at the bottom of the screen. Field updates on failed
records can be made based on the field referenced in the "Error Message" column
(5b) Complete the indicated field updates and click the Reprocess Users button

Note: Any Users with errors uncorrected during this process will need to be entered individually
in the Single User tab or another Bulk upload. Window to update Users with errors will no
longer be available after navigating away from this screen

HOME

Single User

ACCOUNTS USERS  ADD USERS

Bulk User Unprocessed Users

Instructions:

M, Upload Files

Please Download Template Bulk User Template

Please Save the with .C5V Extension

Choose a User Type by selecting the appropriate checkbaox below.
Please use Upload File button to upload users.

Click Create Users button to create users.

Check status column for success or error messages.

Ordrop files

Title Organization First Name Last Name Email Phone Department
Reprocess Users
Error Message Title Organization

Please Provide Valide NPI

Physician Junior Smoke Test

Portal (AK, CT, WV)
O

NPI Professional License

First Name

Yello70

Unified Landing Page (MD, DC)

License Type License State CDS DEA | Status
Last Name PDMP Specialty
Clouds70

21
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HIE Admin User Guide — User Search

0 Locating a User (1a) Enter User’s first name, last name or email address in the search bar at the top of any page

(1b) Search by data in any column in the Users tab: Name, Member Title, Account Name, Email, User Status
(1c) Enter the User’s first or last name in the search bar in the User Audit Page

"HIE Admin Portal} Search.. SEARCH

HOME ACCOUNTS USERS ADD USERS

Contacts
Recently Viewed v ¥
25 items » Sorted by Name Q. Search this list... I jo R
‘ Name T 4 I Member Title “ | Account Name ~ | Email ~ | Phone v ‘ User Status ~
1 AdalGibbler Cancer Registrar University of Bacon Baltimor... adal@gmail.com 410-111-1234 Active -
2 Adal5 Gibbler Physician Partlow Medical adal5@gmail.com 410-111-1248 Deactivated -
3 Adal? Gibbler Physician Partlow Medical adal7@gmail.com 410-111-1250 Suspended -

HOME ACCOUNTS ASSETS ADD USERS

HIE Admin - User Audit Page

Audit Account : Test Account

Approve - Keeps the user(s) Active and updates their Audit Date to today.

Deny - Deactivates the user(s) and they will no longer be displayed on your audit page.

Mo Selection - The user “Status” will remain the same and the Audit Date will not be updated.
|OTE: All users must be verified once every 90 days to maintain access.

ctive User uspended User

23
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HIE Admin User Guide — Account Services

(1a) Select Accounts tab
(1b) Click on an Account Name
(1c) Select Services tab to view a list of services associated with the account available for provisioning to

a View Account Services Users

Note: See Glossary for link to services and descriptions

Account
HOME @ ACCOUNTS USERS ADD USERS 2 .} Next Generation LLC
Website Industry
Fm Accounts Ambulatory
All Accounts + 1c
10 items » Sorted by Account Name  Filtered by All accounts DETAILS ACTIVEUSERS SUSPENDED USERS PANELS SERVICES
Services Org Service Status
Account Name T _ )
HIE Portal Next Generation LLC - Portal Active
1 Alaska Adventure LLC Clinical Information Next Generation LLC - InContext Active
Referrals Next Generation LLC - ReferralUl Active
2 CRISP-MD Internal
Prescriber Reports Next Generation LLC - PrescriberReports Active
9 DEED SpEEE Mine LLC COVID-19 Lab Tools Next Generation LLC - COVIDLabTools Active
Snapshot Next Generation LLC - Snapshot Active
4 Franklin's House LLC o ) o )
Clinical Next Generation LLC - Clinical Active
HIE Source Field Test Unified Landing Page (ULP) Next Generation LLC - ULP Active
Encounter Notification System (ENS) Next Generation LLC - ENS Active
& Mext Generation LLC

25
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HIE Admin User Guide — Provisioning a Service: Multiple Users

HIE Administrators can provision a service to multiple users through their
associated account. (ex: Upon creation of multiple new users via bulk upload)

0 Provisioning a service to multiple
Users

(1a) Select the Account associated with the Users who need access to a service

(1b) Select Services tab

HOME ACCOUNTS WUSERS ADD USERS

F Account
&= Next Generation LLC
E Accounts
= All Accounts v
Website Industry
10 items = Sorted by Account Mame = Filtered by All accounts
Ambulatory

Account Mame T

1 AlaskaAdventureLLC DETAILS ACTIVE USERS SUSPENDED USERS  PANELS l1SERVICES

2 CRISP-MD Internal

Account Mame

Mext Generation LLC
3 Deep Space Nine LLC

Parent Account
4 Franklin's House LLC

Industry

HIE Source Field Test

) Ambulatory
& Mext Generation LLC




HIE Admin User Guide — Provisioning a Service: Multiple Users

(2a) Identify service name in the "Service" column
o Note: See Glossary for link to the Services and Descriptions resource
e SQIECt Se rvice (2b) Click on the Org Service blue hyperlink (next to the Service) you would like to
provision to Users
(2c) Click Assign Service

E Account
2l Next Generation LLC

Website Industry
Ambulatory
Nox 2C gy
H - ssign Service
DETAILS ACTIVEUSERS SUSPENDED USERS ~ PANELS  SERVICES Next Generation LLC - Snapshot
Services Org Service Status
Account Contact Product Status Install Date
HIE Portal Next Generation LLC - Portal Active Next Generation LLC Snapshot Active 1/11/2022
Clinical Information Next Generation LLC - InContext Active
Referrals Next Generation LLC - ReferralUl Active
DETAILS  RELATED
Prescriber Reports Next Generation LLC - PrescriberReports Active
Asset Name Status
COVID-19 Lab Tools Next Generation LLC - COVIDLabTools Active Next Generation LLC - Snapshot Active
Snapshot Next Generation LLC - Snapshot Active Account Install Date@
Next Generation LLC 1/11/2022
Clinical Next Generation LLC - Clinical Active Usage End Date Deactivation Reason
Unified Landing Page (ULP) Next Generation LLC - ULP Active
Encounter Notification System (ENS) Next Generation LLC - ENS Active

28



HIE Admin User Guide — Provisioning Services: Multiple Users

Select Access: Select how your Users will access this service
(3a) Select HIE Portal if you have migrated to the new HIE Portal, otherwise select ULP
(3b) Click Select Users

(3c) Select the User(s) you are granting access this service by checking the box name to their name
e Select Access/Users

(3d) Click Confirm Selections

Assign Service Assign Service

Assign Snapshot Service

Assign Snapshot Service

Select Users Confirm Selections Complete!

Select the User(s) to provide access to this service. *

Tip:

1. Toselect all Users on the current page, click on the box next to "Mame".
Select Access Select Users Confirm Selections Complete! 2. Do not select more than 100 Users at a time.

Select how your users will access this service.* Q. Search for Users by Name

=/ Name ~ | Email ~ | Member Title v
HIE Administrators: If your organization has been migrated to the new HIE 1 Aalnererl chestington]  aalnerer1chestingtonl...

Portal, please only choose Portal. Otherwise select Unified Landing Page (ULP). Aslnerer10 chestingto..  aalnerer10chestington...

Aalnerer100 chestingt..  aalnerer100chestingto...

= Product Name v
Aalnerer101chestingt..  aalnerer101chestingto...
1 HIE Portal
>
2 Unified Landing Page (ULP)

Page 1of 10.
Showing 1 to 50 of 488 records.

*required

Confirm Selections

3b

29



HIE Admin User Guide — Provisioning Services: Multiple Users

Confirm Selections:

o CO nfi rm Selections (4a) Review and confirm list of users who should access this service

(4b) click Complete!
(4c) Success! You have provisioned access of a service to multiple users, Click Finish

Assign Service . .
Assign Service

Assign Snapshot Service

Assign Snapshot Service

Assign the following Access:

To the following Users:

@ Q) Search for Users by Name SUCCESS!
Name | Email ~ | Member Title v

1 Aalnerer10 chestington10  aalnereriOchestingtonl...

2 Aalnerer1l chestington11l  aalnerer1lchestingtonl...
3 Aalnerer13 chestington13  aalnerer13chestingtonl...

4 Aalnerer101 chestington...  aalnerer10ichestington...

Complete! 3 O




HIE Admin User Guide — Provisioning Services: Single User

Provisioning a service to a single

HIE Administrators can provision a service to a single User

(5a) Access the active User using the search bar at the top of any page or through the Users tab
(5b) Click on the User's name

(5¢) Click Assign Services in the top right corner

Search...

SEARCH

HOME

ACCOUNTS

USERS  ADD USERS

Account

Ha Next Generation LLC

Website Industry
Ambulatory
HOME ACCOUNTS USERS ADD USERS
Contacts

All Contacts v #

50+ items » Sorted by Account Mame » Filtered by All contacts

1 Alaskan Salmon

2 Alaska PDMP Test
3 License Test

4 Single User

5 Edith1 Abbey1

Account Name T

b4

Alaska Adventure LLC

Alaska Adventure LLC

Alaska Adventure LLC

Alaska Adventure LLC

Alaska Adventure LLC

Member Title v

Licensed Clinical Social Worker

Pharmacist

Dentist

Dentist

Cancer Registrar

HOME ACCOUNTS  USERS

ADD USERS

5b

Contact
Alaskan Salmon + Follow Assign Services
Title Account Name Phone Email Contact Owner Awudit By
Alaska Adventure LLC test@alaskhecak.com Jennifer Jones £ Marilyn1 Monroel
DETAILS RELATED
Name Contact Owner
Alaskan Salmon dennifer Jones
Account Name Email

Alaska Adventure LLC test@alaskhecak.com

31



HIE Admin User Guide — Provisioning Services: Single User

(6a) Assign Services: Select Service (note: only one service may be selected at a time), Click Next
(6b) Select Access: Select how User will access this service (Choose HIE Portal unless otherwise
: : notified), Click Next
e ASSIgn Ser\"ces (6¢) Click Finish
**Repeat steps 6a-6¢ for assigning each service, only one service may be provisioned at a time
Note: See Glossary for link to services and descriptions.

Assign Services Assign Services
kG Selectthe g @& Select how Alaskan g
appropriate service Salmon will access
available to Alaskan Snapshot. HIE Assign Services
listed below in order Administrators:
to grant access. (Note: Choose HIE Portal
only one service may unless otherwise
be selected at a time). notified. %
* Select ONE Service below: *Select Access
Encounter
Snapshot Notification HIE Portal
Srapshot System (ENS) Portal
ENS
6a -
o 32
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HIE Portal — Password Reset

a User Password Reset

User HIE Portal password can be reset in the HIE Admin Tool

(1a) Search for User

(1b) Click on User's name

(1c) Click on Related tab

(1d) Click View All to expand view

1a

THIE Admin Portal| ﬂ SEARCH

HOME ACCOUNTS USERS ADDUSERS ADD SSO USERS

Search Results Contacts
5+ Results » Sorted by Relevance w
| All
NAME MEMBER TITLE ACCOUNT NAME EMAIL PHO
Contacts
Plum10 Fruit10 cribe MNext Generation LLC plum10fruit10@lkadjflakjf.com
Accounts Plum$ Fruit9 Scribe Mext Generation LLC plumfruit9@lkadjflakjf.com
Cases Plums8 Fruitg Scribe MNext Generation LLC plumsfruitd@|kadjflakjf.com
Collapse List Plum? Fruit7 Scribe Next Generation LLC plum7fruit7@lkadjflakjf.com
Plumé Fruité Scribe Mext Generation LLC pluméfruité@lkadjflakjf.com

Contact
Plum10 Fruit10

Title Account Name Phone Email

Next Gene plum10fruit10@lkadijflakjf.com

RELATED

Assets (3)

JETAILS

Asset Name Product Code Status
Plum10 Fruit10 - Next Generation LLC -... ~ ConsentTool Active
Plum10 Fruit10 - Next Generation LLC -...  Portal Active
Plum10 Fruit10 - Next Generation LLC -...  Portal Active

Contact Owner

Jennifer Jones £

=+ Follow

Audit By

Marilyn1 Monroel

Primary Role

Edit

34
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HIE Portal — Password Reset

a User Password Reset

(2a) Click on the Asset Name associated with Portal only:
<username><account name>Portal

Contacts > Plum10 Fruit10
Assets

3 items « Sorted by Install Date, Asset Mame, Serial Number » Updated afewseconds ago

AssetName T * | Product Code
i Plum10 Fruit10 - Next Generation LLC - ConsentTool ConsentTool
lum10 Fruit10 - Next Generation LLC - ConsentTool - Portal Portal
3 Plum10 Fruit10 - Next Generation LLC - Portal Portal

~ | Status

Active

Active

Active

~ | Primary Role -~

Account Name

MNext Generation LLC

Mext Generation LLC

MNext Generation LLC

35



HIE Portal — Password Reset

(3a) Click on HIE Portal User Management
(3b) Read the instructions then click on Confirm Reset

e User Password Reset

Asset
. .
iad PIum10 Fruit10 - Next Generation LLC - Portal HIE Portal User Management I
Account Contact Product Status Install Date
Next Generation LLC Plum10 Fruit10 HIE Portal Active 6/22/2022
DeTAll RELATED HIE Portal User Management
Asset Name Status o Y i i o i
Plum10 Fruit10 - Next Generation LLC - Portal Active By clicking “"Confirm Reset’, the user will receive an email with instructions on how to
N reset their HIE Portal password. Please instruct users to read the email carefully, as it
ccount Contact
Next Generation LLC Plum10 Fruit10 specifies password requirements.
Product@ Username@ Allow 15 minutes for the Password Reset email to arrive in the user's inbox. If the user
HIE Portal plum10fruit10@Ikadjflakif.com does not see the Password Reset email after this time frame, please ensure that

Junk/Spam folders are checked prior to resending another Password Reset email.

If you or the user are experiencing issues, please contact the HIE Technical User Support
team to troubleshoot.

3b

. Confirm Reset I

Cancel

36
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HIE Admin User Guide — Editing User Details

(1a) Choose the Account you would like to view by clicking on the Account Name

a Choosing an Account

(1b) Select ACTIVE USERS or SUSPENDED USERS tab to view users listed with the Account

HOME ACCOUNTS ASSETS ADD USERS

E Accounts N
i Recently Viewed v & =
2 items e Updated a few seconds ago Q Searchthislist... - = S
~ | Industry ~ | Billing City ~ | Billing State/Province (texto... ~
Ambulatory v
2 Partlow Medical Ambulatory -
HOME ACCOUNTS ASSETS ADD USERS
Account .
E,B Jones Practice LLC -+ Follow New Note Audit
Phone Website Type Industry Account Owner
Ambulatory Outreach Team

38
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HIE Admin User Guide — Editing User Details

(2a) Choose the Contact (User) you would like to view by clicking on the Contact

e Viewing and Selecting a Contact Neme

(2b) Select View All if your contact is not on the initial list

[DME ACCOUNTS ASSETS ADD USERS

Account

TGSt ACCDUﬂt 4 Follow MNew MNote Aascdst
Phomns Vet E Ty I sty AL Coaant Ohwress
Hospital Avideon CRISP
DETAILS ACTIVEUSERS SUSPENDED USERS
Related Contacts (6+) Mew Contact Add Relationship
2a ontact Name User Status Roles Email
Ac cournt Artive e U A COUT Comm -
teitl aCoumntone Ao tive test BT COHME O™ -
John WY Adam M A thve teret 10001 ea t.ooemy -
Amber Adams B thve a_sdarr@rarsdatmallcom -
Liliwrerus Ao prwcher Artive Lalex ander @randatmallc
Stells Alexsrsder A tivea s alexander@candatma
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(3a) Select Edit to update the contact’s information

e Edltlng and Sa\"ng d ContaCt (3b) Select Save to confirm the updated information

Edit Contact

HOME ACCOUNTS ASSETS ADDUSERS

Contact
Ronald Test + Follow Edit (Re)Activate User & Assets *Name Contact Owner
Salutation Avideon CRISP
--None-- v
Title Account Name Phone (2) w Email Contact Owner :
First Name

Avideon CRISP &

Jones Practice LLC
Ronald
Middle Name
DETAILS RELATED .l
ast Name
Test
Name Contact Owner Suffix
Ronald Test Avideon CRISP
Account Name Contact Type Account Name Contact Type
Jones Practice LLC Jones Practice LLC “Fone— -
Reports To Email
Search Contacts... Q
Member Title Phone
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Health Information Exchange (HIE): An integrated network connecting Hospitals, Primary Care Practices, and Public Health Entities. HIE
provides users with access to patients’ medical records at the point of care and analytics to improve public health. HIE networks allow
appropriate access by securely sharing patient medical information across organizations.

HIE Administrator: An authorized, organizational representative who can credential and remove Contacts from their organization.

Account: Legal physical entity. Some HIE Administrators have access to multiple Accounts within their larger organization.
Audit: The process of verifying, denying, and adding Users.

Contact or User: A User who has been created to access HIE Services.

Active User: A User who has access to HIE Tools, for example ULP.

Suspended User: A User whose access to HIE Tools has lapsed due to inactivity, inappropriate use, or a change of employment.

Description of Services: A full list of services with descriptions available to HIE Administrators is located <here>

Prescription Monitoring Program: Access to this service can be obtained by calling HIE Technical User Support Team at the number
located at the beginning of this guide.
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https://www.crisphealth.org/wp-content/uploads/2022/06/HIE-Services-and-Descriptions-6.22.20.pdf
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