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Consent Tool
Overview



A Purpose of the Consent Tool

o The CRISP DC Consent Tool is a platform for providers and staff to register
patient consents to share 42 CFR Part 2-protected data.

o What is my patient consenting to?

* To allow their Substance Use Disorder (SUD) treatment provider to share
information about their SUD treatment with the DC Health Information
Exchange (HIE).

 The HIE will then share it with other members of the patient’s health care team
who participate with CRISP HIEs
Including Maryland, DC, West Virginia, Connecticut, Alaska, Virgina and any HIE affiliates in
the future.
o Find our complete list of FAQs here or at https://crispdc.org/wp-
content/uploads/2022/04/ConsentFAQs.pdf



https://crispdc.org/wp-content/uploads/2022/04/ConsentFAQs.pdf
https://crispdc.org/wp-content/uploads/2022/04/ConsentFAQs.pdf

Registering a Consent
for Telehealth Patients



+/-] Using the CRISP Consent Form for Telehealth Patients

o The patient must complete and sign the CRISP SUD Consent Form prior
to provider registering consent via the attestation button in the tool.

e Form can be found here or at

42 CFR Part Il Provider Consent Form DC.pdf (crispdc.org). This is the
PDF/ paper version of the Consent Tool.

o After the telehealth appointment has occurred, a credentialed staff
member may complete the registration in the Consent Tool, based on
the patient's designation, before checking the “Attestation for Consent
on File” box in the signature section.

o Please keep the signed copy of the consent form on file. It is required by
federal law to have a patient signature to share the patient’s SUD
information available upon request.


https://crispdc.org/wp-content/uploads/2022/09/42_CFR_Part_II_Provider_Consent_Form_DC.pdf
https://crispdc.org/wp-content/uploads/2022/09/42_CFR_Part_II_Provider_Consent_Form_DC.pdf

Registering a Consent
During In-Person Visits



@?g Using the CRISP Consent Form for In-Person Visits

o Provider searches for their patient in DC Portal or through SSO in their
EHR.

o After launching the tool, provider explains the consent to their patient,
educating them on what data they are sharing.

o Patient designates to share "all SUD treatment data" or "SUD treatment
providers contact info only."

o Patient (or parent/guardian) signs directly in the tool during the in-person
Visit.

o The provider registers their own legal attestations in the tool and then
adds their name before submitting the consent.



Steps to Register a Consent
via Single Sign-On (SSO) from an EHR
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’ Launch the Consent Tool from the InContext App in your EHR

&  HIE InContext

Female | Nov 16, 1981

ATIERT INEORMATION HEALTH RECORDS ENCOUNTERS PROBLEMS STRUCTURED DOCUMENTS IMMUNIZATIONS
CLINICAL DATA

ALL LABORATORY RADIOLOGY CLINICAL NOTES
MEDICATION MANAGEMENT

Health Records Q m = [8

CARE COORDINATION
Hide Home Facility Data

Date Collected Source Description Provider
SOCIAL NEEDS DATA

2022-07-21 CRISP_REFER Referral for further care —
DATA FROM CLAIMS 2022-07-05 CRISP_REFER Referral for further care =
Consent Tool allows treating providers and their 2 v
staff to register a patient's affirmative consent to CRISP_REFER Referral for further care -
CONSENT TOOL P
share data protected by 42 CFR Part 2 and, as CRISP REEER Ratarral or futhar cara _
applicable, other legally protected data. Click here =
@ PDMP (0 ageesS 2 hewiiah CRISP_REFER Referral for further care —
2022-05-17 CRISP_REFER Referral for further care —

oClick on the consent tool tab on the left-hand side of your screen
oThe consent tool will open in a new tab in a new window

oFollow the Portal registration instructions (on subsequent slides) to register
the patient's consent the same way as you would via the DC Portal



Steps to Register a Consent
in the DC Portal
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’ Launch the CRISP DC Portal and search for a patient

CRISPDC

® CRISP All Rights Reserved. 4 SEND FEEDBACK £2n PRODUCT UPDATES = CORRINE JIMENEZ & Locour

ﬂ' HOME Search Applications & Reports b 4 Q

s query portal is for authorized use only. By using this system, all users acknowledge C | G 1 Procedures. Click here to review the policies
and procedure. CRISP-DC uses a privacy monitoring toel to ensure all users are adherent to an approved policy or use case. By continuing to use this system you indicate your awareness of and consent to these terms and conditions of use

Q, Patient Search Results
gilbert grape First Name Last Name Date of Birth Gender Address Match Score
Nate of Birth *
I GILBERT GRAPE 01/01/1984 Male 4145 Earl C Adkins Dr, River, WV, 26000 117 - probable
01/01/1984 E Gender b

Select App x

AK Labs and Imaging H

Reset Search

Your Dashboard For applications requiring patient context, please start by using the Patient Search interface above Clinical Information 3E
- - - - - - - )
COVID Lab Tools -]

o Enter patient name and date of birth into Patient Search
o Select the patient from search results returned
o Click on the square icon next to the Consent Tool app



’ Select Part Il Provider Form

CRISPDC

© CRISP. All Rights Reserved. £4 SEND FEEDBACK £ PRODUCT UPDATES a ABBY LUTZ ™ Locour

A HoME Search Applications & Reports X Q I

Reports & Applications
CRISP m Consent Consent History
Consent Tool
Cansent Types

Referral Portal

COVID Lab Tools Prevention of Harm - Block Patient Access Form

COVID Lab Tools - No Patient

Community Resource Inventory




& Attest to Patient Relationships

Attest to Relationship X

This patient is not currently linked to a active or existing relationship at your organization.
As a reminder, CRISP-DC prohibits access to patient records where there is no active
relationship. All access to patient records are monitored. Do you wish to continue?

PROCEED CANCEL

o If you are registering consent for a new patient (one not
currently on your existing CRISP panel), a “Attest to
Relationship” prompt will appear.

* C(lick 'Proceed' to continue.




‘ Attest to Patient Relationships

Please select a reason X

Reason

v

New patient

Treatment

Care coordination
Quality improvement

Public health

o After clicking “proceed”, you must select a reason for searching
the patient. Please select the option that applies to you.



Review the Information Section with patient, using the
Accounting of Disclosures and FAQ links as needed

CRISP m Consent Consent History

Information about this Consent

By completing and signing this form, you will be allowing your Substance Use Disorder treatment provider to share information about your Substance Use Disorder treatment with
the Health Information Exchange who will then share it with other members of your health care team. These could include your primary care provider, hospital providers, emergency
providers and other individuals who are involved in coordination of your care. The information will be shared with your treatment providers who participate with the CRISP Shared
Services affiliate Health Information Exchanges (HIEs) including Maryland, DC, West Virginia, Connecticut, Alaska and any HIE affiliates in the future. These providers must adhere to
all state and federal law with regards to keeping your information private. You can request a list of providers who have received your information by completing an accounting of

disclosures requests at https:/disclosures.crisphealth.org. A list of Frequently Asked Questions (FAQ) about sharing Substance Use Disorder treatment data through CRISP can be
Ifound here and at https://crispdc.org/consent/. i

Consent to Disclose My Substance Use Disorder Treatment Information

From | authorize disclosure b\\any of my past, present, and future Substance Use Disorder treatment providers that share data with CRISP.

To Whom | authorize disclosure to CRASP Shared Services affiliate HIEs, who may then disclose the information to any of my past, present or future providers involved in my .

Aaranha narticinata with thAAHIFE | ~can racmact o liet af all nravdidare iwiha hava reacaivad v infarematinm b Aaina ta httne-fidicealaciiras Aarienhaslth Ara

Consent Tool - CRISP DC - DC Designated
Health Information Exchange



https://crispdc.org/consent/

Patient must select the amount and kind of
information to disclose

CRISP m Consent Consent History

Consent to Disclose My Substance Use Disorder Treatment Information -

From | authorize disclosure by any of my past, present, and future Substance Use Disorder treatment providers that share data with CRISP.

To Whom | authorize disclosure to CRISP Shared Services affiliate HIEs, who may then disclose the information to any of my past, present or future
providers involved in my care who participate with the HIE. | can request a list of all providers who have received my information by going
to https://disclosures.crisphealth.org.

Type and Amount of Data

Purpose The information shared will be used to help my health care team coordinate my care and provide health care treatment.

Consent Options

o Disclose All Substance Use Disorder Treatment Data
his could include my treatment plan, medications, lab results and clinical notes about my care.

o Disclose Substance Use Disorder Treatment Providers Contact Info Only
he information will include only my Substance Use Disorder treatment provider's name and contact information.

o Providers/staff are required to select one of two options by clicking the
button next to the patient's selection.



’ Review Submission Instructions section

CRISP m Consent Consent History

Submission Instructions Next

Expiration Date: This is the date the consent will expire if the patient doesn't revoke consent prior to expiration. Patient can choose any date for expiration, but if patient doesn't
choose a date, the default expiration is set for 1 year from date of submission. This date can be changed by clicking on the calendar and selecting a different day, month, and/or

year.

Identity Validation and Education Attestation: Select both checkboxes attesting patient’s identity has been validated and patient has been educated on terms of this consent and
questions have been answered.

Signature and Submission:

In-person Encounter: If registering this consent at an in-person encounter, patient should sign their name electronically in the Patient Signature box. Patient's Legal Guardian,
Parent, or Legally Authorized Representative, may sign on behalf of the patient by checking the corresponding box and signing in the signature box.

Attestation for Consent on File: For telehealth encounters, please ensure the CRISP SUD consent form is completed and signed prior to attesting in this tool. The CRISP SUD
consent form for patients is located outside of this tool here and at https://crispdc.org/consent/. Once you have the written and signed SUD consent form on file, select the
“Attestation for Consent on File” checkbox in the HIE. Federal law requires patient signature on consent to share SUD information. Remember to keep the previously captured

consent on file (either as electronic or hard copy).

Name of Person Registering Consent: Type the name of the person registering this consent.

o Please review instructions for each type of visit carefully

o For telehealth visits, please make sure to have the CRISP SUD Consent Form signed and
completed by the patient before attesting to having the consent on file in the tool.

o CRISP SUD Consent form can be found by clicking on the link within the tool: consent Tool -
CRISP DC - DC Designated Health Information Exchange



https://crispdc.org/consent/

=1 The SUD Consent Form is also available on

=l' the resources page of the CRISP DC website:
https://crispdc.org/consent

CRISP Dc About Solutions Resources For Patients m

Consent Tool Resources

_ 1. SUD Consent Form - For Patients (ENGLISH)

2.SUD Consent Form - For Patients (SPANISH)
3. Consent Tool FAQs

For Patients 3

EeE T i 8 4. Consent Tool User Guide

5. Consent Tool Workflow

6. Consent One-Pager

7. CRISP DC PA Addendum Qualified Services Fillable PDF
8. Amendment to QSOA

9. Consent Script

10. Consent Tool Webinar Training Slides


https://crispdc.org/consent

SUD Consent Form
CRISPDC

CRISPDC

Patient Consent to Disclose Substance Use
Disorder (SUD)Treatment Information

Patient Details Address

Name (FirstMiddle/Last)

City
Date of Birth (mm/dd/yyyy)
ol s ) == 1 State
Phone
Zip

Information about this Consent

By completing and signing this form, you will be allowing your Substance Use Disorder treatment
provider to share information about your Substance Use Disorder treatment with the Health Information
Exchange who will then share it with other members of your health care team. These could include your
primary care provider, hospital providers, emergency providers and other individuals who are involved in
coordination of your care. The information will be shared with your treatment providers who participate
with the CRISP Shared Services affiliate Health Information Exchanges (HIEs) including Maryland, DC,
West Virginia, Connecticut, Alaska and any HIE affiliates in the future. These providers must adhere to
all state and federal law with regards to kccpmg your mfom\auun private. You can rcqut:\l a list of
providers who have received your information by 1 ing of discl sts at
https://disclosures crisphealth.org. A list of I-n:qucnll) - Asked Qucsuuns (F AQ) about \h.'mng Substance
Use Disorder treatment data through CRISP can be found by going to https://crispdc.org/wp-content/
uploads/2022/01/SUD-FAQ2022-1 pdf.

Consent to Disclose My Substance Use Disorder Treatment Information
From Whom

I authorize disclosure by any of my past, present, and future Substance Use Disorder treatment providers
that share data with CRISP

To Whom

I authonize disclosure to CRISP Shared Services affiliate HIEs, who may then disclose the information to
any of my past, present or future providers involved in my care who participate with the HIE. I can
request a list of all providers who have received my information by going to
https-//disclosures.crisphealth.org.

1140 3qd St NE | Washington, DC 20002 | T/833-560-4646 | dooutreachicrisphealth.org | www.carispde org

Type and Amount of Data
The information shared will be used to help my health care team coordinate my care and provide health care treatment.

Consent Options (choose one)

[ Ipisclose Al Substance Use Disorder Treatment Data
Thes could include my trestment plan, medications, lab results and clinical motes shout my care.
Diﬁt‘ll‘lﬁt‘ Substance Use Disorder Treatment Providers Contact Info Only

The miformatson will mclude only my Substance Use Dusander treatment provader's name and contact information.

REVOKING MY PERMISSION

I understand that | may revoke this consent at any time, by requesting one of my CRISP participating providers to
deactivate my consent in person or via written request. | understand that my information will be shared during the time
the consent is active and my providers may use this information for my treatment and care coordination in accordance
with state and federal law. [ understand that the revocation will not affect any action by the organization that was
authorized to release my information before it received notice of my revocation.

EXPIRATION DATE

This Consent and Authorization to share my Substance Use Disorder treatment and information will remain in effect
until the date indicated, unless revoked prior to that time.

Expiration Date {enter date below)

SIGNATURE/ATTESTATION

Patient or Legal Guardian Signature

By signing below, | acknowledge that 1 have the legal authority to consent to share the named individuals

Substance Use Disorder treatment information. | acknowledge that | have read this consent form and understand that as
indicated on this form, my Substance Use Disorder treatment information may be shared with CRISP who may then
share it with members of my health care team who participate with CRISP.

Signature of Patient

Signature of Patient or Legal Guardian, Parent, or Legally Authirized Representative (if applicable)

Printed Name

1140 3rd St NE | Washingion, DC 20002 | T/B33-580-4846 | deoutreachi@crisphealth ceg | www. crispde.org



O

Providers must ensure that the date of expiration

On the SUD Consent Form, a patient must designate
their own expiration date for their consent

entered in the consent tool matches what the
patient has authorized on the form.

In the tool, the expiration date field is blank to
allow providers to chose a date patients prefer.

You will only be able to choose a date that is
five years in advance from the date you are
filling out the form

Providers may amend this expiration date to
match what the patient has indicated in the
expiration date field on the separate form.

Type and Amount of Data

The information shared will be used to help my health care team coordinate my care and provide health
care treatment.

Consent Options (choose one)
Disclose All Substance Use Disorder Treatment Data
This could include my treatment plan, medications, lab results and clinical notes about my care.
D Disclose Substance Use Disorder Treatment Providers Contact Info Only

The information will include only my Substance Use Disorder treatment provider's name and contact information.

REVOKING MY PERMISSION

I understand that I may revoke this consent at any time, by requesting one of my CRISP participating
providers to deactivate my consent in person or via written request. I understand that my information will
be shared during the time the consent is active and my providers may use this information for my
treatment and care coordination in accordance with state and federal law. I understand that the revocation
will not affect any action by the organization that was authorized to release my information before it
received notice of my revocation.

EXPIRATION DATE

This Consent and Authorization to share my Substance Use Disorder treatment and information will
remain in effect until the date indicated, unless revoked prior to that time.

Expiration Date (enter date below) |

NOTE: If any fields in the SUD Consent Form are left blank, the form is invalid and providers/staff must not register
the patient's consent preferences unless the form is 100% complete



’ Review the revocation and expiration sections

CRISP m Consent Consent History

O Th ese SECtIOﬂS exp|a|n the Expiration and Kevocation
. REVOKING MY PERMISSION
process and result of revoking | , | I |
| understand that | may revoke this consent at any time, by requesting one of my CRISP participating providers to deactivate my
. . . consent in person or via written request. | understand that my infermation will be shared during the time the consent is active and
t h | S CO n Se nt’ W h I C h th e p at | e nt my providers may use this information for my treatment and care coordination in accordance with state and federal law. |

understand that the revocation will not affect any action by the organization that was authorized to release my information before it

m ay d O at a ny tl m e . received notice of my revocation.

EXPIRATION DATE

This Consent and Authorization to share my Substance Use Disorder treatment and information will remain in effect until the date
indicated, unless revoked prior to that time.

o The expiration date will

automatically be blank. In the :

“chose a date” field you may o s
only select a date that is five X

years from the date the tool is o For telehealth patients, this must be edited to match the expiration date on
launched. the SUD Consent Form, as indicated by the patient
o Forin-person visits, this date may be updated to anything in the future based
on discussion with your patient




9 Complete provider attestations

CRlSP m Consent Consent History

Identity Validation and Education Attestation

Provider Patient Identity Verification

[C] | hereby attest that | have validated the patient’s identity and obtained consent from this patient in accordance with the terms stated above.

Provider Patient Education Attestation

| hereby attest that | have informed the patient named in this consent to the terms of this consent and answered all questions to the best of my
ability.

Providers/staff obtaining patient consent must attest that they have:
1. Verified the patient identity and;
2. Informed the patient of all terms of the consent.



’ Complete signature section

c RlSP m Consent Consent History

o Forin-person
registration:

Signature/Attestation

[ check Here if you are patient's Legal Guardian, Parent, or Legally Authorized Representative.

° i . .
Patlent enters Patient Signature
i i By signing below, | acknowledge that | have the legal authority to consent to share the named individual's Substance Use Disorder treatment
€ I eCt ronic si g n at ure information. | acknowledge that | have read this consent form and understand that as indicated on this form, my Substance Use Disorder

treatment information may be shared with CRISP who may then share it with members of my health care team who participate with CRISP.

using a mouse, stylus 9

pen, or finger via
touchscreen/
signature pad.

Please, sign above *

Attestation for Consent on File

| hereby attest that | have obtained WRITTEN and SIGNED consent from this patient and will retain in my records. | will make this consent

available to CRISP Privacy and Security upon request.

o For registrations of telehealth patients:
* Check the box under “Attestation for Consent on File.”
CRISP SUD Consent Form must be completed by the patient before attesting.



L‘ Legal guardian, parent, or legally authorized
representative signature (as applicable)

Signature/Attestation

- Check Here if you are the patient's Legal Guardian, Parent, or Legally Authorized Representative.

Legal Guardian/Parent/Authorized Representative Signature.

st Name Last Name
First Last

AP x

Please, sign above *

« Checkbox only required if the person signing the consent is the

patient’s legal guardian, parent, or legally authorized
representative.

« The person signing on behalf of a patient MUST enter their name
into the form and electronically sign.



’ 8. Submit Consent

Name of Person Registering Consent

Name of Person Registering Consent

John Smith

)

= =3

Consent Successfully Submitted

Do you want to print this consent before exiting?

Print and Exit

Exit

Enter the name of the
person registering this

consent.

Click "Submit" once — to

avoid duplicate entries.

Click "Print and Exit" or
"Exit."



Additional Functions
in the Consent Tool



’ How to view consent history

After searching for
your patient, click
"Consent History."

Click on a row to
open that consent.

A pop-up window
will appear with the
consent registration
details.

CR|SP m Consent Consent History

Patient Consent to Disclose Substance Use Disorder (SUD)Treatment Information

Patient Details

Name Gilbert Grape
(First/Middle/Last)

CRISP DC consen t Consent History

Consent History for Gilbert Grape

User Email D

ate Type xpiration Date
:@crisphealth.orgMar 28,2022 I:;art Il Provider Mar 28,2023 Inactive
:@crisphealth.orgMar 28,2022 Part Il Provider Mar 28, 2023 Active Deactivate

CRISPDC consent  Gonsent Histo

Patient Consent to Disclose Substance Use Disorder (SUD)Treatment Information

Patient Details

Name Gilbert Grape
First/Middle/ Last

Date of 01/01/1984
Birth
mm

ss 4145 Earl C Adkins Dr

River
corrine.jii

wv

corrineji 26000

e 678-5954587




’ How to print a consent registration

* Providers may review,
print, or save a registered
consent as a file.

« Search for a patient and
open a record In their
consent history.

 Scroll to the bottom of
the window and click
"Print."

* A print preview will
appear where providers
can make selections for
how to print the file.

OR

Attestation for Consent on File

ttest that | have VRITTEN and SIGNED consent from this patient and will retain in my rec

| hereby ¢

available to CRISP Priva urity upon request.

Signed on 03/28/2022

Name of Person Registering Consent

Jones
Print
a
Expiration Date Print 3 sheets of paper
sz
Destination  NPISBEE70B (HP Laser.
[T ————. 2
Pages All
3720122, 1051 AM Consentric.

Identity Validation and Education Attestation

rovider Patient Identity Verification

Provider Patient Identity Verificati Copies 1

G | hereby a identity and the terma stated

sbove.

Provider Patient Education Attestation L H

ayout Portrait

I hereby attest that I have informed the patient named in this consent to the terms of this consent and answered all questions 1o the Y

best of my ability.
Signature/Attestation
() Check Here if you are the patient’s L  Parent, or M .

ore settings

Patient S\gnalure

By signing beiow | scknowledge hat | have he egal SUthoty o Consent 1 Share the named indricuars Substance Use Disorder

treatment informeion.| ScnOWiEAge that | have read i consent orm and understand tha 33 Indated o tisform, my Substance

then share it with members of my health care team who

. —

Use
participate with CRISP.

OR

Attestation for Consent on File

9 | hereb, WRITTEN and SIGNED retain in my recards. | wil meke this
consent availsble to CRISP Privacy and Security upon request

Signed on 03/28/2022

Mame of Person Registering Consent



How to deactivate a consent registration

CRISP m Consent Consent History

Consent History for Gilbert Grape

User Email Date Expirat t
corrine. jimenez@crisphealth.org Mar 28, 2022 Part Il Provider Mar 28, 2023
corrine jimenez@crisphealth.org Mar 28, 2022 Part Il Provider Mar 28, 2023

Search for a patient and locate the
"Active"” record in their consent history.

Click "Deactivate" on the record.
Then click "Deactivate” on the prompt

The record's status will
then update as "Inactive.”

Expiration Date

Mar 28, 2023

Mar 28, 2023

Deactivate Consent

Are you sure you want to deactivate this consent?

Cancel

Deactivate

Status

Inactive

Inactive -



* % %

For CRISP DC related inquiries please contact
outreach at dcoutreach@crisphealth.org.

For support contact support@crisphealth.org or call
833.580.4646.

1140 39 Street NE

Washington, DC 20002
833.580.4646 | www.crispdc.org
dcoutreach@crisphealth.org
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