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Beyond the Ballot: How the Kremlin Works to Undermine the U.S. Justice 
System 

 
The following article summarizes the May 2019 report of the Center for Strategic and 
International Studies, Beyond the Ballot: How the Kremlin Works to Undermine the 
U.S. Justice System. The Report was authored by Suzanne Spaulding, Devi Nair and 
Arthur Nelson of the CSIS Defending Democratic Institutions Project.  Ms. Spaulding 
was previously Under Secretary for the National Protection and Programs Directorate, 
Department of Homeland Security in the Obama Administration.   For the full report 
and author backgrounds, see csis.org.  
 

Introduction.  Reporting on Russian interference in U.S. elections is now well known and 

generally accepted. Less so, similar efforts to erode confidence in the U.S. judiciary. 

Nonetheless, recent events establish Russian efforts to undermine judicial systems in 

Europe. Some are beginning to appear in the U.S. as well. Understanding these 

developments is critical to designing response mechanisms to protect courts and judges, 

for which the Judicial Fairness Coalition (JFC) was created and is committed. The CSIS 

Report adds urgency to the JFC mission. 

 

The European Prologue. 

 

The 2016 CSIS report, The Kremlin Playbook: Understanding Russian Influence in 

Central and Eastern Europe details Russian efforts to erode democratic structures in 

newly independent nations, formerly part of the USSR.  The report notes, “Neither 

Western Europe nor the United States is immune from Russian influence either.”  

 

Events in Berlin, Germany on January 11, 2016 proved this prediction accurate. False 

allegations of kidnapping and rape by Arab immigrants of “Lisa,” a 13-year-old Russian-

German girl, led to incendiary reporting by Russian media and street protests. Lisa 

promptly retracted the claim and admitted she was at a friend’s house on the night in 

question.  There was no criminal activity and the accused were released.  But the matter 

did not end.  

 

Initially a pro-Russian television network, First Russia TV, broadcast the false story. 

Next reporting by ten Kremlin-sponsored media outlets followed; public outrage about 

the false allegations of kidnapping and rape grew and German social media platforms 

amplified the story.  These reports spread wildly, despite statements by German officials 

to explain and correct the facts.  Russian Foreign Minister Sergey Lavrov next claimed a 

government cover-up, accusing Germany of sweeping the story “under the rug.” The 

justice system was portrayed as a tool of politicians, soft on immigrant crime, further 

fueling public outrage and leading to a street protest of over 1,000 people.  

 

Similar Russian media activities have occurred in Finland, Austria, Sweden and the U.K. 

 

Disinformation Based Attacks on the U.S. Justice System 
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Shortly after the German case, in Twin Falls, Idaho a similar situation arose, again with 

false allegations of sexual assault on a minor.  Eventually the story morphed into a “gang 

rape at knife point” by Syrian refugees. The resulting furor and outrage at alleged actions 

by immigrants polarized the town and led to threats against both judge and prosecutor.  

 

Such situations, combining incendiary, but false, information with the dissemination 

power of social media, offer rich opportunities for Russia’s disinformation strategy to 

undermine the pillars of the U.S. democratic system.  Not surprisingly, Russian attacks 

on all liberal democracies show no sign of abating.  The U.S. justice system, traditionally 

the most trusted and transparent component of the U.S. democracy, presents an attractive 

target.  Using a variety of propaganda channels, Russia is continuing its attacks on the 

U.S. justice system. Russian state-sponsored media outlets like RT (previously “Russia 

Today”) and Sputnik take advantage of sensationalist stories to portray the judicial system 

as irretrievably corrupt, inept and hypocritical—not independent and impartial.  Such 

stories mix fact and fiction.  When found by popular media outlets, they are repeated and 

spread to target populations. To enhance these efforts, Russian operatives also monitor 

social media platforms to identify inflammatory divisions within target populations.  

Examples of support for both Black Lives Matter and Blue Lives Matter show how 

Russia amplifies disagreements, as a way of driving wedges between individual groups, 

as well as between the governed and the government. 

 

Russia uses this combination of approaches with studied intentionality, to promote four 

‘frames’--narratives about the U.S. justice system, which it claims: 

 

• Tolerates, protects and covers up crimes of immigrants; 

• Supports the institutional racism of a corrupt police state; 

• Supports and enables corporate corruption; and 

• Is a tool of the political elite. 

 

These narratives are prominent in a principal Russian propaganda outlet, RT America’s 

‘American Lawyer’ and Sputnik’s podcast, ‘Criminal Injustice.’  Both are unrelenting in 

their descriptions of the U.S. justice system as irrevocably broken.  Russia’s Internet 

Research Agency (IRA) complements these efforts, seeking ways to drum up controversy 

and discontent, as happened in Germany.  

 

The Need for Response 

 

Courts and judges are, of course, attractive targets for any disinformation campaign based 

on individual decisions since, by tradition, practice and policy, they do not speak out and 

defend themselves.  In sum, they lack the institutional capacity to defend themselves 

effectively. Added to this, the intensely partisan and divisive nature of issues being raised 

in the legal process today places courts and judges at the center of many highly charged 

controversies.  As the Report observes, “This is a dangerous time to have an adversary 

actively working to undermine the credibility of those courts.”  
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To make matters worse, as the CSIS Report notes, the U.S. has been slow to recognize 

and respond to the gradual erosion of trust in the judiciary, a vital pillar of all Western 

democracies.   

 

In response, the CSIS Report concludes with a call to action.  It recommends developing 

a whole-of-nation three-point strategy to improve support for courts and judges by: 

 

• Increasing threat awareness with impact-oriented research; 

• Improving rapid response capabilities by the bar and local leaders well-versed in 

court procedures and able to provide counter messaging; 

• Promoting civic education and media literacy as national security imperatives, to 

build the societal resilience to withstand such pernicious disinformation attacks. 

 

The Relevance to California 

 

Like all disinformation efforts, those advanced by Russia combine both fact and 

incomplete information, twisted to produce a toxic mixture of sensationalist stories. The 

goal is to find polar opposites and to exacerbate divisions, taking advantage of 

technological advances in information dissemination.  In a democracy, it is critical that 

institutions and political leaders be held accountable for living up to their responsibilities 

under the Constitution. Yet the openness, candor and institutional self-criticism this 

requires is open to manipulation by Russian disinformation activities.  Its propaganda 

machine has become increasingly skilled in taking advantage of problems, which are 

highlighted, while burying efforts at response and reform.  Similarly, its half-truths 

provide no opportunity to educate the public, which, lacking effective civic education is 

often poorly informed.  In California passionate responses to recent judicial decisions 

demonstrate how a lack of understanding of court processes can erode public confidence 

in courts and judges.  The Judicial Fairness Coalition offers a critical response to an 

existential threat to our system of democratic governance.  The CSIS Report adds 

urgency to its efforts. 


