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The ORR UAC Portal Rules of Behavior (RoB) provides supplemental rules that govern the appropriate use beyond those contained in the Rules of Behavior for Use of Health and Human Services (HHS) Information Resources (HHS RoB). The rules outlined below apply to all users of the ORR UAC Portal.
The ORR UAC Portal RoB is issued under the authority of the Office of Management and Budget (OMB) Circular A-130, Appendix III paragraph 3(2)(a). 
All users must read this ORR UAC Portal RoB and sign the accompanying signature page before access to the ORR UAC Portal is granted. This RoB may be presented to the user in hardcopy or electronic form and the user’s acknowledgement may be obtained by written or electronic signature. 
All federal employees, contractors, and grantees holding ACF network credentials must also read Addendum I – Rules of Behavior for Privileged Users and sign the accompanying signature page before accessing the system. Acknowledgement of Addendum I must be completed annually thereafter, which may be part of the annual HHS Cybersecurity Awareness Training. 
Noncompliance with the ORR UAC Portal RoB may be cause for disciplinary action. Depending on the severity of the violation and management discretion, consequences may include one or more of the following actions: 
Reprimand; 
Suspension of access privileges;
Revocation of access to federal information, information systems, or facilities;
Removal or disbarment from work on federal contracts or projects;
Monetary fines; 
Termination of employment; and/or
Criminal charges that may result in imprisonment.


As a user of the ORR UAC Portal, you are required to be aware of, and comply with, the rules and guidelines outlined in this document on authorized use and security of the system and its information Use of the ORR UAC Portal must comply with federal laws, regulations, and HHS, ACF, and ORR specific standards, policies, and procedures. Users will be held accountable for their actions while accessing and using the ORR UAC Portal. Unauthorized access to information is prohibited and users must prevent unauthorized disclosure or modification of sensitive information.
ORR UAC Portal Users acknowledge the following requirements.


Requirements of ORR UAC Portal Users:
Users will not share a computer account
Users will not use the same password for more than one account 
Users will not share a password to anyone, including people who claim to be customer service or security personnel
Users will always log off before leaving a computer unattended
Users will change passwords whenever there is suspicion that their account may have been compromised
Requirements to Request an ORR UAC Portal Account:
1. Training
To request a UAC Portal account, all users must complete two trainings: (1) DISA Cybersecurity Awareness Training and (2) HHS-ACF PII Training. Once the trainings are completed, the user should download, save and submit the completion certificates to the ORR point of contact (POC) as supporting documents along with the account creation request. A link to the trainings is provided here:
· https://public.cyber.mil/training/cyber-awareness-challenge-2019/ 
· https://uactraining.ap-in.net/UACMain.aspx

Each ORR program must ensure that all staff complete the above trainings at least once a year and maintain a log of the training activities. Information to log includes: name of the training, completion date of the training, and names of employees who attended the training. Each program is required to keep hardcopies or electronic copies of the completion certificates of each employee.

2. Rules of Behavior Agreement
To request a UAC Portal account, all users must sign this ORR UAC Portal RoB document below either by hard signature or electronic signature. If signing a hard copy, the user must scan the signed document and submit it to the ORR POC as a supporting document along with the account creation request. If signing via electronic signature, the signed copy must be submitted to the ORR POC as a supporting document along with the account creation request.


Requirement to Access the ORR UAC Portal:
1. Login Requirement
In accordance with Health and Human Services and NIST standards, the UAC Portal has been identified as a High Value Asset. All users to the UAC Portal must comply with multifactor authentication. To access the UAC Portal, all users are required to have: (1) a username, (2) a password, and (3) a 6-digit pin. 

The username is the official email address provided to ORR during account creation. Once the account is created, a temporary password will be provided. Each user must change the temporary password to a personalized password during the first login. Password should contain: at least one lower case letter; at least one upper case letter; at least one special character; at least one number; and be at least 8 characters in length; previous passwords may not be reused.

Passwords must be reset every 60 days; failure to do so will result in account suspension. Users will receive email notifications prior to the 60-day period, and may reset the password by clicking on the Setup icon in the top right of the UAC Portal. ORR will purge suspended accounts quarterly from the UAC Portal. Once the account is purged, a new account will need to be created by your program’s UAC Portal Account Administrator. 

Program staff may ask their UAC Portal Account Administrator for password reset or account reactivation. Federal Staff may contact uachelpdesk@acf.hhs.gov for password reset or account reactivation approval.

To obtain the 6-digit pin as the second element for authentication, each user must have access to a text-message-ready mobile phone OR the email account used as the username. This 6-digit pin is randomly generated by the system and must be entered as part of the login process.



The ORR UAC Portal RoB cannot account for every possible situation. Therefore, where the ORR UAC Portal RoB does not provide explicit guidance, personnel must use their best judgment to apply the standards for ethical conduct issued by the U.S. Office of Government Ethics (OGE) to guide their actions. The full employee standards of conduct are available on the U.S. OGE website. 
Privileged users must follow the additional rules set forth by HHS and included below, in Addendum I. The HHS RoB provides rules for elevated access and rights of Privileged User account roles above those in place for general user accounts. Privileged Users of the ORR UAC Portal must follow the rules set forth in this document. 

APPROVED BY AND EFFECTIVE ON: August 5, 2019
 


SIGNATURE PAGE 
I have read the ORR UAC Portal Rules of Behavior (ORR UAC Portal RoB) Version 1.0, dated August 5, 2019, and understand and agree to comply with its provisions.
I understand that violations of the ORR UAC Portal RoB or information security policies and standards may lead to disciplinary action and that these actions may include termination of employment; removal or disbarment from work on federal contracts or projects; revocation of access to federal information, information systems, and facilities; criminal penalties; and imprisonment.
I understand that exceptions to the ORR UAC Portal RoB must be authorized in advance in writing by the ACF Chief Information Officer or their designee. 
I also understand that violation of certain laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the ORR UAC Portal RoB draws upon, may result in monetary fines and criminal charges that may result in imprisonment.

User’s Name: 
(Print) 
User’s Signature: 
Date Signed: 
ADDENDUM I - Rules of Behavior for Privileged Users
The following is an excerpt from the HHS Rules of Behavior for Use of HHS Information and IT Resources Policy, specifically Appendix B, and has been modified to specify ACF policies and guidelines. Please refer to the HHS document for the full context of Appendix B, which can be found on the HHS.gov website.
I understand that as a Privileged User, I must:
1. Use Privileged User accounts appropriately for their intended purpose and only when required for official administrative actions;
2. Protect all Privileged User account passwords/passcodes/Personal Identity Verification (PIV)/personal identified numbers (PINs) and other login credentials used to access ACF information systems;
3. Comply with all system administrator responsibilities in accordance with ACF and any other applicable policies;
4. Notify system owners immediately when privileged access is no longer required;
5. Properly protect all sensitive information and securely dispose of information that is no longer needed in accordance with ACF sanitization policies;
6. Report all suspected or confirmed information security incidents (security and privacy) to the ACF Incident Response Team (ACF IRT) and my supervisor as appropriate; and
7. Complete any specialized role-based security or privacy training as required before receiving privileged system access.
I understand that as a Privileged User, I must not:
1. Share Privileged User account(s), password(s)/passcode(s)/PIV PINs and other login credentials;
2. Install, modify, or remove any system hardware or software without official written approval or unless it is part of my job duties;
3. Remove or destroy system audit logs or any other security, event log information unless authorized by appropriate official(s) in writing;
4. Tamper with audit logs of any kind. Note: In some cases, tampering can be considered evidence and can be a criminal offense punishable by fines and possible imprisonment;
5. Acquire, possess, trade, or use hardware or software tools that could be employed to evaluate, compromise, or bypass information systems security controls for unauthorized purposes;
6. Introduce unauthorized code, Trojan horse programs, malicious code, viruses, or other malicious software into ACF information systems;
7. Knowingly write, code, compile, store, transmit, or transfer malicious software code, to include viruses, logic bombs, worms, and macro viruses;
8. Use Privileged User account(s) for day-to-day communications and other non-privileged transactions and activities;
9. Elevate the privileges of any user without prior approval from the system owner;
10. Use privileged access to circumvent ACF policies or security controls;
11. Access information outside of the scope of my specific job responsibilities or expose non-public information to unauthorized individuals;
12. Use a Privileged User account for Web access except in support of administrative related activities;
13. Modify security settings on system hardware or software without the approval of a system administrator and/or a system owner; and
14. Use systems (either government issued or non-government) without the following protections in place to access sensitive ACF information:
a. Antivirus software with the latest updates,
b. Anti-spyware and personal firewalls,
c. A time-out function that requires re-authentication after no more than 30 minutes of inactivity on remote access, and
d. Approved encryption to protect sensitive information stored on recordable media, including laptops, USB drives, and external disks; or transmitted or downloaded via e-mail or remote connections.






SIGNATURE PAGE 
I have read Addendum I - Rules of Behavior for Privileged Users Version 1.0, dated August 5, 2019, and understand and agree to comply with its provisions.
I understand that violations of Addendum I - Rules of Behavior for Privileged Users or information security policies and standards may lead to disciplinary action and that these actions may include termination of employment; removal or disbarment from work on federal contracts or projects; revocation of access to federal information, information systems, and facilities; criminal penalties; and imprisonment.
I understand that exceptions to Addendum I - Rules of Behavior for Privileged Users must be authorized in advance in writing by the ACF Chief Information Officer or their designee. 
I also understand that violation of certain laws, such as the Privacy Act of 1974, copyright law, and 18 USC 2071, which Addendum I - Rules of Behavior for Privileged Users draws upon, may result in monetary fines and criminal charges that may result in imprisonment.

User’s Name: 
(Print) 
User’s Signature: 
Date Signed: 
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