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NED v4.1 Release Overview  
 
Business Justification: 
The system changes in this release are to support HHS and Division of Personnel Security and Access 
Control (DPSAC) badge policy changes that better align NIH ID badge policy with National Institute of 
Standards and Technology (NIST) guidance. 
 
Summary of Changes: 
 
 Foreign National ID Badges 

• Foreign nationals (non-US citizens) living in the U.S. for 3 years or longer receive PIV 
badges with a blue stripe. 

• Foreign nationals living in the U.S. for less than 3 years receive RLA badges. 
 
 NIH FTE – Special Government Employees (SGEs) 

• SGEs requiring both physical and logical access receive RLA badges (otherwise, NIH ID 
“legacy” badges). 

• SGEs are no longer identified as long-term or short-term. 
• AOs/ATs enter position information. 

 
 Non-FDA Tenants and Volunteers (other than Special Volunteer) 

• Receive RLA badges rather than NIH ID “legacy” badges. 
• There is a new “NIH Facilities/IT Systems Access” field to identify a person as 

“intermittent” or “non-intermittent.” 
• DPSAC conducts a Special Agreement Check (SAC) for short-term and long-term, 

intermittent people. 
• DPSAC conducts a Position Sensitivity Level (PSL)-based background investigation for 

long-term, non-intermittent people. 
• Division of International Services (DIS) validates foreign nationals other than Lawful 

Permanent Residents (LPRs). 
• AOs/ATs enter position information. 

 
 FDA Tenants 

• No longer receive NIH ID badges. (Note: DPSAC can program FDA-issued PIV cards for 
NIH physical access.)  

• Currently issued badges will be disabled.  
 
 ID Badge Reissuance  

• All badge reissuances have the same expiration dates as the badges they are replacing.  
• Badge reissuances include replacements for lost/stolen badges, name changes, and 

reclassifications from NIH FTE to non-FTE or vice versa when badge type is not changing. 
 
 One Badge Request at a Time 

• NED prevents multiple pending badge requests for the same person. 
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 User Confidentiality Agreement  
• NED Portal AO/AT users must annually accept a NED Confidentiality Agreement to 

maintain system privileges. 
 
Refer to the remainder of this guide for more details about Release 4.1 changes. 
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Release Details 
 
Foreign National ID Badges  
 Changes 

• Foreign nationals1 living in the U.S. for three years or longer receive a PIV badge with a blue stripe rather than an RLA badge.  
• Foreign nationals living in the U.S. for less than three years receive an RLA badge. 
• Division of International Services (DIS) staff continue to enter a foreign national’s Date Entered US (DEUS) in the NED Portal unless the 

person is a Lawful Permanent Resident (LPR). 
• LPRs receive a PIV badge with a blue stripe rather than RLA. 

 

NIH FTE – Special Government Employees (SGEs)  
 Changes 

• SGEs requiring both physical and logical access receive an RLA badge rather than an NIH ID “legacy” badge.  
• SGEs requiring only physical or logical access receive an NIH ID “legacy” badge.   
• AOs/ATs no longer identify SGEs as long-term or short-term. The NED Portal does not display this field for SGEs. 
• AOs/ATs enter position information.  

 
Non-FDA Tenants and Volunteers (other than Special Volunteer)  
 Changes 

• Receive RLA badges rather than NIH ID “legacy” badges. 
• New required field (“NIH Facilities/IT Systems Access”) identifies a person as “intermittent” or “non-intermittent.” 
• DPSAC conducts a Special Agreement Check (“SAC”) for short-term and long-term intermittent people. 
• DPSAC conducts a position sensitivity level (PSL)-based investigation for long-term, non-intermittent people. 
• DIS validates foreign nationals other than LPRs (as already being done for NIH FTEs, contractors, fellows, etc.).  
• Rules for badge sponsorship have changed.  To see whether sponsorship is required, please check your NED Portal Inbox or “View Badge 

History”.   
 
 
 

                                                           
1 Non-U.S. citizens 
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 Register/Activate Task  
When registering/activating a non-FDA tenant or Volunteer (other than Special Volunteer) in NED, Portal users with the AO or AT role are 
required to indicate how often the applicant requires access to NIH facilities and/or IT systems: 

• 2 or more times per week (intermittent)  
• 3 or more times per week (non-intermittent) 
 

An AO/AT provides this information on the “Pre-Registration” screen:  
 

 
Figure 1 - NED Portal "Pre-Registration" Screen for a non-FDA Tenant  

The value selected, in conjunction with how long the applicant needs an ID badge and NIH network account, automatically determines the 
maximum ID badge expiration date and the required background investigation type:  
 

Duration2 Facility/IT System Access Max. Badge Exp. Date Investigation Type 
Short-Term3 Intermittent 6 months SAC 
Short-Term Non-Intermittent 6 months SAC 
Long-Term4 Intermittent 1 year SAC 
Long-Term Non-Intermittent 3 years PSL-based 

                                                           
2 How long the applicant requires an ID badge and/or NIH network account 
3 Person requires an ID badge and/or network account for 6 months or less.  
4 Person requires an ID badge and /or network account for more than 6 months.  
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The following screen shot shows that an AO/AT selected “non-intermittent,” indicating a non-FDA tenant requires access to NIH facilities and/or 
IT systems 3 or more times per week.   

 

Figure 2 - NED Portal "Pre-Registration" screen for a long-term, non-intermittent non-FDA Tenant 
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After advancing to the Position Organization / Contact Information screen, an AO/AT can change the previously selected “non-intermittent” NIH 
Facilities/IT Access value by clicking the “2 or less times per week (intermittent)” radio button.   

 

Figure 3 - NED Portal "Position Organization/Contact Information" screen for a long-term, non-intermittent non-FDA Tenant 
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After advancing to the Register New Person – Overall Summary screen, an AO/AT can change the previously selected NIH Facilities/IT Access 
value by clicking the Position Organization / Contact Information “Edit” button.   

 

 

 

 

 

 

 

 

 

Figure 4 - NED Portal "Overall Summary" screen for a long-term, non-intermittent non-FDA Tenant 
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 Legacy Records5 for NIH non-FDA Tenants and Volunteers (other than Special Volunteer) 

Anticipated access to NIH Facilities/IT Systems for legacy records is initially set to “None.”  

 

Figure 5- NED Portal "Position Organization / Contact Information" for a legacy long-term, non-FDA Tenant  
 

The first time an AO/AT initiates a Portal Update, Badge Renewal or Modify task involving a legacy record, s/he must select a value for 
Anticipated Access to NIH Facilities/IT Systems on the Portal “Position Organization / Contact Information” screen. 
 

 

Figure 6 – NED Portal “Position Organization / Contact Information” screen for a long-term, legacy non-FDA Tenant  

                                                           
5 Non-FDA Tenant and Volunteer (other than Special Volunteer) records active in NED at time of NED v4.1 deployment. 
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After selecting a value for Anticipated Access to NIH Facilities/IT Systems, the Portal requires the AO/AT to enter position information and 
provide a CAN in the event DPSAC needs to conduct a background investigation.  

After advancing to the “Overall Summary” page, the AO/AT sees two warnings.  The first indicates that changes in the person’s position 
information may require a DPSAC background investigation.  The second indicates that because the person’s badge type is changing to RLA, 
his/her NIH ID “legacy” badge will be immediately revoked.  

 

Figure 7 – Warning messages on the NED Portal "Overall Summary" screen  

If an AO approves/submits the Update, Badge Renewal or Modify task, NED revokes the non-FDA tenant’s NIH ID “legacy” badge and initiates a 
request for an RLA badge.   
 
 Update, Badge Renewal, or Modify Task for “intermittent” person with an RLA badge 

• An AO/AT can change a person’s “Anticipated Access to NIH Facilities/IT Systems” from intermittent to non-intermittent. 
• Changing to non-intermittent does not revoke the person’s current RLA badge.  However, if the person is long-term, NED initiates a new 

badge request with a three-year expiration date and DPSAC may conduct a new background investigation. 
 
 Update, Badge Renewal, or Modify Task for “non-intermittent” person with an RLA badge 

• An AO/AT cannot change “Anticipated Access to NIH Facilities/IT Systems” from non-intermittent to intermittent.  
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FDA Tenants  
 Changes 

• NIH no longer issues ID badges to FDA tenants.  (Note:  DPSAC can program FDA-issued PIV cards for NIH physical access.  Contact the 
DPSAC Help Desk for assistance.) 

• Currently issued badges will be disabled.  
 
 
 Register/Activate Task  

• An ID badge cannot be requested for an FDA tenant during a Register/Activate task. 

 

Figure 8 - NED Portal "Pre-Registration Information" screen for an FDA Tenant 
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 Modify Task  
• An ID badge cannot be requested for an FDA tenant via a Modify task. 

 

Figure 9 - NED Portal "Manage Services" screen for an FDA Tenant 

 
ID Badge Reissuance 
 Changes 

• All badge reissuances have the same expiration date as the badge they are replacing.  
• Badge reissuances include replacements for lost/stolen badges, name changes, and reclassifications from NIH FTE to non-FTE or vice 

versa when badge type is not changing. 
 

One ID Badge Request at a Time  
 Summary of Changes 

• NED prevents multiple simultaneous badge requests for the same person. 
 
Prior to NED v4.1, a person could have more than one pending badge request.  For example, consider the following scenario: 

1. AO approves/submits an Update task to change a person’s legal name.  
2. NED generates a new badge request. 
3. Prior to the person receiving their new badge, another AO approves/submits a second name change task (or updates a different field 

such as classification or country of citizenship).  
4. NED generates an additional new badge request.  
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In NED v4.1, prior to completing step 3 the Portal warns the AO/AT of the pending badge request.  

 

Figure 10 - NED Portal “pending badge request” warning message 

If an AO approves/submits the second Update task, NED terminates the first badge request, and the second badge request is pending.  If an 
AO/AT terminates the second Update task prior to AO approval, the first badge request remains pending.  

Also, prior to NED v4.1, an AO/AT could initiate a badge request via a Modify task if a previously submitted request for the person was not 
sponsored.  In NED v4.1, if there is a pending request for a person and an AO/AT attempts to request a badge via a Modify task, the Portal “NIH  
Services” page displays the current badge type as “Badge Requested” and the AO/AT is unable to request a badge.  The AO/AT can only view 
details of the pending request by clicking the “View Badge History” link. 
 

 
Figure 11 - NED Portal "NIH Services" page when there is a pending badge request 
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Figure 12 – NED Portal “NIH Services” page displaying details of a pending badge request  
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User Confidentiality Agreement 
 New Functionality:  

• NED Portal users with the AO or AT role are required to annually accept a confidentiality agreement to maintain system privileges. 
 

 
Figure 13 - NED Portal User Confidentiality Agreement 

After providing their login credentials, an AO/AT must agree to the NED Confidentiality Agreement the first-time s/he attempts to access the 
NED Portal by checking an “Agree” box, then clicking “Continue.”  NED requires this agreement annually thereafter so that an AO/AT to 
maintain his/her NED Portal access. 
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