SECURITY OPERATIONS DIRECTOR
/ SENIOR MGR IN HERNDON, VA

Director or Security Operations
Overview:

The Director, Security Operations reports directly to the CISO and is responsible for Technical
Security Operations to include: Security Operations Center (SOC), Focused Operations (forensics,
malware analysis, intel threat, insider threat tools), and Security Architecture and Engineering.

Will have 3 teams under them; Operations Manager, SOC Manager and the Cyber Security
Engineering Manager

Direct responsibilities include:

e Making technical and policy decisions that affect corporate security posture, especially as
it relates to DFARS (NIST SP 800-171 compliance).

e Understanding placement of network/security infrastructure and visibility requirements
for hosts, infrastructure, and network devices.

e Working with the Defense Industrial Base (DIB)

e Beingable to provide monthly or as needed reports to the CISO

e Working collaboratively with other teams in the CISO organization as well as within the
CIO to impact change and define an acceptable security posture

e Managing cyber incidents as they occur

Candidates must be US citizens and able to obtain and/or maintain a Department of Defense
Secret or Top Secret security clearance as a condition of employment

Send Resume to info@intellectualpoint.com




