
 

 

SECURITY 
ENGINEER IN WASHINGTON, DC 
 
The technical landscape consists of:  All candidates have to have recent relevant cyber security 
experience, and all should be able to speak at a senior leader level. We will be participating in 
decision briefs and vetting new solutions as the program matures. We will be part of integrated 
project teams that will work across all 4 divisions of OIT.  

Additionally, the candidate has to be more experienced than a system admin performing tasks 
such as maintaining and patching servers, troubleshooting issues, network port assignments and 
using pre-existing services (e.g., creation/deletion of AWS instances, storage allocation, etc.).   

This is a 6-month contract to hire with a base salary upon conversion up to $150,000 based on 
experience.  

Job Requirements 

• A minimum of eight (8) years of relevant work experience in the area of information/cyber 
security engineering or operations, including hands-on experience with security tools and 
devices such as network firewalls, web proxy, intrusion prevention system, vulnerability 
scanner, and penetration testing tools. 

• Two (2) or more years of experience in designing, architecting, and implementing security 
controls and securing enterprise-wide systems, applications, network, and infrastructure 
services. 

• Specialization in the following fields with four (4) or more years of experience: 

• Building and administering security devices such as network firewall, web proxy, data loss 
prevention systems, and intrusion prevention systems. 

• Building and administering Network devices (e.g., Cisco, Juniper) 
• Conducting dynamic web application security testing, both manual testing and utilizing 

application security tools to discover exploitable vulnerabilities. 
• Conducting database security assessment and monitoring. 
• Experience with public cloud services providers such as Amazon AWS or Microsoft Azure. 

Strong familiarity with Federal compliance standards such as NIST 800-53, FIPS, FedRAMP. 

Send Resume to careers@intellectualpoint.com. 


