
 
 

 

 

 

 

 

Additional Student Privacy FAQs During COVID-19 
Jill Williams 

Moving education from the school to the home has presented many challenges, student privacy, 

being one of those challenges. The switch to a virtual learning environment has raised numerous 

questions and has prompted many requests for best practice suggestions related to student privacy. 

 

FERPA is the federal law that protects the privacy of personally identifiable information (PII) in 

students’ education records. “Education records” are those records that are: (1) directly related to 

a student; and (2) maintained by an educational agency or institution or by a party acting for the 

agency or institution. FERPA provides parents and eligible students (a student who has turned 18 

or is attending college at any age) the right to access a student’s education records, the right to 

seek to have the records amended, and the right to protect the PII in students’ education records. 

 

Under FERPA, an educational agency or institution may not disclose PII from students’ education 

records, without consent, unless the disclosure meets an exception under FERPA.   

Below are the answers to some recently asked questions regarding FERPA and how it applies to 

the virtual learning world. 

 

Does the “School Official” Exception Apply to Third Party Vendors Providing Online 

Service? 

Schools and school districts are prohibited from disclosing PII without the written consent of a 

parent or eligible student, with limited exception. The “school official” exception permits 

disclosure of PII to other officials, including teachers, within the school district whom the District 

has determined to have a “legitimate educational interest.” The “school official” exception can 

apply to a 3rd party vendor providing online services if the vendor meets each of the following 

requirements: 

1. Performs an institutional service or function for which the District would otherwise use its 

own employees;   

2. Has been determined to meet the criteria set forth in the District’s annual notification of 

FERPA rights for being a school official with a legitimate educational interest in the 

education records; 
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3. Is under the direct control of the District regarding the use and maintenance of education 

records;  

4. Uses education records only for authorized purposes and may not re-disclose PII from 

education records to other parties (unless the provider has specific authorization from the 

District to do so and it is otherwise permitted by FERPA).  

 

FERPA does not require a school district to enter into an agreement under the “school official” 

exception, although it is a best practice to clarify issues of direct control and legitimate educational 

interest. A school’s annual notification of FERPA rights includes its criteria for determining who 

constitutes a school official and what constitutes a legitimate educational interest.  

 

The Department of Education has provided a checklist on their website: Protecting Student Privacy 

While Using Online Educational Services; Model Terms of Service- as a helpful tool to evaluate 

online educational apps.   

 

Does FERPA include explicit information related to security standards? 

No, FERPA is a privacy rule and does not include explicit information for security standards, nor 

does it address the use of specific virtual learning applications. School districts should work with 

their information security officers and their attorneys to review information security requirements 

and terms of service.  

 

When is a photo or video of a student an education record under FERPA? 

As with any other “education record,” a photo or video of a student is an education record, subject 

to the exclusions, when the photo or video is (1) directly related to a student; and (2) maintained 

by an educational agency or institution or by a party acting for the agency or institution.  

 

FERPA regulations do not define what it means to be “directly related” to a student. In the context 

of photos and videos, determining if a visual representation of a student is directly related to a 

student (rather than just incidentally related to him or her) is often context-specific, and educational 

agencies and institutions should examine certain types of photos and videos on a case by case basis 

to determine if they directly relate to any of the students depicted therein.  Among factors to help 

determine if a photo or video should be considered “directly related” to a student are the following:  

• The educational agency uses the photo or video for disciplinary action (or other official 

purpose) involving the student; 

• The photo or video contains a depiction of an activity; 

• The person or entity taking the photo or video intends to make a specific student the focus 

of the photo or video (e.g., ID photos, or a recording of a student presentation); or 

• The audio or visual content of the photo or video otherwise contains PII contained in the 

student’s education record.  



A photo or video should not be directly related to a student in the absence of these factors and if 

the image is incidental or captured only as part of the background, or if a student is shown 

participating in school activities that are open to the public and without specific focus on any 

individual.  

 

To be considered an education record under FERPA, an education agency, institution, or party 

acting for the agency or institution, also must maintain the record. Thus, a photo taken by a parent 

at a school activity would not be an education record, even if it is directly related to a particular 

student, because it is not being maintained by the school or on the school’s behalf. If however, the 

parent’s photo shows two students fighting at an athletic event, and the parent provides a copy of 

the photo to the school, which then maintains the photo in the students’ disciplinary records, then 

the copy of the photo being maintained by the school is an education record. 

 

Can non-students observe a virtual lesson?  

As a best practice, schools should discourage non-students from observing a virtual-classroom, 

similar to the situation with physical classrooms. However, with parents, siblings, and other adults 

staying at home all day, it may be difficult to prevent non-students from observing online 

classrooms while a student does his or her learning.  Accordingly, teachers should take extra care 

not to disclose PII from a student’s education records during online instruction. 

 

Nevertheless, assuming PII is not disclosed, FERPA would not prohibit a non-student from 

observing the virtual lesson.  Schools may wish to develop policies for online visitors in the virtual 

classroom and include instructions for students regarding not sharing or recording any PII from 

education records that may be disclosed in the virtual classroom. 

 

Is it permissible to record classes and share the recording of the virtual classes with students 

who are unable to attend?  

Yes. Assuming the video recording does not disclose PII from student education records during a 

virtual classroom lesson or appropriate written consent is obtained for disclosure of PII from the 

education record, FERPA would not prohibit a teacher from making a recording of the lesson 

available to the students enrolled in the online class. Video recordings of virtual classroom lessons 

qualify as “education records” protected under FERPA only if they directly relate to a student and 

are maintained by a school district or by a party acting on behalf of the District. FERPA’s 

nondisclosure provisions may still apply to such video recordings even if they do not qualify as 

“education records,” if the video recording contains PII from student records. Current vendor 

agreements should be examined to determine whether video recordings of virtual classroom 

lessons are or will be maintained as education records beyond the period of instruction, and if so, 

how, and by whom.  



Some additional considerations for a video recording of a virtual classroom lesson that is or will 

be an education record are:  

1. Rights of access by parents and eligible students to their education records. 

2. Written consent must be obtained prior to disclosing a student’s education record or PII 

unless an exception applies. 

3. Parents and eligible students have the right to seek amendment of their education records. 

 

If there is PII directly related to multiple students, the above considerations are more complicated 

in instances where a recording of a virtual classroom maintained by school districts or by a party 

acting on their behalf.  

 

During school closure, what can the district do to meet the 45-day timeline if a parent has 

requested access to his or her child’s education record? 

Under FERPA, a school must provide a parent with an opportunity to inspect and review his or 

her child’s education records within 45 days of the receipt of the request but is not generally 

required to provide copies of education records.  However, if current circumstances effectively 

prevent a parent from exercising his or her right to inspect and review records, the school would 

be required to either provide the parent with a copy of the records requested or make other 

arrangements that would allow the parent to inspect and review the records. FERPA does not 

provide exceptions in its statute or regulations that would permit a school not to comply with a 

parent’s request to inspect and review their child’s education records.  Due to social distancing 

and physical contact restrictions, schools and parents should work together to identify mutually 

agreeable options.  

 

Other General Considerations: 

• If an online resource or provider utilizes Personally Identifiable Information (PII), meaning 

the District will have to provide student identifying information to the Provider, then the 

District will want to account for privacy; 

•  

• If the District will be providing PII to the Provider, the District will want to consider the 

following: 

• Does the District have written consent from a parent or eligible student, or 

• Does the Provider qualify under the school official exception, or  

• Is there another applicable FERPA exception to written consent? 

 

• Video recordings of virtual classroom lessons qualify as “education records” protected under 

FERPA only if they directly relate to a student and are maintained by an educational agency 

or institution or by a party acting on their behalf. FERPA’s nondisclosure provisions may 



still apply to such video recordings even if they do not qualify as “education records,” if the 

video recording contains PII from education records. 

 

• Protections provided by the Federal Educational Rights and Privacy Act (FERPA) apply 

equally to instruction taking place in a virtual environment as in a brick and mortar facility. 

 
 

• Compliance with FERPA does not preclude convening groups made up exclusively of 

students served by special education in virtual classroom settings.   

• Districts should review contracts and user agreements for software, online programs, and 

materials used by 3rd party providers to ensure they meet applicable local, state, and 

federal policies, rules, and laws. 
 

• Districts should consider creating policy on who has access to virtual and recorded 

instruction or lessons.  

• Districts should consider selecting tools which allow teachers and educators to create 

unique access codes as well as functionality to mute the audio and video of participants 

limiting the potential impact of disruptions or access by outside users. 

• Districts should develop policy and guidance for teachers on the storage, security, and 

maintenance of recorded instructional video sessions where students were present. 

 

It continues to be our mission to stand with you as we navigate this crisis and focus on the best 

interest of our students, communities, and families. If you have questions or need further guidance, 

PYT attorneys will be available during this pandemic 24 hours a day, seven days a week to 

answer your legal questions and provide advice. Call us at (512) 494-1177.  

 


