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Executive Summary

In the fall of 2024, the “Salt Typhoon” campaign —a cyber-espionage operation
directed by the People’s Republic of China (PRC)—infiltrated the core of
America’s telecommunications backbone, breaching the networks of multiple
major American telecommunications companies and internet service providers.
The attackers bypassed traditional perimeter defenses to access systems enabling
them to steal call-records data, compromise sensitive private communications of
some individuals, and exploit sensitive law enforcement information.! This
operation proved that Beijing’s hackers no longer rely on malware alone. Instead,
they weaponize the fundamental architecture of carrier networks—routing,
reachability, and trusted pathways—to maintain deep, persistent access and evade
detection.

The U.S. government recognized this threat years earlier, when the Federal
Communications Commission (FCC or Commission) took the critical step of
revoking or denying the Section 214 authorizations? of China Telecom (Americas)
Corporation, China Mobile International (USA) Inc, and China Unicom
(Americas) Operations Limited to block them from providing retail
telecommunication services. However, those administrative actions did not
require these Chinese telecommunication providers to shut down all physical
operations in the United States. The carriers quietly obtained or retained
hardware, interconnection agreements, and data center footholds that served as
their “trusted” backdoors.

This House Select Committee on the Strategic Competition Between the
United States and the Chinese Communist Party (Select Committee) investigation
identifies four ways this residual footprint could have facilitated the Salt Typhoon
assault and leaves open the door to future cyber operations against the United
States:

1. PRC telecommunications firms operating in the United States do not act
independently. Core routing, provisioning, compliance, and customer-
visibility functions remain tied to parent and affiliate systems in the PRC,
leaving operations within Beijing’s reach.

2. The carriers kept trusted positions inside U.S. communications
infrastructure. They retained points of presence® routers, and
interconnection arrangements in major domestic data centers and internet
exchange points.



3. PRC state-controlled actors can use that footprint to preserve access and
hide activity. From trusted U.S. network nodes, they can keep
infrastructure reachable, steer traffic through preferred paths, mask
origin, and maintain backup routes when defenders block known
channels.

4. One PRC telecommunication provider included an “Acceptable Use”
Policy in contracts with U.S. companies. This prohibited the broadcasting
of political news against state laws of the PRC, the broadcasting of
information in violation of PRC state security laws, and the broadcasting
of information in violation of the “social order and social stability.”

To close this gap, the Select Committee recommends building on prior
bipartisan actions and pursuing the following policies:

1. Codifying the FCC’s authority to deny blanket authorizations and
domestic interconnection.

2. Establishing statutory authority over retained foreign-adversary
infrastructure.

3. Broadening Team Telecom and Information and Communications
Technology Services (ICTS) jurisdiction over private commercial
arrangements in order to review foreign adversary-controlled
infrastructure.

4. Mandating entity-specific FCC Covered List determinations and funding
a targeted “rip-and-replace” program.

5. Funding security upgrades that protect internet traffic as it moves through
different networks and ensuring the federal government and private
sector have the talent they need to address PRC cyber threats.

6. Requiring temporary logging and oversight of anomalous behavior
pending reconciliation, removal or mitigation.



Overview

U.S. regulators have long warned that PRC state-owned telecommunications
carriers operating in the United States present a severe national security threat.
Between 2019 and 2022, the Federal Communications Commission (FCC) denied
or revoked the Section 214 authority of China Telecom (Americas) Corporation
(CTA), China Mobile International (USA) Inc. (CMI USA), and China Unicom
(Americas) Operations Limited (CUA) after finding that each company was
vulnerable to Chinese Communist Party (CCP) exploitation, influence, and
control.* Those critical actions barred the companies from providing covered
telecommunications services, but they did not require them to remove their
physical presence in the U.S., terminate their network relationships, or exit the U.S.
internet infrastructure ecosystem.

That unresolved regulatory gap became more urgent following public U.S.
government reporting on cyber activity by actors affiliated with the People’s
Republic of China (PRC) against American telecommunications networks. In
November 2024, the Federal Bureau of Investigation (FBI) and the Cybersecurity
and Infrastructure Security Agency (CISA) confirmed that PRC-affiliated actors
had compromised multiple telecommunications companies, stolen customer call-
record data, accessed the private communications of targeted individuals, and
copied information subject to U.S. law-enforcement court orders.> Subsequent
guidance from CISA, the National Security Agency (NSA), the FBI, and allied
international partners further documented PRC state-sponsored targeting of
telecommunications and critical infrastructure networks globally, most notably
through the “Salt Typhoon” intrusion campaign.s

Against that backdrop, the Select Committee on the Strategic Competition
Between the United States and the Chinese Communist Party (Select Committee)
launched an expansive investigation to address national security concerns about
CTA’s, CUA’s, and CMI USA’s residual operations in the United States, including
the threat posed to the security and privacy of Americans' communications and
networks. A key element of this inquiry was whether these residual operations
created a dangerous regulatory blind spot allowing them to remain embedded
inside the U.S. internet ecosystem through services completely outside the Section
214 licensing regime.

The Select Committee’s inquiry commenced on March 5, 2025, with a
bipartisan hearing titled End the Typhoons: How to Deter Beijing’s Cyber Actions and
Enhance America’s Lackluster Cyber Defenses.” The following day, Chairman John
Moolenaar and then-Ranking Member Raja Krishnamoorthi sent letters to the



chief executives of China Mobile International Limited, China Telecom (Americas)
Corporation, and China Unicom (Americas) Corporation, requesting documents
bearing on their respective network infrastructure, customer relationships, and
compliance with prior FCC orders.® When all three PRC carriers failed to produce
responsive materials in the face of PRC Government statements condemning the
investigation, the Chairman and Ranking Member sent additional
correspondence affirming the information and document requests, accompanied
by subpoenas issued by the Select Committee on April 23, 2025.1° These subpoenas
were condemned by the PRC Government’s Global Times in an April 24, 2025
article.!

After reviewing the companies’ productions and rejecting the PRC
Government’s pushback, bipartisan Select Committee staff conducted eight
transcribed interviews under oath from September 10 through September 30, 2025.
The witnesses represented all three subject companies and spanned a range of
operational functions, including network engineering, data center infrastructure,
service provisioning, legal compliance, and network operations management.
Their willingness to be forthright with the Select Committee was similarly varied,
with some witnesses appearing to answer questions in good faith and others
claiming ignorance of basic facts. The Select Committee anonymized the names of
the witnesses given their roles and responsibilities within each company.

The Select Committee also supplemented the testimonial and document
record with four technical datasets spanning January 2018 through June 2025:
Border Gateway Protocol (BGP)? routing records,'? federal records,'® Cloudflare’s
database of confirmed BGP hijack events,* and Shodan and Censys network
infrastructure scans.'”> The Select Committee evaluated the technical record
conservatively, refusing to treat every routing anomaly as definitive proof of
malicious intent, successful exfiltration, data decryption, or knowing complicity
by U.S. subsidiary personnel.

Even under that conservative standard, the record established the core
conclusion of this report: the FCC’s Section 214 actions were essential, but CTA’s,
CUA'’s, and CMI USA’s persistent operations in the United States present a distinct
threat to our national security that must also be immediately addressed. While
these companies lost authority to provide covered telecommunications services,
existing law did not require them to remove infrastructure or terminate peering or
interconnection relationships. Nor did it require them to pull out of colocation
arrangements —the practice of renting space, power, and cooling to host their own
hardware in third-party data centers—or to cease the internet and internet
protocol (IP)-management services that rely on the same underlying assets. As a
result, Chinese state-owned carriers remained deeply embedded in the U.S.
internet ecosystem long after federal regulators had already found them

2 BGP is the internet’s foundational system for directing traffic between different networks, the large-
scale manipulation of which is examined in Part III.



vulnerable to CCP exploitation, influence, and control and took action to terminate
their provision of international telecommunication services.

This report outlines three foundational findings demonstrating why that
retained presence remains a national security risk:

¢ Finding 1: China Telecom’s, China Mobile’s, and China Unicom’s U.S.
subsidiaries are not truly independent from their PRC and Hong Kong
parent companies.

¢ Finding 2: The FCC’s actions limit what services CTA, CUA, and CMI
USA can sell, but do not remove their equipment, data center presence, or
network relationships from the United States.

¢ Finding 3: Because China Telecom’s, China Mobile’s, and China Unicom’s
subsidiaries and affiliated networks remain embedded in U.S. internet
infrastructure, their PRC-controlled parent systems create security and
privacy risks for U.S. internet traffic.

Following these findings, the final section explains why existing legal
authorities should be expanded to address this threat and recommends concrete
legislative reforms to prevent foreign adversary carriers from retaining
operational access to U.S. networks after losing telecommunications authority.



Part I. Parent Direction and Control of the U.S.
Subsidiaries

The Select Committee found that all three U.S. subsidiaries lacked meaningful
independent control over key corporate and operational functions. Parent or
affiliate entities in the PRC or Hong Kong retained authority over compliance
systems, customer visibility, service approvals, provisioning, troubleshooting, and
network operations. Across all three companies, the pattern was consistent: the
U.S. subsidiaries operated as domestic-facing entities, while core decision-making
and operational authority remained tied to parent or affiliate entities outside the
United States.

A. Corporate Ownership

The FCC and the Committee for the Assessment of Foreign Participation in the
U.S. Telecommunications Services Sector (Team Telecom) reached the same basic
conclusion across the relevant proceedings: these U.S. entities were domestic
corporations ultimately subject to PRC state ownership, influence, or control
through their Chinese state-owned parent companies.!¢ China Telecom (Americas)
Corporation (CTA), China Mobile International (USA) Inc. (CMI USA), and China
Unicom (Americas) Operations Limited (CUA) each sit at the bottom of an
ownership chain that runs through Hong Kong and offshore holding companies
to a Chinese state-owned enterprise. In each case, the relevant parent enterprise is
supervised by the State-owned Assets Supervision and Administration
Commission of the State Council (SASAC), the PRC government body that
exercises ownership rights over central state-owned enterprises on behalf of the
state.”” No independent U.S. ownership interest interrupts any of the three chains,
as Figure 1 traces in full.



Figure 1: Ownership Diagram
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The China Unicom chain illustrates how PRC control persists through a
layered corporate structure even when public shareholders are present.
Although China Unicom (Hong Kong) Limited is publicly listed, its ultimate
holding company remains China United Network Communication Group
Company Limited. This larger entity is a PRC state-owned enterprise. In a 2018
joint application before the FCC, China United Network Communication Group
Company Limited and its co-applicants disclosed that SASAC directly held a
96.5 percent voting equity interest in the parent company, leaving the corporate
group under ultimate PRC state control notwithstanding minority public




ownership at the listed-company level.’® Yet when a senior CUA legal and
compliance officer was questioned by the Select Committee about whether the
relevant parent company was state-owned, he responded that he did not know.™
While possibly an issue in its own right, state control is all the more concerning
when a company’s senior compliance officials will not or cannot acknowledge a
simple fact disclosed in the company’s own filings.

The national security judgment underlying these chains extends well beyond
the FCC’s licensing authority. The Department of Defense (DoD) lists China
Telecom Group Co., Ltd., China Mobile Communications Group Co., Ltd., and
China United Network Communications Group Co., Ltd. —together with certain
of their Hong Kong and British Virgin Islands affiliates—as “Chinese military
companies” operating in the United States under Section 1260H of the National
Defense Authorization Act for Fiscal Year 2021.20 The Department of the
Treasury lists the same three parents on its Non-SDN Chinese Military-Industrial
Complex Companies (NS-CMIC) List under Executive Order 14032, which
restricts U.S. investment in companies tied to the PRC’s military-civil fusion
strategy.?!

Crucially, PRC national security laws require all three parent carriers to hand
over data upon state demand, including by virtue of the National Intelligence
Law that requires PRC entities to “support, assist, and cooperate with national
intelligence efforts.”22 That legal obligation follows the network infrastructure
globally. Because the U.S. subsidiaries rely on parent-controlled routing and
systems, any query, prompt, or output traveling over infrastructure managed by
these entities —whether transmitted by a student, a commercial developer, or a
corporate laboratory —remains potentially visible to Chinese intelligence
services. In short, the physical wires and digital pathways operating in the
United States function as legal extensions of the PRC security state.

B. Corporate Governance and Compliance Blind Spots

The most direct corporate governance evidence concerns CUA. In response to
a congressional subpoena, CUA disclosed that seven of the board’s eight directors
are CCP members and that two of the three senior management team members are
CCP members.?? At the same time, the company represented that there were no
agreements with PRC government entities, no formal or informal government
requests, no military or defense engagement, and no internal CCP committees.?*
Those representations sit beside a board and senior management structure
dominated by CCP members.

CUA also operated on parent-controlled information technology and policy
systems. U.S.-based employees used Chinese email addresses and accessed
internal records through a VPN into parent-controlled systems. Evidence indicates
that they operated under cybersecurity, administrative, and privacy policies
issued by China Unicom Global (CUG).”> When asked where policy templates
originated, Witness 5 answered:
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“The template proposed and issued by CUG, our parent
company.”26

That testimony shows that CUA did not independently generate the policies
governing major parts of domestic operations. Parent-issued templates shaped the
subsidiary’s cybersecurity, finance, administration, and privacy posture.?”

Separately, issues with the compliance gap became clearest when Witness 5
explained that CUA could agree for itself to comply with U.S. law, but could not
make the same guarantee for CUG:

“We cannot guarantee the affiliate, specifically the CUG,
to comply with U.S. laws.”28

That statement shows that the U.S. subsidiary depended on parent-controlled
systems, templates, and network relationships, but could not guarantee that the
parent entity supporting those operations complied with U.S. law.

CUA also lacked visibility into the ultimate customers and uses of some
services. The PRC-based parent could direct the U.S. subsidiary to provision
servers and connectivity for unidentified parties without disclosing who the
ultimate beneficiaries were or how the infrastructure would be used.?® When asked
whether CUA had no idea who the third-party recipients of the provided services
in China were, Witness 5 answered: “Yes.”3 When pressed on whether CUA
sought to learn the identities of the beneficiaries of its services in the PRC, to
ensure it did not provide services to entities which may be sanctioned or otherwise
prohibited by the U.S. Government, he responded:

“I do not ask the third-party's name. . . .”3!

When asked additional questions about how a compliance official of the U.S.
subsidiary can claim to ensure American legal compliance without even basic
visibility into the identity of those in the PRC who benefit from its services, he
explained:

“That's the obligation of [PRC parent] CUG. Because CUG signed the
contract or is the end customer in China, they need to, you know, make
sure to [be] complying with the U.S.law. As for [the American subsidiary]
CUA, we provide the service to CUG.”32

That practical visibility gap creates an operational accountability problem. The
U.S. subsidiary could help provide access to U.S. infrastructure without knowing
who ultimately used the service or for what purpose. Indeed, hypothetically, a
PRC intelligence agency itself could contract for services in the U.S. with the parent
company and the U.S. subsidiary would remain ignorant of this reality. This is an
unacceptable blind spot.
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C. Parent-Directed Network Operations

A primary example of parent direction appears in network availability.
Witness 3 confirmed that CTA receives “freeze notifications,” or administrative
pauses on non-essential network changes or maintenance, from the parent entity
whenever there is a major event or holiday in the PRC, and that the freezes apply
across the customer base:

“It's not about a particular customer—it applies to all
customers.”3?

That testimony shows that parent-controlled freezes could affect provisioning
and network-change activity for U.S. customers based on the PRC parent’s event
or holiday calendar, rather than the independent discretion of the U.S.
subsidiary.3

CTA’s Network Operations Center (NOC), the centralized facility where
network performance is monitored and managed, and ticketing structure showed
the same dependency. Witness 4 confirmed that CTA has a continuous NOC
function, but described a workflow in which troubleshooting and engineering
functions run through Shanghai and Hong Kong.?> Customer trouble tickets are
first logged by a call center in Shanghai. Tickets involving international circuits
are forwarded to CTG’s NOCs in Hong Kong or Beijing. The U.S. NOC handles
only domestic circuits.

CTA also confirmed that the subsidiary keeps no independent traffic-flow
logs.?6 That limits the American subsidiary’s ability to detect, verify, or reconstruct
whether parent or affiliate entities altered routing involving network assets on U.S.
soil.

CTA provides direct evidence of two-way provisioning, troubleshooting, and
network-change authority that is controlled in China. Service orders, or formal
requests for network infrastructure or service activation, were centrally managed
through parent-company systems. Witness 3 explained that CTA project managers
place orders with Shanghai Telecom through an internal customer relationship
management (CRM) system and that no separate contract is needed for Shanghai
Telecom to implement the order:

“We don’t need a contract with Shanghai Telecom. We
would input information about the order into an internal
system...and the order will flow to Shanghai Telecom,
and Shanghai Telecom will implement it.”%

In other words, Shanghai Telecom has direct access to files and orders coming

to CTA without a separate agreement between CTA and the entity carrying out
the work.
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China Mobile USA provides similar operational-dependency evidence.
Witness 1 described CMI USA as a sales-oriented presence:

“CMI USA is basically a sales team.”38

That description was consistent with the company’s technical structure. CMI
USA did not operate as a standalone U.S. network company with its own
engineering function. The FCC denied China Mobile USA’s Section 214
application in 2019 explaining that, “China Mobile USA is a Delaware corporation
that is indirectly and ultimately owned and controlled by the Chinese government.
China Mobile USA is an indirect but wholly owned subsidiary of China Mobile
Limited, a Hong Kong entity that is publicly traded on the New York and Hong
Kong exchanges...China Mobile Hong Kong (BVI) Limited, a British Virgin
Islands investment holding company, owns over 70% of China Mobile Limited.
China Mobile Hong Kong (BVI) Limited is ultimately 100% owned by China
Mobile Communications Corporation (China Mobile), which is 100% owned by
the Chinese government. China Mobile is a state-owned enterprise subject to the
supervision of the State-Owned Assets Supervision and Administration
Commission, a Chinese government body.”? After the denial, China Mobile
International maintained a U.S. network footprint through technical assistance to
CMI USA. Witness 2 explained, “We don’t have network engineers.” 40

Witness 1 explained that Hong Kong headquarters reviews orders through the
internal system and that the headquarters commercial center assesses and
approves them before local suppliers provision the space.*! Crucially, Witness 1
acknowledged that CMI USA does not monitor customer usage patterns, does not
investigate suspicious activity, and does not track what services customers run on
the infrastructure it arranges.

When Select Committee investigators asked about U.S.-based network staff,
witnesses could not identify a single network operating team outside Hong Kong.
Witness 1 stated:

“I have never heard any other operating team outside of
Hong Kong.”#2

Communications with headquarters ran through email, WeChat, and an
internal platform, and often required U.S.-based staff to communicate late at night
because of the time difference. Together, that testimony shows that CMI USA’s
infrastructure was commercially managed within the United States but
operationally controlled through CMI and headquarters personnel abroad.

bCMI USA maintains that it had a US defense contractor as a third-party to monitor traffic for security
through 2022.
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Part II. Retention of Unregulated U.S. Infrastructure &
Network Relationships

The FCC’s Section 214 revocations and denials did not physically remove
CTA, CUA, or CMI USA from the U.S. internet infrastructure ecosystem. This
enduring loophole exists because a Section 214 order is strictly a commercial sales
license, not a physical eviction mechanism. The current statute merely dictates that
” "acquire or operate
any line,” or “engage in transmission” without an FCC certificate of “public
convenience and necessity.”# Revoking this authority terminates a carrier's legal
right to sell regulated telecommunications services, but it exercises no control over
private property ownership, hardware deployments, or facility leases.

“InJo carrier shall undertake the construction of a new line,

Consequently, the FCC's admirable and historic enforcement actions
addressed only a fraction of the national security threat. The CTA revocation
order, for example, strictly directed the company to “discontinue all services
relating to its section 214 authority” within sixty days.# In practical terms, losing
a Section 214 authorization is like a commercial trucking company losing its public
common-carrier license to run standard transit routes. The company can no longer
legally sell those public transport services, but it retains full ownership of its
physical warehouses, keeps its trucks parked inside with the engines idling, and
remains entirely free to use those exact same assets to fulfill unregulated private
logistics contracts.

Because of the statutory limits of Section 214, this language targeted only
services tied to that specific commercial license, leaving the underlying physical
and technical infrastructure entirely untouched.

In light of this, the FCC recently proposed to exclude Covered List entities
from blanket domestic Section 214 authority, to consider revocation or deemed
revocation of existing blanket domestic authority, and to prohibit
telecommunications carriers from interconnecting with Covered List entities
absent prior FCC authorization.*> The FCC also sought comment on whether that
prohibition should extend to facilities, including Points of Presence and data
centers, owned or operated by Covered List entities, and whether holders of
Covered Authorizations should be restricted from transactions or other dealings
with entities whose international Section 214 authority had been revoked or
denied on national security grounds.

Notwithstanding these proposals that validate the physical and logical
security risks documented in this report, there remains a significant legislative
gap. While the FCC’s pending notice of proposed rulemaking (NPRM) explores
the outer limits of its authority under Sections 214, 201, and 251, it remains an
incomplete fix. It does not create a durable statutory removal program, provide
the necessary appropriations, or grant the FCC the standalone authority needed to
reach the full breadth of colocation, routing, remote operations, and non-licensed
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services footprint documented in this report.#¢ Ultimately, while this proposed
regulatory expansion represents a critical first step in closing the physical
interconnection loophole, it serves as the necessary foundation for addressing the
broader, multi-layered risk environment that continues to exist.

An examination of subpoenaed records and network data reveals that these
carriers continue to exploit these regulatory gaps across some or all of five distinct
vectors that progress from commercial form to operational control. The vectors are
(1) the commercial pivot to unregulated network services, (2) the retention of
strategic physical footprints inside premier U.S. carrier hotels, (3) the continued
operation of Chinese-manufactured network hardware, (4) the maintenance of
trusted logical routing identities tied directly to parent backbones in the PRC, and
(5) the imposition of PRC-directed acceptable use terms on U.S. customers.

A. The Commercial Pivot to Unregulated Network Services

Section 214 governs only regulated common-carrier telecommunications, the
specific services for which the FCC issues operating certificates. Because it does
not function as a comprehensive exit order, it does not automatically sever every
internet, interconnection, data center, cloud-connectivity, or enterprise-network
relationship a carrier may maintain. All three PRC state-controlled carriers
actively pivoted into this less-regulated network-services market. By rebuilding
their U.S. businesses around network services outside the core Section 214
licensing framework, they preserved their operational footing at critical nodes of
U.S. internet infrastructure.

Specifically, these subsidiaries continue to market, resell, or support varying
combinations of the following enterprise network offerings:

e IP Transit & Interconnection: Routing customer data across the global
internet and bridging traffic between U.S. networks and mainland China
or Hong Kong backbones.

e Colocation & Data Center Services: Renting secure physical space,
power, cooling, and direct cross-connects inside U.S. facilities.

e Enterprise Networking: Managed Multi-Protocol Label Switching
(MPLS) VPNSs, which route enterprise traffic through provider-managed
logical paths, a legacy technology that creates private, predictable, and
secure connections across wide areas, and Software-Defined Wide Area
Networks (SD-WANSs), which manage traffic across geographically
distributed locations using software to dynamically route traffic over
multiple transport types (e.g., broadband, LTE, or MPLS) to optimize
performance.

e Resale and Systems Integration: Brokering third-party network
equipment, maintenance, and support services for enterprise customers,
including vendor support contracts for U.S.-based network infrastructure.
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Subpoenaed documents from all three carriers demonstrate how this
commercial pivot unfolded in practice, keeping their operations deeply embedded
in U.S. networks.

First, after its Section 214 revocation, CTA restructured rather than withdrew,
telling the Select Committee that it “currently provides exclusively enterprise and
carrier business services in the U.S.” and acknowledging that its internet access
and transit services depended on “the IP networks in the United States.”* The
carrier disclosed 35 active agreements for services touching U.S. soil,* with
customers across many sectors including, but not limited to, energy, mining,
cyber, financial, and political.® Supplier-side agreements also show CTA plugging
directly into the domestic internet’s physical architecture, procuring transit,
private-line, Ethernet, colocation, and cross-connect arrangements from major
Western carriers.’! Furthermore, internal agreements formalized CTA’s role as a
procurement pipeline for its Beijing-based parent, with a 2007 agreement
authorizing each entity “to provide or procure Services” for the other party and
“for use by persons who contract directly with that Party,”> and a 2016 agreement
requiring CTA to “procure services from third-party providers” and transfer those
services to CTCL's Global Business Department.

Second, CUA leveraged ordinary market demand to retain major enterprise
clients. CUA’s records reveal contracts with U.S. technology companies for private
leased circuits, paid peering, IP transit, CDN services, and cross-connects.>* These
services gave customers direct access to China Unicom’s global routing ecosystem,
including China- and Asia-facing paths through AS10099 and AS4837.5> However,
this access came with significant strings attached. CUA’s Dedicated Internet
Access terms required users to provide network-usage information, including IP
addresses and domain names, to “receive the review of the telecom department,”
and exposed them to the loss of assigned IP addresses or “service termination” for
violations.®* Consequently, CUA fulfilled legitimate connectivity needs while
maintaining a carrier foothold equipped with PRC-style reporting and termination
leverage, which Section E demonstrates was a formal, contractually mandated
“acceptable use” requirement.

Third, CMI USA remained active in the United States as a network
middleman, acting as a reseller and systems-integration broker. Despite telling the
Select Committee it operated only passive “meet me” points for routing traffic,
regulatory records show CMI USA actively resold enterprise connectivity and data
center services to a sprawling roster of PRC-based companies,” as well as PRC
Government entities.®® CMI USA also sold IP Transit to a cluster of small PRC-
linked cloud and hosting resellers, forming a transit channel into China-affiliated
hosting infrastructure.® It also sold transit to PRC-linked cloud resellers and
routed U.S. Internet Data Center capacity intra-group to its state-owned parent’s
provincial branches in China.®

Operating parallel to this reseller business, CMI USA “procur[ed] internal
network components for enterprises,” including U.S. subsidiaries of Chinese
companies.®! These procurements included servers, switches, firewalls, optical
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transceivers, and fiber cables for customers in Michigan and California.®? In several
transactions, CMI USA purchased this equipment through a “supplier
relationship” with ECCOM Network (USA), Inc. (“ECCOM USA”).¢* ECCOM
USA is an indirect U.S. subsidiary of Shanghai-based ECCOM Network System
Co., Ltd. (“ECCOM”), itself a subsidiary of CETC Digital Technology Co., Ltd.
(“CETC Digital”), the listed arm of China Electronics Technology Group
Corporation (“CETC”).%* CETC is a PRC state-owned defense conglomerate
designated by the Department of Defense as a Chinese military company and
listed by Treasury as a Non-SDN Chinese Military-Industrial Complex
Company.® In effect, CMI USA placed the U.S.-based subsidiary of a designated
PRC military company in the procurement chain for network equipment deployed
at U.S. enterprise facilities.

B. The Companies Retain a Physical Presence Inside U.S. Facilities

The carriers retained more than a token presence in the United States. The
subpoena productions documented geographically distributed points of presence,
colocation space, power, cages, racks, cross-connects, and -carrier-capacity
arrangements inside the facilities that form the physical nerve centers of the U.S.
internet. Although the FCC actions differed by company, the practical result was
similar: each carrier or affiliate retained U.S.-based infrastructure relationships
outside a simple license-removal framework. Figure 2 illustrates how these
retained pieces fit together. For example, Figure 2 shows a U.S. customer’s traffic
crossing subsidiary-owned equipment and leased circuits before terminating on
parent-owned infrastructure in the PRC. Whether the infrastructure is leased or
owned, control is what facilitates impact.

Figure 2: Unregulated Private Leased Circuit Architecture
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CTA'’s 2025 production to the Select Committee identified ten active points of
presence (PoPs) across seven U.S. metro areas known for their concentration of
data centers, submarine cable landings, or both: Ashburn, VA, Chicago, IL,
Hillsboro, OR, Los Angeles, CA, Miami, FL, New York, NY, and San Jose, CA.
CTA stated that it “only owns network equipment in the PoPs”¢ with sites located
in facilities operated by U.S. and PRC digital infrastructure companies.®’
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CUA had the most extensively documented footprint. Witness 6 confirmed
that the company owned equipment at leased facilities, and Witness 7 described
roughly ten data centers after two closures.®® The company’s representations to the
Select Committee document active colocation cages, power allocations, and live
cross-connects across Ashburn, Chicago, Dallas, Hillsboro, Los Angeles, Miami,
New York, Reston, San Jose, Seattle, and Palo Alto among various providers.*®
Notably, CUA retained active interconnections with major U.S. backbone
providers.”

CMI USA’s posture was different because the FCC denied China Mobile
USA’s Section 214 application before the company received authority to provide
covered international common-carrier services.”! Even so, CMI USA’s records
identified 39 U.S. PoP entries across 27 distinct data center and interconnection
facilities operated by U.S. digital infrastructure companies.” This vast physical
footprint allows the company to bypass the regular public internet and handle
staggering amounts of data. Anchored inside major internet hubs across Los
Angeles, New York, and Chicago, CMI USA commands an immense total network
capacity of up to 1,380 gigabits per second.” An internal interconnection inventory
produced by the company details how the company uses its physical presence
inside these facilities to plug directly into global telecom backbones, public data
exchanges, and the private networks of major American tech giants operating right
next to them.” This is consistent with the Select Committee’s Shodan scans at the
time, which identified at least 143 active China Mobile network assets across U.S.
facilities.”

Furthermore, the PRC parent carriers repeatedly sought ownership stakes in
trans-Pacific cables that would land on U.S. soil, and U.S. national security
objections unwound each one. CMI Limited joined multiple large U.S. technology
companies in 2018 as a founding member of the Bay to Bay Express Cable System,
allocated fiber pairs and a terrestrial run from a Grover Beach, California landing
to a point of presence in San Jose, but the U.S. landing never won FCC approval
and CMI Limited divested its interest in 2021.76 China Telecom and China Unicom
pursued the same goal through the Hong Kong—Americas cable, a six-fiber-pair
system that would have connected Hong Kong directly to landings at Hermosa
Beach and Manchester, California, with each carrier owning a fiber pair.”7 That
consortium ultimately withdrew its FCC cable landing license application in
March 2021 under the same U.S. government pressure against direct U.S.-Hong
Kong links.” The broader record shows the same outcome across project after
project, including the Pacific Light Cable Network and SeaMeWe-6, as
Washington moved to block or unwind PRC-carrier ownership of cables
terminating in the United States.”” Public reports note the potential for the
“tapping of cables for the purpose of espionage.”®

Notably, all three footprints converged on the same interconnection choke
points. These carrier hotels are built for global interconnection, concentrating the
routing, switching, cross-connect, and peering infrastructure where large volumes
of U.S. and international traffic are handed off. A carrier with equipment, live
cross-connects, transit relationships, or routing control at these sites may gain
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visibility into traffic flows and metadata, create opportunities to divert or intercept
traffic, or introduce disruption through deliberate action, compromise, or
misconfiguration.s!

C. Retained Chinese-Manufactured Network Hardware

The carriers also kept Chinese-manufactured equipment running inside U.S.
networks, including hardware built by firms subject to PRC legal obligations that
can compel cooperation with state security and intelligence services.

Huawei had been CTA’s main vendor for transmission equipment, which
carries data as light pulses across fiber. CTA’s production showed that Huawei
equipment remained inside its U.S. PoP footprint, listing Huawei S9303 switches
and Huawei OptiX OSN transmission equipment at multiple facilities.s
Separately, CTA also listed a ZTE ZXR10 switch in CTA’s Chicago PoP.®* The
production was consistent with Witness 4’s testimony that CTA had replaced
roughly 75 percent of its Huawei transmission equipment with Ciena and Nokia,
but about 25 percent of the transmission hardware on its U.S. network remained
Huawei.®* Because that equipment sits below many software-based traffic-
monitoring tools, a vendor subject to PRC security mandates could be positioned
to tap, copy, or disrupt traffic from inside the network without triggering standard
intrusion alarms.

The problem extends beyond the big carrier hotels. Network scans reviewed
by the Select Committee found active Huawei devices registered to China Mobile
operating in Bakersfield, California, well outside the major metropolitan data
centers.®5 The finding places Chinese-manufactured hardware at regional
aggregation points around the country, not only at the central interconnection
hubs. Wherever that gear handles U.S. traffic, it runs closed firmware the operator
cannot fully see into, leaving a path for interception or disruption that ordinary
monitoring would miss.

The equipment-layer risk is not limited to Huawei or ZTE. Publicly available
materials show that Ruijie Networks Co., Ltd. (Ruijie Networks), a Fuzhou-based
maker of routers, switches, and wireless access points, has supplied equipment to
China Telecom, China Mobile, and China Unicom, including switches, routers,
and data center products.’ Ruijie Networks is a “level 2” technical support unit
for the China National Vulnerability Database of Information Security (CNNVD),
a status under which the company “signs a cooperation agreement with CNNVD”
and helps “elevate China’s research in information security vulnerabilities.”#”
CNNVD is operated by the China Information Technology Security Evaluation
Center (CNITSEC), which Recorded Future has identified as subordinate to the
Ministry of State Security and capable of delaying or controlling vulnerability
disclosure for intelligence purposes.® That arrangement gives an MSS-run body a
cooperative relationship with a vendor whose hardware sits inside U.S. carrier
networks.®
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Figure 3: Ruijie Involved Industries Screenshot

Government

e for over 70 ministries and

more than 5,000 local

sers and over 100 wireless
cities

Internet
No.1 in Internet industry. Provide service

for over 300 Internet customers
Alibaba, Tencent, Baidu, JD.COM, etc.

Outstanding Performance in China Various Industries

Finance

No.1 WLAN market share in China
Financial market, served 1000+ financial
institution

Transportation

No.1 WLAN market share in China
transpe n market. Unique solutions
for hig d train and metros

Ruifie

B Telecommunications

One of the major vendors of China
Mobile, China Tele

Unicom. Data cent

Mobile in 23 provinces

Education

Healthcare Energy & Electric Power

ervice for the informatization
f State Grid, China Southern

No.1 healthcare mobile solution market
share. Provide service for more than 3,500 ¢
hospitals and over 30 provincial and

municipal health information platforms

strial parks and over
o rid, China Datang Corporation, 1,000 high-qualified smart scenic areas
CNPC, efc. with nearly 30,000 devices

deplayed
Commerce | Real Estate | Small and Medium-sized Business
Hospitality

Provide service for nearly 1,000 real
estate customers and over 11,000 hotel
customers

Manufacturing

Provide service for top-level enterprises
like BAIC Group, Liuzhou Iron and Steel
Group, Wuliangye Group, Tsingtao
Brewery, efc.

Top market share in hospitality, retail
and other small and medium-sized
business in China

e

www.ruijienetworks.com Inniovation Beyond Networks

The reach of that hardware is measurable. A Select Committee network scan
conducted in June 2025 using Shodan identified approximately 6,000 Ruijie
Networks devices discoverable in U.S. networks.® The equipment also carries
documented security exposure. In December 2024, CISA issued advisory ICSA-24-
338-01 documenting critical vulnerabilities in Ruijie Network’s Reyee cloud
platform and operating system, including a flaw permitting arbitrary command
execution on affected devices.”” Network equipment carrying exploitable
firmware can copy, redirect, or manipulate traffic from inside the network without
triggering the software-based alerts that defenders monitor.

Ruijie Networks of Fuzhou is not currently identified on the FCC Covered List.
That means the FCC revocation orders and the pending rulemaking in WC Docket
No. 26-82 do not by themselves impact this hardware or the commercial
relationships through which it was sold and distributed. The equipment and its
documented vulnerabilities therefore illustrate a regulatory perimeter problem:
the pending FCC rule is triggered by Covered List status, while this report
identifies risk that may arise before the Covered List process has caught up to the
technical record.”

D. Trusted Network Connections and Routing Identities Tied to
the PRC Parents

Physical presence inside a carrier hotel becomes a potential threat vector when
a network is configured to trust the entities to which it connects. Subpoenaed
productions show that despite the FCC’s revocation orders, these trusted
connections and parent-linked routing identities remained active at the network
layer. This continuity binds U.S.-based hardware directly to parent-company
network backbones operating entirely outside independent domestic oversight.
The FCC’s pending rulemaking has tentatively concluded that
telecommunications carriers should be prohibited from maintaining trusted
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interconnection relationships with Covered List entities absent prior FCC
authorization. If finalized, this would address such relationships in the future to
the extent they fall within the FCC’s asserted interconnection authority. But the
NPRM is not final, and it rests on statutory authorities that could be narrowed by
the FCC in the future. Statutory codification would turn that proposed protection
into a durable rule of decision.*®

CUA’s U.S. network was configured to trust its Hong Kong parent at the
border-router level. Witness 6 confirmed that CUG appeared on CUA’s network
“allowlist,”c a configuration that permits specified traffic or connections from an
approved source without standard security screening. Engineering records show
that the allowlist applied directly to CUA’s border routers. Witness 6 also
confirmed that CUA used both static routing and BGP between its PoPs in the
same environment in which CUG was allowlisted.** BGP, the protocol whose
large-scale manipulation Part III examines, therefore operated within the same
environment in which CUG was allowlisted.> This finding gives technical
specificity to the Senate Permanent Subcommittee on Investigations’ earlier
conclusion that CUA “leverages CUG’s network operations center, located in
Hong Kong, for technical support,” that CUG “monitors CUA’s network
operations,” and that “CUG can remotely configure CUA’s network
equipment.”%d

CTA maintained a parallel vulnerability at the routing layer, ensuring its post-
revocation network services remained connected to both domestic and
international traffic pathways. CTA acknowledged that it “leases transmission
capacity in the United States” from major carriers.”” CTA also disclosed
international arrangements used “to facilitate data transmission from the United
States,” connecting U.S. network points to foreign endpoints, including Los
Angeles to Japan, Chicago and New York to Toronto, and Miami and New York
to Sao Paulo.” Finally, CTA stated that it has “free peering arrangements in the
U.S. with major ISPs,” which “allow CTA to pass its traffic to users of these other
networks,” and noted that these arrangements are “largely done on a ‘handshake’
basis without any formal agreement.”

Witness 4 confirmed that CTA’s U.S. network, operating as Autonomous
System (AS) 36678 (AS36678), remained directly connected to CTG, including
AS4134, CTG’s primary global backbone.l® An AS is a network or group of
networks under the control of a single operator that presents a unified routing
policy to the rest of the internet, and its AS number (ASN) is the unique identifier
other networks use to direct traffic to it. CTA’s U.S.-based infrastructure therefore
was not fully separated from the PRC parent network. It retained a direct, trusted

< “Allowlists” are a common network administration practice that permit trusted entities to bypass
selected filtering or security protocols. However, if traffic originating from a PRC-affiliated network
were routed through the Hong Kong parent and recognized under CUG’s allowlist designation, that
PRC entity could receive the same trusted treatment as CUG.

4 CUA asserts that it adheres to allowlist standards designed to satisfy MANRS norms. However,
CUA is not part of MANRS, or the higher standard and more transparent MANRSH, so the claim is
not auditable.
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physical routing relationship with CTG at key West Coast interconnection points
in Los Angeles and San Jose, preserving a standing pathway for the parent
network to execute commands or manipulate traffic from abroad.

China Mobile USA carried the same dependency at the level of routing
identity. China Mobile USA did not operate its own autonomous system number
for relevant overseas routing. It relied instead on China Mobile International-
controlled routing infrastructure, including AS58453.1" Asked whether “China
Mobile U.S. doesn’t have their own ASN,” Witness 2 answered: “Correct.”102

By leaving these routing identities, routing relationships, and parent-linked
network connections active, the post-revocation ecosystem allowed foreign-
adversary parents to maintain direct logical pathways into supposedly restricted
U.S. infrastructure.

E. Acceptable Use Policy

The preceding four vectors establish that the carriers retained the physical,
technical, and routing capacity to act inside U.S. networks. This fifth vector
establishes whose rules govern that capacity. Stripped of the U.S. license that once
carried public-interest obligations, at least one of these entities used its
unregulated commercial agreements to seek to extend the PRC’s own information-
control mandates onto their American clients through contract law.

For instance, CUA embedded a mandatory Acceptable Use Policy (“AUP”) in
IP Transit Agreements with U.S. companies.!® The specific terms of this policy, as
shown below, detail the rigorous censorship and surveillance requirements
imposed on U.S. customers.
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Figure 4: Acceptable Use Policy

No Broadcasting of political news against state laws of People’s Republic of China
(including the information downloaded from the internet)

No broadcasting of state secrets and the information in violation of the state security of
People’s Republic of China

No broadcasting of the information in violation of the social order and social stability, and
the information overstating the mass uncontrolled activities and pornography in particular
The content over the internet must be approved by the local propaganda agency; No
free downloading of the overseas internet content and posting on the domestic websites.
Self check on the content management system will have to be conducted, and any
problem detected will have to be solved immediately. The information security
accountability system will be put in place and the education and review of the content
management staff will be strengthened.

Be obligated to provide network usage information according to the requirement of China
Unicom Americas (e.g. IP address and domain name), fill in the data file required by
China Unicom Americas, and receive the review of the telecom department.

The user has the right of the use only for the IP address assigned by China Unicom
Americas, and has no right of transfer for such IP address, the right of use for the user
automatically becomes invalid after the user signs off, the user is obligated to receive the
check of the IP address usage by China Unicom Americas. China Unicom Americas has
the right to take back the assigned IP address once the user provides faulty data.
Various penalties including the service termination will be exercised for any violation for
the above rules

Notably, this AUP explicitly requires U.S. customers to adhere to regulatory
requirements set by two Chinese state entities: the Ministry of Industry and
Information Technology (MIIT) and Ministry of Public Security (MPS).

The MIIT regulates and manages the PRC’s telecommunications, software,
electronics, and IT manufacturing sectors. It also oversees the PRC’s broader
defense industry and fits into its broader defense-industrial governance structure
through links to the State Administration of Science, Technology and Industry for
National Defense (SASTIND) and participation in dual-use export-controls.!o*
Meanwhile, the Ministry of Public Security (MPS) serves as the PRC’s national
police authority, overseeing domestic law enforcement. U.S. government agencies
have also identified the MPS as a player in the CCP’s transnational repression
activities, including efforts to monitor, harass, and influence Chinese dissidents
and other targets abroad.1%

By requiring U.S. customers to comply with requirements issued by these
ministries to “strengthen[] the management of information communication in the
public information service,” CUA effectively sought to export the PRC’s internal
censorship and surveillance regime into the U.S. market on an extraterritorial
basis.’® The AUP’s stated goal —to govern information management and penalize
“violations of communication rules” —provided CUA with contractual authority
to police its U.S. customers under the direction of the Chinese state.!”
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Part III. Routing Exposure Involving U.S. Traffic

With physical infrastructure and trusted network connections secured, these
U.S. subsidiaries and their PRC state-controlled parent companies operationalized
this access to actively manipulate how American traffic moves across the internet.
They accomplished this by exploiting the Border Gateway Protocol (BGP).

BGP is the system that decides how data travels across the global internet.
Every network identifies itself with a unique Autonomous System Number
(ASN)—the unique identifiers established in Part II—and advertises the range of
internet addresses it can reach, prompting intermediate routers to forward
messages along the most direct path. In effect, the internet takes networks at their
word about which roads they can deliver mail down. The system runs almost
entirely on trust. Networks generally accept one another’s advertisements without
independent verification, assuming that each is telling the truth about the traffic it
can carry. Because BGP lacks automatic verification, it is highly vulnerable to
exploitation: a BGP hijack occurs when a malicious or compromised network lies
to the internet's routing system about which addresses it can reach.%

As shown in Figure 5, a bad actor can broadcast a false announcement,
claiming that they are the absolute fastest, most direct route to a specific
destination. Because the system operates on trust, surrounding BGP routers
believe this false announcement and update their internal maps. Like placing a
fake detour sign on a highway, the traffic is pulled away from its legitimate path
and funneled directly into the hijacker’s infrastructure. Once the American data is
pulled onto a malicious network, it becomes visible to hostile actors who can copy,
monitor, or store the traffic before silently sending it along to its true destination,
often without the user ever knowing they were intercepted.®”

Figure 5: A BGP Prefix Hijack
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These carriers are uniquely positioned to exploit network trust. Because
Chinese state-owned carriers lack independent transmission facilities outside the
PRC, they rely on interconnection agreements with other networks, the exact
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arrangements that allow false route announcements to be introduced.’® The
parent-linked routing identities and standing network interconnections detailed
in Part II are not merely a residual commercial footprint. They are the active
channels through which the hijack announcements described below were
introduced.

For over fifteen years, China Telecom and other state-owned carriers have
consistently surfaced in technical studies, public reporting, and U.S. Government
proceedings regarding large-scale internet routing incidents. These episodes have
repeatedly misrouted U.S. government, private-sector, and domestic traffic across
PRC-controlled networks.!!!

The earliest well-documented episode occurred on April 8, 2010, when, for
roughly eighteen minutes, erroneous routes propagated by China Telecom
redirected traffic for about 15 percent of the Internet’s destinations through servers
in the PRC, affecting U.S. government civilian and military networks, including
the Senate, the armed services, the Office of the Secretary of Defense, NASA, the
Department of Commerce, and NOAA, along with commercial sites."? When
ultimately revoking CTA’s operating authority, the FCC found that the carrier
could “access, store, disrupt, and/or misroute U.S. communications,” directly
enabling espionage against the United States.!® Similarly, the Departments of
Justice and Defense concluded that China Telecom had continued to exploit BGP
vulnerabilities “to misroute United States internet traffic on at least six occasions,”
exposing that data to interception and alteration.!14

The FCC made comparably specific findings about the other two carriers. It
determined that CUA could “maliciously or accidentally redirect to China” U.S.
data traffic by mounting a BGP route attack from one or more of its eleven U.S.
points of presence, and that routing such traffic through China would allow it to
be “readily captured, examined, and/or altered.”!’> The Commission called that
threat “more than theoretical,” citing an independent analysis that identified a
component of China Unicom as the likely source of more surveillance attacks
against U.S. mobile users than any other provider in the world between May 2018
and December 2019.116

For China Mobile, the FCC’s 2019 application denial confirmed this network-
layer threat. Adopting Executive Branch assessments, the Commission concluded
that an international Section 214 authorization would grant China Mobile USA
direct access to the physical and logical backbone of the U.S. grid. With this
infrastructure access, the FCC warned, the carrier would possess the capability to
“target, alter, block, and re-route traffic,” a danger the Commission directly tied to

¢ The public facing MANRS page represents AS36678 (operated by CTA) as implementing
MANRS’s four actions. CTA asserts there have been no incidents since joining MANRS. The
publicly accessible participant record does not provide enough detail to determine whether
AS36678 has experienced routing incidents, how frequently incidents occurred, or how MANRS
verified and continuously evaluates the claims.
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a documented pattern of Chinese state-backed BGP hijacks against U.S.
networks.!”

This threat vector remains active. As recently as August 2025, the
Cybersecurity and Infrastructure Security Agency (CISA), National Security
Agency (NSA), Federal Bureau of Investigation (FBI), and allied international
partners confirmed that PRC state-sponsored actors continue to actively target
global networks. According to the alert, these actors exploit “trusted connections
to pivot into other networks” and compromise core router functions, including
BGP routing."® These warnings establish the threat in principle. To measure it in
practice, the Select Committee set out to quantify how often, and against whom,
these carriers' networks have actually claimed American address space.

A. Large-Scale BGP Hijacking of American Networks

Focusing on the period January 1, 2018, through May 31, 2025, the Select
Committee performed a multi-year assessment of global internet routing tables.
Applying a rigorous, high-confidence detection methodology, the Select
Committee identified 108,891 BGP hijack events in which PRC- or Hong Kong-
associated carrier networks announced American internet address space without
authorization.!® This figure represents a conservative subset of the broader
anomaly universe and excludes lower-confidence routing records that lacked
sufficient corroboration. Although the dataset extends beyond the three U.S.
subsidiaries specifically examined in this report, it shows that PRC- and Hong
Kong-associated carrier ASNs repeatedly diverted U.S. traffic onto routing paths
controlled by PRC state-owned or PRC-linked backbones.

This exposure affected at least 477 distinct U.S. networks —including premier
telecommunications providers, Fortune 500 corporations, and critical
infrastructure operators. More than 65,000 high-confidence events occurred
between October 19, 2018, and mid-2025 with a substantial share happening after
October 2022.120

Figure 6: BGP Hijack Event Timeline (January 2018 — May 2025)
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Although the full dataset reflects a broader pattern of routing-security risks
associated with PRC- and Hong Kong-linked telecommunications infrastructure,
incidents involving the three state-owned carrier families examined in this report
provide representative examples of how these vulnerabilities have affected U.S.
networks in practice:

e A core communication network was the subject of at least nine unique
hijack incidents attributable to China Mobile routing infrastructure.!?!

¢ One major telecommunications provider faced at least three unique hijack
incidents originating from China Unicom routing claims.'??

The corporate architecture of the U.S. subsidiaries substantially impeded
after-the-fact forensic review by Select Committee investigators and shielded the
parent network from accountability. Determining the exact nature of these
massive routing spikes is fundamentally frustrated by limited visibility inside the
domestic operations themselves. Testifying under oath when confronted with this
routing data, Witness 4, a senior CTA engineering official, stated he had “no
particular recollection” of the anomalies during this 16-day window and
acknowledged that CTA’s domestic NOC does not maintain traffic-flow logs.!? By
denying the domestic subsidiary basic logging capabilities, this structure left CTA
personnel unable to explain the anomalies and left Select Committee investigators
unable to reconstruct the relevant traffic flows, effectively shielding the parent
network from accountability.

Given this forensic vacuum, the Select Committee does not contend that every
one of these 108,891 routing events constitutes a deliberate, state-directed
espionage operation. While some anomalies may indeed be the result of aggressive
routing, configuration errors, or poor management, the underlying motive is
secondary to the systemic risk. Regardless of whether these disruptions are
intentional or accidental, the absence of local logging prevents accountability
while facilitating a persistent pattern of unauthorized data diversion. This
mechanism effectively forces American traffic into PRC-controlled infrastructure,
providing Beijing with a permanent, unmonitored opportunity for passive
surveillance.

Yet the companies displayed an unwillingness to acknowledge basic facts
about the PRC’s cyber operations. Despite extensive news coverage of what has
been described as the largest telecom hack in history, witnesses from all three
telecom companies denied awareness about the Typhoon campaigns.'? Some
claimed not even to be familiar with news reporting of PRC Government cyber
intrusions generally. Even the most charitable interpretation — that employees of
PRC state-controlled companies do not want to admit wrongdoing of the PRC
Government on the record —is revealing in and of itself.
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This activity cannot be stopped by FCC rulemaking alone. The routing
manipulation documented here involved PRC and Hong Kong-associated carrier
networks announcing American address space from positions outside ordinary
U.S. licensing control. The FCC’s pending rule can restrict domestic authorization
and domestic interconnection with Covered List entities, but it cannot compel a
foreign AS to withdraw an unauthorized route announcement made to networks
abroad. Closing the routing-layer dimension of this threat requires allied network
operators to enforce common route origin validation standards, share rapid route-
leak notifications, and refuse to propagate unauthorized announcements from
high-risk carriers.'?

B. Case Studies of State-Sponsored Threats

While the preceding analysis established the scale of these routing anomalies,
the following case studies identify the specific customers purchasing and
operationalizing these commercial routing, transit, and data center services. In
each instance below, Chinese state-controlled carriers sold underlying network
access to entities tied directly to the PRC’s defense and intelligence apparatus.
These brokered relationships allowed hostile cyber actors to acquire the domestic
routing cover, path continuity, and trusted peer status necessary to execute state-
directed operations from within a legitimate American network footprint.

Case Study 1: China Telecom Americas and Qihoo 360

Technical data indicates that Qihoo 360 Technology Co., Ltd. (Qihoo 360) used
CTA’s network to maintain a trusted domestic routing path. During the September
2024 public disclosure of the Salt Typhoon intrusion, routing activity associated
with Qihoo 360 and CTA surged in close synchronization.

Qihoo 360 is sanctioned by the U.S. government for its role in the CCP’s
military-civil fusion projects.’? The company leads a dedicated innovation center
tasked with building state-directed “cyber militia” units,'?” reflecting CEO Zhou
Hongyi’s doctrine that software vulnerabilities are a “national strategic
resource.”128 That doctrine is also visible in Qihoo 360’s role as one of only 29 “Tier
1”7 contributors to the CNNVD.!® Leaked data from state cyber contractor i-SOON,
as analyzed by private cybersecurity researchers, suggests that Qihoo 360-linked
commercial antivirus customer telemetry may have been made available to
government intelligence clients for target tracking.’®® Private cybersecurity
researchers have also reported a possible Qihoo 360 link to the hack of a U.S.
insurance company.!3!

Despite these national security concerns, global routing records confirm that
Qihoo 360’s AS55992 peers directly with CTA’s AS36678.12 Qihoo’s domestic
subsidiary, QIHU 360 Inc., also maintains active U.S.-registered IP addresses.!3
Through this peering relationship, CTA gave a designated Chinese military
company a domestic interconnection path for routing traffic. That arrangement
allowed Qihoo 360’s traffic to move through routine commercial routing channels,
rather than appearing only as traffic from a PRC-based network identity.
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To evaluate how this relationship operated during a critical cyber incident, the
Select Committee analyzed BGP routing updates in 15-minute increments from
September 22 through 25, 2024, the four days immediately preceding The Wall
Street Journal’s public disclosure of the Salt Typhoon intrusion into U.S.
telecommunications systems.’®* Across 145 observation intervals, BGP
announcement volumes for Qihoo 360 and CTA moved together in a statistically
significant pattern.’® In practical terms, their routing activity tended to rise and
fall at the same time, rather than behaving like two unrelated commercial
networks operating independently.

Other technical indicators point in the same direction. Scans of Qihoo 360’s
U.S.-announced IP addresses found active administrative and VPN-related
systems, the types of internet-facing services that can support network
management, software-update relays, control panels, or scanning activity.!%
Shodan data shows that many of these services went offline in August 2024, only
weeks before Salt Typhoon became public.’¥” That timing is consistent with Qihoo
360 hardening, hiding, or shutting down exposed infrastructure before the
intrusion was publicly disclosed.

The Select Committee does not assert that this routing correlation proves CTA
had subjective knowledge of, or deliberately participated in, any specific malicious
payloads. The findings are structural. By maintaining an open peering relationship
with a designated foreign military company, CTA provided a stable domestic
routing path that allowed a high-risk PRC-linked entity to obscure its network
footprint and reduce the technical friction needed to move traffic through U.S.
infrastructure toward PRC-controlled networks.

Case Study 2: China Mobile and Salt Typhoon

Technical data from the Salt Typhoon cyber campaign reveals two distinct
routing patterns involving CMI USA. The first pattern involves CMI USA
infrastructure acting as a conduit that maintained internet paths to the hackers’
servers. The second involves CMI USA networks simultaneously executing
unauthorized routing changes that intercepted U.S. traffic. The Select Committee
does not assert that CMI USA personnel had knowledge of, or participated in,
these operations. These patterns do not definitively attribute the underlying cyber
campaign to the company. However, the data demonstrates a highly concerning,
dual-threat pattern of network behavior.

The first pattern highlights how CMI USA’s network maintained internet
paths to Salt Typhoon’s infrastructure while U.S. defenders were actively
attempting to remediate the intrusion. During the critical exposure window of
September 22-25, 2024, the Select Committee tracked 58 internet prefixes linked to
CISA-confirmed Salt Typhoon attacker servers.'® Route checks conducted every
eight hours revealed that China Mobile International’s network (AS58453) —which
is associated with relevant China Mobile USA routing—appeared in the active
routing paths to those attacker servers at least 192 times. Consequently, even as
U.S. defenders worked to sever the hackers” access, CMI USA’s infrastructure
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provided path continuity, keeping the attackers’” operational backend accessible to
the internet. This continuity coincided with severe operational compromises.

In November 2024, the FBI and CISA stated that PRC-affiliated actors had
“compromised networks at multiple telecommunications companies” and
enabled “the theft of customer call-records data,” “the compromise of private
communications” of certain government or political figures, and “the copying of
certain information” subject to court-authorized U.S. law enforcement requests.!®
FBI Director Christopher Wray later described Salt Typhoon as potentially “the
PRC’s broadest, most significant cyber espionage campaign in history” that used
access to telecommunications networks to target victims globally.140

The second pattern, drawn from the same master corpus of empirical data
analyzed in the previous section, indicates that China Mobile networks were
concurrently executing unauthorized routing changes on active U.S. internet
traffic. Between January 1, 2018, and May 31, 2025, China Mobile-controlled
networks (AS9808, AS56048, AS56040, and AS58453) were logged executing 4,213
high-confidence BGP anomalies or hijacks affecting or targeting American
corporate networks.

Granular logs from this collective dataset confirm that the September 2024 Salt
Typhoon exposure window intersected with a massive surge in global routing
manipulation. During that exact month, PRC and Hong Kong-linked
infrastructure initiated 1,305 separate high-confidence BGP hijacks against U.S.
entities. China Mobile assets actively participated in this surge, executing 49
verified incidents. Notably, this included 8 high-severity hijacks directly
originated by AS58453 —the exact same network providing routing continuity to
the attacker servers. These eight incidents forcibly misrouted and intercepted
traffic belonging to targeted U.S. network operators. Taken together, this technical
data reveals a highly concerning, dual-threat pattern of behavior.

Case Study 3: China Mobile USA and CloudRadium

Technical, testimonial, and subpoenaed documentary evidence indicates that
China Mobile USA and CMI provided CloudRadium (HK) Limited
(CloudRadium) access inside critical U.S. internet infrastructure that ordinary
domestic suppliers were unwilling to directly provide. CloudRadium is a Hong
Kong IP transit and hosting provider whose infrastructure repeatedly appeared in
malicious cyber activity.'*!

In the United States, it operates through CloudRadium L.L.C. (CloudRadium),
a Wyoming company formed in October 2012, and GlobalData Investments Inc., a
California corporation that describes CeraNetworks as its brand and markets U.S.
hosting, anti-DDoS, and data center services.*?

Starting around 2014, CloudRadium turned to China Mobile USA and CMI for
connectivity and data center access, relying on the PRC carrier to purchase space,
power, and cross-connections from domestic suppliers that, according to Witness
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1, were often “not willing to sign contracts directly” with new or unvetted
customers.'® By standing in as the contracting party, CMI supplied the
commercial trust layer CloudRadium could not obtain on its own, much as CTA
later provided Qihoo 360 a trusted domestic routing path.

Subpoenaed order forms confirm this arrangement in CMI's own
documentation. Between January 2024 and May 2025, CloudRadium executed at
least six orders with CMI listed as the seller of record.’** Each form identified CMI
as the buyer’s agent, meaning CMI procured the services from third-party U.S.
providers on CloudRadium’s behalf.¥> In effect, CMI became the trusted
counterparty that domestic vendors would not accept directly.

These orders gave CloudRadium access to two of the most sensitive internet
interconnection sites in the United States.'#¢ All circuits were routed as CM-On-
Net and the relationship expanded over time. Early 2024 orders provided 30 Gbps
of guaranteed capacity, bursting up to 70 Gbps.'¥” By May 2025, CloudRadium
signed a 48-month contract valued at $480,000, which CMI billed together with its
other U.S. circuits.’® Internal CMI records described the setup as a coordinated
U.S. buildout, with one circuit labeled as part of ten circuits in a U.S. expansion.'#
CMI countersigned the final order on May 27, 2025, well after the FCC’s revocation
of certain Chinese carrier authorizations.'®

Internal records from both companies confirm they act as direct traffic
partners, using multiple digital pathways—including those tied to
CloudRadium —to keep their networks deeply and redundantly connected.'s!

During the May 2017 WannaCry ransomware outbreak, cybersecurity
researcher Lee Neubecker used Shodan to identify internet addresses in the United
States exposing the network service targeted by WannaCry. These searches
measured internet exposure and potential attack surface. His May 15 query
returned 42,973 results geolocated to Cheyenne, Wyoming. A separate May 17
nationwide query associated 42,746 of 499,402 United States results with
CloudRadium, or 8.56 percent.’®> Neubecker subsequently reported that most of
the Cheyenne results used IP addresses associated with CloudRadium.!*
CloudRadium’s Wyoming corporate registration used an address near F.E.
Warren Air Force Base, home to the 90th Missile Wing and its Minuteman III
intercontinental ballistic missiles.

The United States attributed WannaCry to North Korea’s Lazarus Group, a
finding the Select Committee does not dispute.'> A China nexus nonetheless runs
through the operation’s periphery. The Justice Department’s charging documents
placed part of the conspiracy’s activity in China, and independent linguistic
analysis of the ransom notes assessed with high confidence that their authors
wrote fluently in Chinese, consistent with southern China, Hong Kong, Taiwan,
or Singapore.'®® The FBI's investigation identified a broader operational
infrastructure that included North Korea, Chinese, and other IP address, including
addresses registered to China Unicom Liaoning.!% These confirm a PRC linked
component within the actors” border operating environment.
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This same infrastructure repeatedly resurfaced. In 2018, researchers tracking
WannaMine—a Monero-mining worm that spread through the same leaked NSA
exploit WannaCry had weaponized—traced two of its command-and-control
servers to CloudRadium.'”” They described a company with a disconnected phone
number operating from a Los Angeles address shared with numerous other
hosting and colocation providers, an address that also appears in CloudRadium-
related corporate records.’® In 2021, the United Kingdom’s National Cyber
Security Centre ranked CloudRadium among the ten largest hosts of fraudulent
online shops worldwide, attributing 2,342 scam campaigns to its infrastructure.’®

Case Study 4: China Unicom and Integrity Technology Group

Integrity Technology Group Inc. (“Integrity Tech”), a publicly traded Beijing-
based cybersecurity firm, built its core business around cyber ranges, which are
interactive simulated platforms that replicate networks, systems, and applications
to mimic real-world environments, together with security testing and
vulnerability research.'® The firm’s strategic value centers on KRLab, its research
unit. KRLab markets attack-and-defense capabilities to commercial clients, and it
also operates a “reconnaissance line” that supplies cybercrime intelligence
collection to public security organs.’! Those services align the firm’s commercial
catalog with the operational needs of the MSS and the PLA 162

The firm’s turn toward state-aligned work followed a substantial injection of
state-backed capital. In December 2020, a fund backed by state-owned capital led
financing of roughly 200 million yuan (or about $30 million at the exchange rate of
that period) after which Integrity Tech expanded the activities that would define
its later profile.¢3

A joint advisory issued on September 18, 2024, by the FBI, the NSA, and the
Cyber National Mission Force identified Integrity Tech infrastructure as the
control layer for a botnet that had operated since mid-2021.'% The botnet enrolled
compromised Internet of Things devices to disguise malicious traffic, and it used
China Unicom Beijing Province Network IP addresses both to manage the network
and to reach other operational infrastructure deployed against U.S. victims.165 A
management application named “Sparrow,” stored in a code repository that
contained direct references to KRLab, served as the operational engine of the
botnet.16 As of June 2024, the network held more than 260,000 compromised
devices, and its management database recorded over 1.2 million historical
compromise records, including more than 385,000 unique U.S. victim devices.!¢” In
an unsealed search and seizure warrant, an FBI investigator assessed that the firm
was “responsible, at least in part, for the computer intrusion activities collectively
attributed to Flax Typhoon.”16 The United States seized the command

fFlax Typhoon, Ethereal Panda, and RedJuliett are three designations used by U.S. cyber
companies for the same cyber actor which falls under a broader CCP cyber campaign.
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infrastructure in September 2024, and the Treasury Department sanctioned
Integrity Tech on January 3, 2025, actions that together dismantled the operation.1®

Integrity Tech infrastructure also supported a sustained espionage campaign
against Taiwan. Beginning in 2023, reporting from CrowdStrike, Microsoft, and
Recorded Future documented a group operating under the aliases Ethereal Panda
and RedJuliett that targeted Taiwanese government, aerospace, and critical-
technology organizations, with particular attention to entities tied to the
military.” Recorded Future’s Insikt Group geolocated suspected administrative
activity to Fuzhou, Fujian, PRC, and assessed that the group likely operates from
that city.!”! Integrity Tech maintains an office in the Fuzhou Software Park, and
analysts have identified that geographic overlap as one factor supporting a
possible connection between the firm’s state-funded research and the tradecraft
directed at these targets.'”

The firm’s proximity to the MSS surfaced again one week before the
September 2024 advisory. Integrity Tech and “China Unicom”s served as lead
editors, together with the China Information Technology Security Evaluation
Center (“CNITSEC”), on a white paper that set out the same category of
vulnerability-testing tradecraft later identified in the botnet investigation.”?
Testimony before the U.S.-China Economic and Security Review Commission
described CNITSEC as functioning as a public-facing cover for the 13th Bureau of
the MSS.174

China Unicom’s relationship with Integrity Tech reaches well beyond the
botnet infrastructure. In November 2023, while the botnet remained active, the two
companies formalized a “comprehensive strategic cooperation” for a “co-chain
ecosystem cooperation agreement.”!”> The arrangement produced a steady stream
of government-backed work. China Unicom’s Software Research Institute
repeatedly selected Integrity Tech to build attack-and-defense training platforms
and to run security competitions, frequently through sole-source awards for red-
team and blue-team exercises.’”® By 2025 the relationship had widened, and
Unicom moved to integrate Integrity Tech into its core security operations and its
work on Al-driven defense.””” A firm that the United States had identified as a
conduit for attacks on American critical infrastructure now sat inside the
offensive-training apparatus of one of China’s largest state-owned carriers.

Integrity Technology is not the only cybersecurity contractor associated with
China Unicom’s broader security ecosystem. China Unicom also appeared as a
corporate partner of i-SOON, a Shanghai contractor whose primary customers
were PRC government agencies, including the MSS and the Ministry of Public
Security (“MPS”).178 Prosecutors in the Southern District of New York alleged that
i-SOON worked with at least 43 different MSS or MPS bureaus and charged

8 The public facing announcements in Mandarin do not delineate anything more than
“China Unicom.”
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between roughly $10,000 and $75,000 for each email inbox it successfully
compromised.’” Two of China Unicom’s cybersecurity partners therefore sit
among the recognized commercial pillars of the state’s hacking-for-hire
ecosystem.

The provincial architecture of Chinese state security helps explain how a
Beijing carrier connects to this network of contractors and government customers.
China Unicom’s Beijing network falls within the remit of the Beijing State Security
Bureau, a provincial-level intelligence and counterintelligence organ subordinate
both to the MSS and to Beijing’s municipal leadership. Official U.S. attributions
provide concrete examples. The Department of Justice has attributed APT40 to the
Hainan State Security Department and APT10 to the Tianjin State Security
Bureau.80

China Unicom has also invested in cybersecurity capability of its own. It built
much of that capability in-house, through China Unicom Digital Technology and
the Software Research Institute. In September 2025, the cybersecurity large
language model produced by China Unicom Digital Technology was selected for
Beijing’s 2025 catalog of major first-of-their-kind technical equipment. The
company presented itself as China’s national cybersecurity team and emphasized
applications in security operations, attack-and-defense, and the protection of
critical information infrastructure.!

China Unicom appears throughout this case study in multiple capacities. Its
network infrastructure supported the botnet described by U.S. authorities. Its
parent company co-edited cybersecurity research with organizations publicly
associated with the MSS. Its procurement arm continued awarding cybersecurity
work to Integrity Tech after U.S. sanctions. Its digital technology subsidiary
simultaneously expanded an in-house offensive and defensive cybersecurity
capability. Taken together, these documented activities illustrate that China
Unicom functions as more than a traditional telecommunications carrier. It
operates as an integrated participant within China’s broader state cybersecurity
ecosystem.
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Recommendations

Between 2019 and 2022, the FCC took major national security actions against
CMI USA, CTA, and CUA under Section 214 of the Communications Act. The
Commission denied China Mobile USA's application for international Section 214
authority and later revoked or terminated the Section 214 authorizations of China
Telecom Americas and China Unicom Americas after finding that their continued
operations presented national security and law-enforcement risks.’$2 The
Commission has since moved to address a related domestic gap. On April 30, 2026,
the FCC adopted a Notice of Proposed Rulemaking proposing to exclude Covered
List entities from the blanket Section 214 authority that most domestic carriers
have received automatically since 1999 and seeking comment on further
exclusions beyond the Covered List. The Section 214 revocations and denials
between 2019 and 2022 were important milestones, and the new 2026 proceeding
is directionally correct. The Select Committee commends past and present
Commissions for pursuing this work.

These actions restrict the companies’ ability to provide covered
telecommunications services in the United States, but under current law they did
not create a complete infrastructure-removal remedy. Nor, by itself, would the
pending blanket-authority rulemaking fully solve the problem identified in this
report. Section 214 is a licensing tool. It does not require a foreign state-controlled
carrier or its affiliates to remove retained Points of Presence, colocation equipment,
cross-connects, peering relationships, IP transit arrangements, parent-controlled
ASNSs, or remote network operations that may persist outside the licensed service.
Existing tools, including the FCC Covered List, Team Telecom review,
Commerce’s ICTS program, and CISA, NSA, and FBI hardening guidance, address
important parts of the risk, but they do not fully close the gap between
telecommunications licensing and modern internet infrastructure.'s® Legitimate
infrastructure needed to facilitate the flow of internet traffic between the U.S. and
China is useful, but it need not be controlled by PRC entities on U.S. soil where it
can be subverted for illegitimate purposes that threaten our national security.

Longstanding bipartisan action against the three PRC state-controlled telecom
companies and the FCC’s pending NPRM validate the core premise of this report.
The latter would address the licensing issue by excluding Covered List entities
from blanket domestic Section 214 authority. It addresses part of the trusted
connection problem by seeking comment on prohibiting telecommunications
carriers from interconnecting with excluded or revoked entities, including
through facilities such as Points of Presence and data centers. The proposed rule
also explores whether holders of Covered Authorizations® should be restricted
from transactions or other dealings with high-risk entities and whether unlicensed
wireless rules should be modified to prevent a comparable end run. But the NPRM

h See Foreign Adversary Control Report and Order, FCC 26-2, at *44, Appx. A (§ 1.80001) (“The term
Covered Authorization means a license, lease, authorization, permit, grant, or other approval granted
by the Commission that appears on a Schedule as described in § 1.80002.”)
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operates through the authorities available to the Commission. It does not create a
separate statutory retained infrastructure regime. That framework would need to
define the covered infrastructure, assign review authority, require interim
monitoring, fund removal or mitigation, address private unlicensed network
arrangements, and support international routing security enforcement. The
rulemaking is confirmation of the threat and is a key first step. Congress should
now codify the protection, expanding it beyond current licensing regulations and
authorities, and fund the tools required to remove or mitigate the retained
infrastructure this report documents.

To close that gap, the Select Committee recommends that Congress build on
prior actions, including proposed rules, and enact targeted legislative and
appropriations measures to identify, restrict, mitigate, and where necessary
remove foreign state-controlled network infrastructure that presents a continuing
national security risk.18*

1. Codify the FCC’s authority to deny blanket authorizations and domestic
interconnection. Congress should codify the FCC’s authority to exclude
Covered List entities, and other entities subject to the jurisdiction or
control of a foreign adversary, from operating under blanket Section 214
authority. Congress should also prohibit domestic telecommunications
carriers from interconnecting with Covered List entities absent affirmative
FCC authorization following executive branch national security review.
Any final rule should reach PoPs, data centers, colocation facilities, cross-
connects, IP transit, private peering, and routing arrangements that
preserve operational access to U.S. communications infrastructure.

2. Establish statutory authority over retained foreign-adversary
infrastructure. Congress should authorize the FCC, Team Telecom, and
Commerce’s ICTS program to identify, restrict, mitigate, and where
necessary remove foreign adversary-connected physical and logical
network infrastructure that remains in the United States after license
denial, license revocation, Covered List designation, or an evidence-based
national security finding.

3. Broaden Team Telecom and ICTS jurisdiction over private commercial
arrangements. Congress should authorize Team Telecom and
Commerce’s ICTS program to review private, unlicensed commercial
arrangements  involving foreign adversary-controlled internet
infrastructure, including private colocation agreements, unregulated IP
transit contracts, enterprise network service purchases, and parent-
controlled remote operations that may not require an FCC license.
Congress should require disclosure and risk review of material network-
service relationships between major domestic technology companies and
Covered List entities.
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4. Mandate entity-specific Covered List determinations and fund targeted
“rip-and-replace.” Congress should require the FCC, Commerce, and
relevant national security agencies to complete entity-specific Covered
List determinations for high-risk manufacturers and service providers
identified in congressional or agency records. Concurrently, Congress
should appropriate targeted removal funding for the highest-risk
deployments in sensitive telecommunications, energy, and defense
industrial base networks, with replacement obligations made contingent
on available appropriations.

5. Fund multilateral routing-security enforcement and ensure federal
agencies have the talent they need to address PRC cyber threats.
Congress should appropriate or use dedicated funding, such as the
Cyberspace, Digital Connectivity, and Related Technologies Fund, for the
Department of State and CISA to build allied commitments around
baseline BGP routing security standards, route-origin validation, rapid
route-leak notifications, and coordinated refusal to propagate
unauthorized announcements from high-risk carriers. This fills the gap
that domestic FCC rules cannot reach: routing conduct by foreign
autonomous systems outside U.S. jurisdiction. To fulfill this critical
mission, Congress should also ensure U.S. cybersecurity agencies have the
funding, resources, and talent they need to protect our security and
coordinate with our allies.

6. Require interim logging and monitoring pending removal or
mitigation. Congress should require minimum logging, monitoring, and
record-preservation obligations for any foreign adversary-connected
entity that retains U.S. network infrastructure, colocation space, routing
identities, or parent-controlled network operations access pending
removal, mitigation, or wind-down. These obligations should apply
regardless of whether the entity still holds an FCC license and should
preserve records sufficient for designated national security agencies to
conduct retrospective routing-forensics analysis.

Classified Annex

A classified annex is on file with the Committee. Parties with appropriate access
can reach out to the Committee for inquiries.
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