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EXECUTIVE SUMMARY 
 
Every war has a balance sheet. Dictators do not survive on ideology 

alone; they need a revenue stream. For the world’s most dangerous 
regimes, that stream is petroleum. Russian crude pays for the missiles 
that turn Ukrainian apartment blocks into mass graves. Iranian oil funds 
the drones hunting American troops and a radical regime sprinting 
toward a nuclear bomb. Venezuelan barrels kept narcoterrorist Nicolás 
Maduro’s goon squads armed, his torture chambers lit, and his political 
prisoners locked away. 

 
 The United States and its allies recognized this vulnerability and 

moved to exploit it, layering sanctions on tankers, insurers, banks, and 
refiners to render each barrel of sanctioned crude prohibitively expensive 
and commercially untouchable. The strategy aimed to make this oil 
unfinanceable and force these regimes into fiscal decline without the need 
for invasions or blockades. Yet the revenue continues to flow, and the 
tankers continue to arrive, because at the far end of nearly every 
sanctioned barrel stands the same buyer: China. 

 
Given the changing geopolitical dynamic with the ongoing conflict 

with Iran, the value of China's shadow fleet has greatly diminished and 
its ability to purchase sanctioned oil at a massive discount appears to be 
no longer viable. This House Select Committee on China investigation 
largely examined oil flow patterns prior to the commencement of 
Operation Epic Fury on February 28, 2026, but it holds enduring and 
important lessons for how the United States and our allies should deal 
with sanctioned oil and sanctioned oil vessels. Given the extensive 
sanctioned oil infrastructure that China built over the past few years, it is 
unlikely that Beijing will stop looking for discounted sanctioned oil. 

 
 Despite U.S. sanctions on Russian, Iranian, and Venezuelan crude, 

sanctioned barrels accounted for one-fifth of China’s total oil imports. The 
Select Committee undertook this investigation to determine how this 
trade persisted at scale and what strategic advantages China derived 
from it. The principal findings are as follows: 

 
● Finding 1: Seized shadow fleet tankers delivered 69.3 million 

barrels of sanctioned crude to China, valued at nearly $4 billion, 
before U.S. interdiction. 
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● Finding 2: Nearly two-thirds of all crude delivered by seized 
vessels were discharged at terminals in Shandong Province. 

● Finding 3: China exploited Western sanctions to become the buyer 
of last resort for discounted crude. 

● Finding 4: Beijing has built a layered evasion architecture that 
protects sanctioned oil trade at the two points where Western 
enforcement is designed to bite hardest: the origin of the cargo 
and the settlement of value. 

● Finding 5: Municipal-level Chinese government documents reveal 
central coordination of alternative settlement policy. 

● Finding 6: China built the shadow fleet’s command-and-control 
system. 

● Finding 7: Shadow fleet vessels are unaudited cyber threat vectors 
that Western enforcement frameworks cannot reach. 

● Finding 8: Shadow fleet vessels carry Chinese and Russian 
military and intelligence personnel among their crews. 

 
From this sanctioned crude, China assembled a massive strategic 

petroleum reserve—roughly 1.2 billion barrels by early 2026, equal to 
approximately 109 days of seaborne import cover—at well below market 
cost from the very barrels Western sanctions were designed to strand. The 
findings and recommendations that follow address the central policy 
question: will the United States dismantle this system or allow Beijing to 
rebuild it before the next crisis? 

 

PART I: THE STRATEGIC LANDSCAPE 
 

Since antiquity, states have stockpiled the commodities needed to 
wage and survive protracted wars.1 With the rise of mechanized warfare 
in the 20th century, oil became one of them. Britain began building 
reserves after the Royal Navy converted from coal to oil in 1913,2 and by 
the 1930s planners were storing fuel for the war they believed inevitable.3 
France followed with national reserve requirements during the interwar 
years to ensure energy independence in crisis. In 1947, a U.S. Senate 
special committee declared that “oil is the sine qua non of military 
victory,” warning that no nation lacking a secure supply of liquid fuel 
could maintain global leadership.4 The 1973 Arab oil embargo drove the 
lesson home, prompting the United States, Western Europe, and Japan to 
establish coordinated emergency reserves through the International 
Energy Agency (IEA) and leading Washington to create the Strategic 
Petroleum Reserve (SPR).5 
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Authoritarian regimes are no exception: their survival is financed 

by—and their states run on—oil. That dependence manifests differently 
across authoritarian systems. For oil-rich regimes such as Russia, Iran, 
and Venezuela, it takes the form of exporting petroleum. Without 
petroleum revenue, their governments cannot wage wars, sponsor 
terrorism, or sustain the security apparatus that keeps them in power. In 
2024, energy exports generated roughly $120.5 billion for Russia, 
accounting for 30 percent of its revenue.6 Iran’s oil income is projected at 
$50.56 billion in 2025, nearly 35 percent of its national budget.7 Venezuela 
remained similarly dependent on crude as its primary source of hard 
currency.8 

 
For import-dependent states, such as China, the strategic imperative 

is the mirror image: securing reliable access to oil and controlling the 
markets through which it flows. Once a net exporter, China became a net 
importer in 1993 as industrialization outpaced domestic production and 
now relies on foreign suppliers for roughly 70 percent of its oil. Much of 
that supply travels by sea along routes where U.S. and allied naval forces 
could exert leverage in a crisis—a vulnerability Russia’s invasion of 
Ukraine underscored and one Beijing fears could be exposed in a Taiwan 
contingency.i  

 
That vulnerability is why Chinese leaders have declared energy 

security “an urgent requirement in great-power competition.”9 Oil 
occupies a distinct place in that calculus. As one Chinese energy 
technocrat put it, electricity supply problems “can be solved by 
ourselves,” but “if our oil imports are cut off, it affects the whole 
nation.”10 Xi Jinping’s directives to prepare for “the worst-case scenarios” 
and to keep China’s “energy rice bowl” firmly in its own hands have 
given that concern operational urgency.11 Since construction began in 
2004, China has built a layered reserve system that now holds roughly 1.2 
billion barrels of crude—a record high equivalent to approximately 109 
days of seaborne import cover—designed to strengthen its ability to 
“weather an oil blockade.”12 

 
The United States and its allies have long sought to use oil 

dependence as a pressure point against adversarial regimes. Sanctions 

 
i Between 2013 and 2026, Xi Jinping referenced “energy security [能源安全]” in more than 200 
speeches, meetings, and official activities, with mentions rising sharply after Russia’s invasion of 
Ukraine, see Xi Jinping Important Speeches Database [习近平系列重要讲话数据库], 
https://perma.cc/TJ7Y-AZD7.  
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targeting the energy sectors of Russia, Iran, and Venezuela were designed 
to constrain the revenue these governments derive from hydrocarbons 
while weakening the long-term capacity of their oil industries. In the 
cases of Iran and Venezuela, U.S. policy explicitly aimed to curtail exports 
by restricting access to Western finance, technology, shipping, and 
trading networks—measures intended both to reduce immediate revenue 
and to degrade the sector over time.13 

 
The approach toward Russia evolved after the 2022 invasion of 

Ukraine. Because Russia is one of the world’s largest oil producers, a full 
embargo by major consuming states risked triggering a global supply 
shock.14 Instead, the United States and its partners sought to keep Russian 
oil flowing while limiting the price Moscow could obtain. Restrictions on 
shipping, insurance, and financial services were used to enforce a price 
cap, forcing exporters to sell at a discount and shifting the commercial 
and legal risks of the trade onto buyers willing to participate.15 

 
The result was not the disappearance of sanctioned exports but their 

concentration in a single market. As sanctions tightened and Western 
firms withdrew, crude from Russia, Iran, and Venezuela increasingly 
flowed to the largest economy willing to absorb the legal, financial, and 
reputational risks of the trade: China. According to Kpler’s seaborne 
tracking for 2025, China imported 1.4 million barrels per day of Russian 
crude, along with 852,000 from Iran and 419,000 from Venezuela.ii 
Together, these 2.6 million barrels per day of sanctioned seaborne crude 
account for about one quarter of China’s seaborne oil imports. Beyond 
crude, the network is expanding into liquefied natural gas (LNG), with 
Russian LNG shipments now arriving at China’s Beihai terminal through 
the same sanctions-circumventing supply chains.16  

 
Beijing gains two things from this arrangement: discounts and 

dependency. The discounts—worth an estimated $12 to $15 billion in 
2024 alone—flow directly onto the balance sheets of Chinese refiners. The 
dependency flows in the other direction. A government that relies on a 
single buyer for the majority of its export revenue cannot easily refuse 
that buyer’s preferences on pricing, contracts, infrastructure, or political 
alignment. Rather than starving these regimes of revenue, Western 

 
ii Under the G7 and European Union price cap framework, Russian seaborne crude is not 

categorically prohibited provided it is sold and documented at or below the cap price using 
compliant maritime and financial services. Accordingly, references to “sanctioned” volumes reflect 
origin-based tracking for analytical purposes rather than a single, uniform legal designation. 
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sanctions have concentrated their oil—at a discount—in the hands of 
Washington’s principal strategic competitor. 

 

PART II: THE ARCHITECTURE OF EVASION 
 

China’s sanctions-evasion system operates through three reinforcing 
pillars: a maritime logistics network that physically moves sanctioned 
hydrocarbons, a favorable purchasing position that extracts economic 
value from isolated sellers, and a financial settlement architecture that 
processes transactions outside Western oversight. Each pillar strengthens 
the others, and the integrated system grows more entrenched as 
enforcement pressure intensifies. 

 
Pillar 1—The Shadow Fleet 

 
The first pillar is physical. Moving sanctioned oil at scale has 

required the emergence of a parallel maritime network often described as 
a “shadow fleet.” Comprised largely of aging tankers operating through 
opaque ownership structures, flags of convenience, and non-Western 
insurance, this fleet allows sanctioned exporters to continue shipping 
crude while circumventing many of the compliance requirements that 
govern Western maritime services. Practices such as Automatic 
Identification System (AIS) manipulation, ship-to-ship (STS) transfers, 
and cargo relabeling help obscure the origin of the oil as it moves through 
global markets. 

 
For purposes of this report, the “shadow fleet” serves as the umbrella 

term for all vessels engaged in deceptive operations to circumvent 
sanctions or oversight.17 As of March 2026, Kpler, a commodity data and 
analytics firm that tracks global vessel movements, cargo flows, and trade 
patterns using satellite imagery, AIS signals, and machine learning, tracks 
2,291 such tankers comprising roughly 16.8 percent of active commercial 
wet cargo vessels above 5,000 gross tonnage.18 Approximately 45 percent 
are formally sanctioned.19 Within that universe, vessels can be further 
classified by evasion method: approximately 1,089 comprise the “gray 
fleet,” maintaining active transponders while obscuring ownership 
through opaque offshore structures and frequent flag changes, while 
1,202 comprise the “dark fleet,” defeating detection outright by disabling 
transponders, spoofing navigation data, flying fraudulent flags, and 
conducting covert ship-to-ship transfers.20 
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China is among the shadow fleet’s largest customers and principal 
beneficiaries. In 2025, shadow and sanctioned tankers moved three 
categories of cargo: 10.3 million barrels per day of crude oil, of which 
China received 33.3 percent; 2.2 million barrels per day of heavy refined 
products such as fuel oil and crude residuals, of which China received 
10.3 percent; and chemical and biological cargo, of which China received 
45.8 percent.21 Those flows give China a clear economic stake in the 
shadow fleet’s continued operation, even if that support is indirect rather 
than openly state-directed. 

 
That incentive helps explain why China’s connection to the shadow 

fleet appears to extend beyond demand alone, with China-based 
ownership networks directly tied to its operation. This is especially 
evident in the Protean Fleet, a network of 56 supertankers that accounts 
for an estimated 4.6 percent of the global dark fleet.22 First identified by 
the Center for Advanced Defense Studies, the fleet is controlled by a 
single China-based ownership group through 117 shell companies and 74 
proxy directors.23 Between July 2019 and 2024, those vessels shipped more 
than 400 million barrels of sanctioned crude to China and India while 
serving as collateral for over $750 million in mortgages from British 
Virgin Islands-registered entities.24  

 
The scale of that network became measurable when U.S. forces 

interdicted nine shadow fleet tankers across the Caribbean, Atlantic, Gulf 
of America, and the Indian Ocean between December 2025 and February 
2026. The seizures exposed how key segments of the platform are owned 
and managed, and how those vessels are protected through layered 
corporate structures and repeated evasive conduct. 

 
Finding 1: Seized shadow fleet tankers delivered 69.3 million barrels of 
sanctioned crude to China, valued at nearly $4 billion, before U.S. 
interdiction. 

 
Of the nine seized vessels, seven were operated or owned by entities 

registered in Hong Kong, mainland China, or Russia. Russian flagged 
firms control three, while Chinese or Hong Kong entities account for four. 
Only the Skipper stands apart, managed by a Nigerian firm with a 
Marshall Islands registered owner. More than half of the vessels belong to 
the Protean Fleet. 

 
Vessels Seized by U.S. Authorities 

 

Seized Name Flag ISM Manager Manager Owner 
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Dec. 10, 2025 
SKIPPER‡ 
9304667 

Guyana† 
🇳🇬 Thomarose 

Global 
🇳🇬 Thomarose 

Global 
🇲🇭 Triton 

Navigation 

Dec. 20, 2025 
CENTURIES 
9206310 

Panama 🇭🇰 Vectis Maritime 
🇭🇰 Centuries 

Shipping 
🇭🇰 Centuries 

Shipping 

Jan. 7, 2026 
BELLA 1*‡ 
9230880 

None 🇷🇺 Burevestmarin 🇷🇺 Burevestmarin 🇷🇺 Burevestmarin 

Jan. 7, 2026 
M SOPHIA‡ 
9289477 

None 🇨🇳 Greettee 🇨🇳 Greettee 🇨🇳 Maisie 

Jan. 9, 2026 
OLINA*‡ 
9282479 

Timor  
Leste† 

- 🇭🇰 Tantye Peur 🇭🇰 Tantye Peur 

Jan. 15, 2026 
VERONICA‡ 
9256860 

Russia 🇷🇺 Mg-Flot 🇷🇺 Mg-Flot 🇷🇺 Mg-Flot 

Jan. 20, 2026 
SAGITTA*‡ 
9296822 

Panama† 
🇭🇰 Camellia 

Jackson 
🇭🇰 Camellia 

Jackson 
🇭🇰 Camellia 

Jackson 

Feb. 9, 2026 
AQUILA II*‡ 
9281152 

Panama† 🇨🇳 Occee 
🇭🇰 Linnet 

Marguerite 
🇭🇰 Linnet 

Marguerite 

Feb. 14, 2026 
VERONICA III*‡ 
9326055 

Panama† 
🇨🇳 Shanghai  
Future Ship 

🇨🇳 Shanghai  
Future Ship 

🇨🇳 Volans Delta 

Note: The vessel names, flags, and ownership information shown here reflect their status at the time of 
interdiction. 
* Denotes members of the Protean Fleet. 
† Denotes the flag is false. 
‡ Denotes the vessel is sanctioned by the U.S. 

 
Taken together, these records indicate that the network was not ad 

hoc, but operated through a coordinated ownership and management 
architecture. Although shell companies and proxy arrangements still 
obscure ultimate beneficial ownership in some cases, the seizures make 
visible a substantial China-, Hong Kong-, and Russia-linked structure 
behind the platform. 

 
Across the nine vessels, the Select Committee’s review of data 

recorded nearly 200 discrete evasion incidents spanning five categories: 
AIS gaps, spoofed location signals, high risk and covert dark STS 
transfers conducted with AIS disabled, and port calls at sanctioned export 
hubs. VERONICA III (IMO 9326055) logged 16 dark transfers alone, while 
MARINERA (IMO 9230880) recorded the most AIS spoofing incidents 
and SKIPPER (IMO 9304667) accumulated the highest number of port call 
risks. The pattern across vessels was not isolated lapses but repeated use 
of multiple evasion tactics across voyages. 

 
 

Evasion Incidents Recorded Across Seized Tankers 
Nearly 200 incidents including AIS gaps, AIS spoofing, high risk ship-to-ship (STS) transfers, 

dark STS transfers conducted with tracking disabled, and port call risks. 
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These tactics enabled the vessels to move substantial volumes of 

sanctioned crude. Between 2013 and 2025, these nine vessels delivered 
37.9 million barrels of Venezuelan crude, 20.3 million barrels of Iranian 
crude, and 11.1 million barrels of Russian crude to Chinese ports, totaling 
about 69.3 million barrels.25 Deliveries were initially dominated by 
Venezuelan crude, but Iranian and Russian shipments expanded sharply 
after 2021, with activity peaking in 2023 when cargoes from all three 
countries moved simultaneously through the network.26 At prevailing 
global oil prices during the period, those shipments represent at least $4 
billion in crude oil exports. 

 
 

Annual Dirty Crude Exports to China from Seized Tankers 
Combined dirty crude volumes in million barrels (mmbbl) transported to China by country of origin. 

 
Tankers include SKIPPER (9304667), CENTURIES (9206310), MARINERA (9230880), M SOPHIA (9289477), OLINA 

(9282479), VERONICA (9256860), SAGITTA (9296822), AQUILA II (9281152), and VERONICA III (9326055). 
 

  
 

To contextualize the scale, between 2013 and 2025 China imported 
about 8.16 billion barrels of crude from Venezuela, Iran, and Russia 
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combined, averaging roughly 1.7 million barrels per day.27 The deliveries 
linked to these nine vessels account for less than one percent of that total, 
but still offer a window into how sanctioned crude reaches Chinese 
buyers. 

 
 

Annual Crude Oil Exports to China from Venezuela, Iran, and the Russian 
Combined dirty crude volumes in million barrels (mmbbl) transported to China by country of origin. 

 
  
While a small share of overall volume, the delivery records of these 

nine vessels track the broader shift in sanctioned oil flows into China. 
Early activity was dominated by Venezuelan cargoes, but the 
composition shifted markedly after 2022, when Russia’s invasion of 
Ukraine drove Chinese refiners to absorb heavily discounted Russian 
crude at scale.28 Chinese imports of Russian crude nearly doubled 
between 2021 and 2023, rising from roughly 304 million barrels to more 
than 574 million barrels, and deliveries among these vessels peaked that 
same year as cargoes from all three sanctioned suppliers moved through 
the fleet simultaneously for the first time. 

 
Finding 2: Nearly two-thirds of all crude delivered by seized vessels 
were discharged at terminals in Shandong Province. 

 
The delivery records reveal who it was built to serve. Between 2013 

and 2025, approximately 42.7 million barrels, or roughly 62 percent of 
total deliveries, discharged at Shandong terminals.29 Liaoning received 
the next largest share at about 11 million barrels, followed by Zhejiang at 
roughly 10 million barrels.30 Deliveries to Shandong were negligible 
before 2020 but accelerated sharply thereafter, peaking in 2022 and 2023 
as the network expanded and Russian and Iranian volumes entered the 
supply mix. 
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Annual Dirty Crude Deliveries to Chinese Provinces from Seized Tankers 
Combined dirty crude volumes in million barrels (mmbbl) transported to Chinese provinces by country 

of origin. 

 
 

Tankers include SKIPPER (9304667), CENTURIES (9206310), MARINERA (9230880), M SOPHIA (9289477), OLINA 
(9282479), VERONICA (9256860), SAGITTA (9296822), AQUILA II (9281152), and VERONICA III (9326055). 

 

 
Kpler data on aggregate flows into Shandong aboard those nine 

vessels confirms the trend. Iranian and Venezuelan crude began arriving 
in 2013, giving Shandong’s refiners years to learn how to process the 
heavy, high-sulfur barrels that other buyers shunned. So when Russian 
crude flooded the market in 2022, following Russia’s invasion of Ukraine, 
the necessary infrastructure and expertise were already in place. Between 
2021 and 2024, annual volumes from all three suppliers into Shandong 
roughly tripled, with Russian crude accounting for most of the increase. 
The geographic concentration visible in these delivery records reflects 
sanctions adaptation, not some preexisting structural logic. Shandong 
had already developed the refining capacity, regulatory space, and 
market tolerance for sanctioned crude. When Russian barrels needed a 
destination, that ecosystem was ready. 

 
That infrastructure traces back to 2015, when Beijing ended the 

state-owned monopoly on crude imports and granted Shandong’s 
roughly 150 independent “teapot” refineries the authority to import and 
process their own oil.31 Within a decade, those facilities had optimized for 
the heavy, high-sulfur grades typical of Iranian, Venezuelan, and Russian 
crude—precisely the barrels sanctions have made untouchable for many 
buyers and that therefore trade at the steepest discounts.32 

  
Today the sector is no longer expanding. Kpler data shows flows of 

sanctioned-origin crude into Shandong declining materially in 2025.33 
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Compressed margins and persistent overcapacity—China’s refining 
capacity of roughly 19 million barrels per day exceeds domestic demand 
of about 16.5 million barrels per day—have left many independent 
refiners under financial strain.iii At the same time, U.S. sanctions 
enforcement has begun targeting refinery buyers themselves. For years 
those buyers were largely untraceable: roughly 85 percent of volumes 
carried by the seized vessels are recorded under an “Unknown” buyer, 
with shell companies severing the link between oil arriving at a terminal 
and the refinery purchasing it.34 That opacity began to erode in 2025, 
when the U.S. Treasury Department’s Office of Foreign Assets Control 
(OFAC) designated Shandong Shengxing Chemical Co., Ltd. for 
purchasing more than $1 billion in Iranian crude, following an earlier 
designation of Shandong Shouguang Luqing Petrochemical.35 

 
Pillar 2—The Buyer of Last Resort 

 
Finding 3: China exploited Western sanctions to become the buyer of 
last resort for discounted crude. 

 
Western sanctions on Russian, Iranian, and Venezuelan crude were 

designed to reduce the revenue available to hostile governments. Instead 
of fully removing those barrels from the market, however, the measures 
pushed them toward a narrower set of buyers willing to absorb the legal 
and financial risks of the trade—foremost among them China. The result 
is a market in which sanctioned exporters increasingly rely on a limited 
number of purchasers, while Chinese refiners benefit from access to 
deeply discounted crude. 

 
The mechanism had been building for months and intensified in late 

2025 and early 2026. European refiners had already largely exited the 
market for sanctioned crude.36 By late 2025, India and Turkey, wary of 
sanctions exposure, were also curtailing purchases of Russian Urals 
crude, Russia’s flagship export blend.37 The United States then escalated 
enforcement against Venezuelan oil exports beginning with the December 
10, 2025, seizure of a sanctioned tanker off Venezuela and a broader 
sanctions-and-blockade campaign that, by mid-December, had sharply 
curtailed exports; after Operation Absolute Resolve on January 3, 2026, 

 
iii China’s contribution to global oil demand growth has also slowed materially, from roughly 

half of global incremental demand a decade ago to an estimated 150,000 barrels per day today, as 
transportation fuel consumption declines with electrification. Refinery throughput is further 
constrained by export quota allocations rather than pure market signals, meaning excess capacity 
does not automatically translate into higher runs. 
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Venezuela was further sidelined even as a residual competing sanctioned 
supplier of discounted heavy crude.38 Within weeks, the buyer pool for 
sanctioned barrels had narrowed to essentially one remaining large-scale 
purchaser. 

 
Beijing did not move immediately to fill the gap.39 Instead, Chinese 

buyers initially slowed purchases, allowing unsold Russian cargoes to 
accumulate in floating storage and forcing Russian exporters to accept 
sharply deeper discounts. By late December, Urals had fallen from 
roughly $6 below the global benchmark price in mid-December to nearly 
$20 below it by year-end, measured at the point of delivery into East 
Asia.40 Those discounts were several times wider than the low single-digit 
differentials seen earlier in 2025 and translated into substantial losses for 
Moscow. Only after prices fell to those levels did Chinese import volumes 
begin to rise.41 

 
 

Urals Crude: Discount to Brent vs. Import Flows into East Asia 
Russia’s Urals crude discount and Chinese purchase volumes into East Asia. 

 
Source: Kpler 
Note: Landed value reflects the price at which a cargo could be sold at the time of assessment, 
smoothed over five days. Weekend and holiday values are estimated from adjacent trading days. 

 
By the time Chinese buyers returned to the market, Russia had no 

leverage left to resist their terms. Urals cargoes that had sat in floating 
storage for weeks—with demurrage costs accumulating and no 
alternative buyers on the horizon—were offloaded at whatever price 
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Chinese refiners were willing to pay. By late January 2026, China was on 
track to receive nearly 1.5 million barrels per day of Russian crude by sea, 
including a record 405,000 barrels per day of Urals; later vessel-tracking 
put whole-month January deliveries to Chinese ports at roughly 1.7 
million barrels per day.42 Moscow was moving more oil than ever to 
China, and collecting less for it than at any point in the preceding year. 
 

Russia was the clearest example, but not the only one. Iranian crude 
discounts widened sharply over the course of 2025, moving from roughly 
$0.50 to $1 below Brent in early March to about $8 to $10 below Brent by 
December, as China bought more than 80 percent of Iran’s shipped oil.43 
Venezuela showed the same pattern: before Maduro’s removal, its 
flagship Merey heavy crude was already being sold to China at steep 
double-digit discounts, reaching as much as $21 below Brent in 
December.44 Across all three cases, the pattern was the same: as the buyer 
pool shrank, China’s leverage increased, allowing Chinese refiners to 
capture more of the value created by deep discounts on sanctioned crude. 

 
China then converted that pricing advantage into strategic depth. As 

Western sanctions redirected discounted barrels toward China, Beijing 
used those barrels not only to supply its refineries, but also to expand the 
reserve system itself. In October 2025, Reuters reported that state oil 
companies were adding at least 169 million barrels of storage across 11 
sites in 2025 and 2026.45 Over the same broader period, China’s 
observable crude inventories rose from roughly 979 million barrels in late 
2021 to about 1.2 billion barrels by March 2026, with commercial storage 
accounting for most of the increase.iv Sanctioned crude discounts gave 
Beijing a window to accumulate oil it otherwise would have had to buy at 
market prices. 

 
As Beijing was deepening those reserves in late 2025, it was also 

shaping the wider market. The U.S. Energy Information Administration 
said China’s 2025 inventory builds acted as “a secondary source of oil 
demand,” absorbing a significant share of additional OPEC+ supply.46 
Unlike the United States, which publishes regular official SPR data, China 
discloses little about the size or intended use of its reserves.47 The near-
term effect of that buying may have been stabilizing. The same opacity, 

 
iv China treats crude and refined product stocks, including commercial holdings and its own strategic 
reserves, as a state secret, so totals are not officially disclosed. The estimates cited here rely on Kpler’s 
analysis, which cross-references satellite imagery of tank utilization and port tracking with refinery 
throughput and import data. Since these figures focus on observable storage, they likely understate 
China's true holdings, which may include less visible facilities like underground caverns. 
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however, means any reversal in Beijing’s purchasing could come with 
little warning and move global energy markets before the United States 
or its allies had time to respond. 

 
Pillar 3—The Payment Architecture 

 
Western sanctions aim to stop sanctioned oil at the point of payment. 

The international banking system—anchored by SWIFT and enforced 
through correspondent relationships—is designed to make cross-border 
transfers traceable, granting the United States unique visibility into and 
levers of influence over global trade. For sanctioned oil, that means 
payment itself becomes the trap.  

 
However, Beijing and Moscow have spent more than a decade 

seeking to “de-dollarize” their economies to shield themselves from 
exactly this vulnerability.48 Following Russia’s full-scale invasion of 
Ukraine in February 2022, these long-standing efforts accelerated sharply. 
Sanctioned energy trade increasingly shifted toward non-dollar 
settlement, with estimates suggesting that roughly 20 percent of global oil 
transactions in 2023 were conducted in alternative currencies.49  

 
That shift has not produced a clean break. China does not allow the 

renminbi to float freely, and the dollar still anchors global liquidity. What 
appears instead in the record is a narrower set of workarounds 
concentrated in sanctioned inflows to China: closed-loop tactics that 
obscure a cargo’s origin, settle trade through non-dollar channels outside 
SWIFT-linked pathways, and use higher-opacity bridges when standard 
intermediaries are too exposed—all to limit contact with U.S.-controlled 
financial systems. However, the same evidence also suggests the system 
is not seamless. At the margins, counterparties’ demand for hard 
currency can still reintroduce dollar exposure even where the architecture 
is meant to avoid it. 

 
Finding 4: Beijing has built a layered evasion architecture that protects 
sanctioned oil trade at the two points where Western enforcement is 
designed to bite hardest: the origin of the cargo and the settlement of 
value. 

 
This architecture does not operate as a single payment channel. It 

functions as a portfolio of mechanisms—graduated by partner, calibrated 
to enforcement pressure, and designed so that disruption of any one node 
does not collapse the system as a whole. 
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Commercial Concealment 

 
At the front end, sanctioned cargoes are stripped of their identities 

before reaching Chinese ports. Iranian barrels loaded at Kharg Island are 
relabeled as “Oman Blend” or “Malaysian Light” after ship-to-ship 
transfers in the Gulf of Oman.50 Each month, Iranian crude reaches 
refineries on China’s Shandong coast while appearing in Chinese customs 
records as Malaysian oil.51  Certificates of origin, bills of lading, and cargo 
manifests are reissued to erase the cargo's sanctioned provenance. 

 
Venezuelan Merey heavy crude undergoes a parallel process. Earlier 

shipments were often transferred ship-to-ship near Malaysia and then 
entered Chinese customs records as Malaysian crude.52 More recent 
cargoes have been relabeled as Brazilian “mixed bitumen” and, in some 
cases, paired with spoofed tanker signals to make it appear that the oil 
loaded in Brazil rather than Venezuela.53 That newer approach allows 
traders to send cargoes directly to China, bypass the Malaysia stop, 
shorten the voyage, and secure financing more easily. The result is the 
same: fewer than 10 percent of Venezuelan-origin barrels in China’s 
official customs data are recorded as Venezuelan, even though vessel-
tracking data still identify large volumes of Venezuelan cargoes arriving 
in China.54 

 
In both cases, intermediary firms in Malaysia and the United Arab 

Emirates (UAE) execute back-to-back sales that stack transactional layers 
between the sanctioned exporter and the Chinese refiner, fragmenting the 
evidentiary trail across jurisdictions by design.55 

 
Parallel Settlement Channels 

 
At the back end, these cargoes are settled through channels that 

avoid SWIFT, Western correspondent banks, and ordinary dollar 
clearing. The mechanism varies by partner, but the objective is the same: 
keep sanctioned oil moving while making the transfer of value harder for 
Western authorities to see, trace, or block. That transfer is not always a 
conventional cash payment; it can also take the form of debt service, 
offsets, or other non-cash arrangements. In each case, exchange houses, 
front companies, or designated payment agents stand between the 
sanctioned seller and the Chinese buyer, absorbing the legal and 
sanctions risk while operating through lighter-regulation jurisdictions, 
primarily Hong Kong and the UAE, often with multi-currency accounts 
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and repurposed paperwork. The result is a system with no single 
chokepoint. 

 
For Russia, the architecture is newer but quickly scaling. Russia and 

China declared a “no limits” partnership in February 2022, weeks before 
the invasion of Ukraine,56 and bilateral trade has since doubled to a 
record $245 billion—over 90 percent of which now settles in rubles and 
renminbi rather than dollars or euros.57 To protect these flows, sanctioned 
Russian banks established the “China Track”: a netting system that settles 
trade in both directions—Russian energy exports in one, Chinese goods 
and dual-use technology in the other—through payment agents in 
“friendly” countries, without using SWIFT or Western bank accounts.58  
For higher-risk transactions where even those channels remain too 
sensitive, traders utilize a cryptocurrency bridge, paying renminbi to 
offshore middlemen who convert the funds into digital assets before 
transferring them back into rubles.59 These mechanisms serve a singular 
function: enabling sanctioned Russian trade to settle entirely within a 
parallel financial system. 

 
For Iran, the financial loop appeared to be the most sophisticated 

prior to March 2026, utilizing two primary methods to settle accounts for 
the relabeled crude. The simplest involves routing payments—discounted 
by $10 to $30 per barrel—through Hong Kong front companies and 
shadow bank accounts to bypass the SWIFT network entirely.60 More 
radically, however, a growing portion of this trade—totaling roughly $8.4 
billion in 2024—never leaves China at all.61 Under this model, Chinese 
buyers channel payments through an intermediary called Chuxin, which 
then pays Chinese construction firms for building airports, refineries, and 
roads inside Iran.62 This entire arrangement is underpinned by the China 
Export and Credit Insurance Corporation (Sinosure), the state export 
credit agency that insures these contracts and provides the necessary 
financial guarantees.63 By converting oil revenue into state-insured 
construction disbursements, the two nations effectively disguise oil sales 
as infrastructure development. With Sinosure having underwritten over 
$33 billion in similar projects across sanctioned states like Russia and 
Venezuela, Beijing maintains a ready network of contractors to serve as 
permanent conduits for these “oil-for-infrastructure” swaps.64  

 
For Venezuela, the settlement picture appeared to be messier—and 

reflected both the limits and distinct structure of Beijing’s control. China 
was not merely a buyer of Venezuelan oil; it also was a major creditor 
and investor, with some crude shipments functioning as debt service or 



 18 

investment recovery rather than as purely commercial sales. Most China-
Venezuela oil settled in renminbi, consistent with Beijing’s push for de-
dollarization.65 However, Caracas needed dollars to survive, and that 
need proved stronger than Beijing’s preferences. Hard currency—and at 
least one dollar-backed stablecoin—were in the settlement mix as 
Venezuelan exchanges and Venezuelan state-owned PDVSA turned to 
cryptocurrency to offset drying dollar liquidity under sanctions.66 The 
result was a system that was less airtight than Beijing’s model for Iran: 
deeper financial entanglement made China’s position in Venezuela 
harder to unwind, but it did not fully eliminate the dollar exposure the 
system was designed to avoid.  
 
Finding 5: Municipal-level Chinese government documents reveal 
central coordination of alternative settlement policy. 

 
Municipal Chinese government documents from mid-2025 reveal 

what the financial mechanisms alone cannot: central direction. In June 
2025, Wenling, a coastal city in Zhejiang Province, issued guidance on 
alternative trade settlement for commerce with Iran and Russia, which it 
designated as “countries with difficulties in foreign exchange receipts and 
payments,”67 pairing expanded Sinosure cooperation with instructions to 
“ensure the stable operation of foreign trade” and to “explore new trade 
settlement methods.”68 Weeks later, Suifenhe, a border city in 
Heilongjiang Province, issued nearly identical guidance using the exact 
same core phrase: “actively exploring new trade settlement methods.”69  

 
In China’s governance system, the State Council in Beijing sets 

national strategy while provincial and municipal governments implement 
it through local directives. That top-down structure explains why 
Wenling and Suifenhe—cities a thousand miles apart—issued identical 
guidance at the same time, using the same language and Sinosure 
references, even though no corresponding central directive has surfaced 
in the public record. 

 
The uniformity establishes that alternative settlement operates as a 

centrally directed architecture. Sanctioning any single bank, company, or 
city will therefore not break the system; Beijing will simply rebuild it 
around whatever the United States designates next. 

 



 19 

PART III: THE SHADOW FLEET AS A MILITARY 
MOBILIZATION PLATFORM 

 
This section shows that the shadow fleet’s strategic value does not 

end with sanctions evasion. Its military utility operates through two 
reinforcing layers: a technical backbone that reduces reliance on Western-
controlled navigation and surveillance systems, and a human layer in 
which vessels within the same ecosystem carry military, intelligence, and 
paramilitary personnel. 

 
Finding 6: China built the shadow fleet’s command-and-control system. 

 
At the foundation of this architecture lies satellite navigation. 

BeiDou, China’s independent global navigation satellite system, is the 
foundation of that backbone. For operators moving sanctioned cargo, 
dependence on foreign-controlled navigation systems is an obvious risk, 
especially in a crisis. At the same time, Russia’s aging GLONASS 
constellation has become increasingly unreliable. BeiDou therefore offers 
China and its partners a system they control themselves, with the 
precision and resilience needed to sustain navigation and coordination 
across sanctions-exposed maritime routes. 

 
The integration of BeiDou and GLONASS—first proposed in 2018—

became a formal pillar of the February 2022 “no-limits” partnership,70 
with system synchronization and reciprocal ground stations reducing 
both countries’ dependence on Western infrastructure.71 The timing 
proved decisive. When sanctions followed Russia’s invasion of Ukraine 
days later, Russian energy exports were already operating on a sovereign 
navigation backbone designed to reduce exposure to Western-controlled 
systems and to preserve continuity under contested electromagnetic 
conditions. This model is now spreading beyond Russia’s energy trade. 
Iran signed a comparable BeiDou cooperation agreement with China in 
2021,72 later expanding military access after heavy GPS interference 
during the 12-Day War in June 2025.73 

 
The implications extend beyond oil logistics. The same infrastructure 

Beijing helped construct to move sanctioned crude—satellite navigation, 
opaque ownership structures, and deliberate AIS manipulation—also 
enables covert military and security activity at sea. Vessels operating 
outside Western oversight can move not only energy cargo but sensitive 
equipment, personnel, or weapons with minimal visibility. Investigations 
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by European journalists and maritime analysts show Russia-linked 
vessels going dark several times more often than comparable commercial 
fleets since the invasion of Ukraine, with outages accelerating sharply in 
2025.74  Chinese-linked vessels using the same model have also been 
implicated in mapping, monitoring, and damaging Taiwan’s undersea 
communications cables.75 Together, these patterns show the shadow fleet 
functioning not just as a sanctions-evasion network but as a platform for 
broader gray-zone operations. 

 
Finding 7: Shadow fleet vessels create a cyber enforcement gap. 

 
The architecture described in Finding 6 does more than grant the 

shadow fleet freedom of movement. It also sharply limits external 
visibility into the vessels themselves. Ships operating behind opaque 
ownership structures, weak or fraudulent flag arrangements, and 
manipulated electronic signatures receive virtually no scrutiny of their 
onboard systems’ condition, configuration, or integrity. 

 
This reduced scrutiny is especially concerning because, according to 

the Government Accountability Office, the broader U.S. Maritime 
Transportation System already faces “significant and increasing” cyber 
risk.76 One recent industry assessment recorded a 103 percent rise in 
incidents in 2025, from 408 in 2024 to 828, with attacks now focusing 
increasingly on vessel systems rather than shoreside IT alone.77 The 
baseline is likely worse aboard shadow fleet vessels: a security researcher 
recently located a commercial vessel's satellite communications terminal 
through a public search engine and accessed it using default credentials—
no malware, no exploit, just a web browser and the password “1234.”78 
Any boarding, diversion, escort, or seizure of shadow fleet vessels must 
therefore contend not only with concealed cargo and ownership but also 
with digital systems whose security posture is largely unknown. 

 
The United States is beginning to build a more serious maritime 

cyber response. In 2024, U.S. Coast Guard Cyber Command (CGCYBER) 
fielded three active-duty Cyber Protection Teams (CPTs) and one reserve 
team, completing a record 42 Maritime Transportation System (MTS) 
missions.79 These roughly 39-person deployable units assess networks, 
hunt for malicious activity, and respond to cyber incidents, drawing on 
CGCYBER's unusual blend of military, regulatory, and law-enforcement 
authorities.80 Force Design 2028 formalizes this trajectory, directing 
CGCYBER’s restructuring to address cyber and space domain threats, 
improve Joint Force interoperability, and implement the Department of 
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War’s Zero Trust Strategy.81 Even so, expanded sanctions enforcement 
and interdiction responsibilities would strain a force already tasked with 
helping defend a U.S. Maritime Transportation System that handles more 
than $5.4 trillion in annual goods and services.82 

 
Finding 8: Shadow fleet vessels carry Chinese and Russian military and 
intelligence personnel among their crews. 

 
The shadow fleet’s operational resilience extends beyond 

technological evasion. These vessels move strategic state cargo—oil, 
refined fuels, and, at times, sanctioned cargo like weapons—through 
piracy-prone waters such as the Gulf of Aden, the Gulf of Guinea, and the 
Strait of Malacca.83 To secure those voyages, both Russia and China place 
armed personnel aboard, drawn from private military and security 
companies (PMSCs) staffed by former intelligence, military, and internal 
security personnel. 84 Unlike the more regulated and overtly defensive 
private security model associated with many U.S. and U.K. firms, these 
Chinese and Russian companies function less like private contractors 
than like instruments of state power, protecting regime interests, serving 
state-owned clients, and blurring the line between commercial security 
and coercive geopolitical activity.85 

 
On the Russian side, two firms dominate maritime security for the 

shadow fleet: RSB Group (RSB) and Moran Security Group (Moran). 
According to RSB Group’s website, the company has “protected tens of 
merchant and scientific Russian and foreign vessels,” employs former 
Russian intelligence officers and other combatants, and has trained units 
for the war in Ukraine.86 Moran describes itself as “an international group 
of companies offering premier security, transportation, medical, rescue, 
and consulting services” and lists armed ship escort, convoy protection, 
protection of seaports and offshore platforms, and “intelligence 
operations” among its maritime offerings.87 Both have also been hit with 
Western sanctions: RSB by the United States, Britain and Canada, and 
Moran by the United States for operating in Russia’s defense sector and 
doing business with Russian state-owned enterprises.88 

 
On the Chinese side, two firms stand out in maritime security: 

Huaxin Zhongan (HXZA)89 and Overseas Security Guardians (OSG).90 
HXZA, a Beijing-based private security company founded in 2004 by 
former PLA personnel, was the first Chinese firm to offer armed maritime 
escort services in 2012 and remains one of the few government-
authorized companies to conduct armed escorts at sea.91 This has given it 
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a near-monopoly protecting major state-owned carriers such as COSCO 
and China Shipping Container Lines.92 It also operates alongside PLA 
Navy anti-piracy missions and has expanded into drone-enabled security 
services.93 OSG, founded by PLA veterans in 1987, describes itself as “the 
vanguard in advancing [China’s] national overseas security strategy.”94 It 
provides armed escort for research vessels, distant-water fishing fleets, 
and commercial ships through a network spanning 48 countries, 
including a substantial presence in Africa by late 2023.95 

 

 
HXZA personnel aboard commercial vessels, including the earliest documented Chinese armed 

maritime escort on a COSCO ship off Sri Lanka in 2012.96 

 
Armed OSG escorts aboard commercial vessels during maritime security operations.97 

 
The Select Committee has identified Russian military, intelligence, 

and private military personnel aboard multiple shadow fleet vessels 
using vessel tracking data, commercial maritime intelligence, open source 
reporting, and other commercially available data. Some of those vessels 
transported sanctioned Russian crude to named Chinese buyers, while 
others carried Russian military-linked personnel across Arctic, European, 
and Indian Ocean routes. 
 

• PHOENIX  (IMO 9332810) is a Russian-flagged crude oil tanker 
sanctioned by the UK and EU.98 In September 2025, the vessel 
came under scrutiny over suspected involvement in drone 
overflights in Denmark.99 Days later, when France intercepted it 
off Saint-Nazaire, two Russian nationals who had recently joined 
the crew as technical workers were aboard, including one former 
police officer who had previously worked for Wagner.100 Earlier 
that year, the vessel was detained by Estonia while sailing without 
a valid flag from Sikka to Ust-Luga; Estonian authorities found 
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more than 40 deficiencies before releasing it.101 By early 2026, 
renamed PHOENIX, it was documented delivering Russian crude 
to China.102 

 
• QENDIL (IMO 9310525) is an Oman-flagged crude oil tanker 

sanctioned by the UK, Canada, Australia, the EU, Switzerland, 
New Zealand, and Ukraine for transporting Russian oil.103 
Investigative reporting found that when QENDIL departed Ust-
Luga in September 2025, it carried two Russian “security” 
supernumeraries—one linked to the GRU’s 22nd Spetsnaz Brigade 
and the other a former Wagner mercenary. Neither was listed 
with standard maritime credentials.104 The men reportedly left the 
vessel before QENDIL was struck by a Ukrainian drone in the 
Mediterranean in December 2025. 

 
• KIRA K (IMO 9346720) is a Panama-flagged crude oil tanker 

sanctioned by the UK, Canada, Australia, the EU, Switzerland, 
New Zealand, and Ukraine for transporting Russian oil through 
deceptive, high-risk practices.105 According to Kpler, KIRA K 
loaded 734,398 barrels of Urals crude at Primorsk Mix on 
December 21, 2025, for delivery to Rizhao Port, China. Lukoil was 
listed as the seller, and the reported buyers were Rizhao 
Landbridge Gangkou Petrochemical, Shandong Haiyou 
Petrochemical, Sinopec, and Zhonghaiwai Energy. Investigative 
reporting indicated that, on this voyage, the vessel’s crew list 
included two Wagner veterans listed as “supernumeraries” with 
qualifications marked “NA.”106  

 
• ALEKSEY KOSYGIN (IMO 9904546)107 is a Russian-flagged LNG 

carrier sanctioned by the U.S.108 Russia built the vessel to carry 
liquefied natural gas year-round along the Northern Sea Route for 
Novatek’s Arctic LNG 2 project, part of Moscow’s push to expand 
Arctic gas exports to overseas markets, especially Asia.109 From 
December 9, 2025, through January 28, 2026, spanning its pre-
delivery period at Zvezda and its first voyage to Arctic LNG 2, 
where it reportedly loaded its first cargo, the Select Committee 
tracked a device associated with Russia’s 95th Separate 
Communications Brigade in sustained proximity to the vessel.110 
The device remained co-located with the ship over more than 
2,000 kilometers of Arctic travel, including during extended AIS 
outages, before later reappearing near the brigade’s headquarters 
in St. Petersburg. 
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• DARA (IMO 9250244)111 is a Liberian-flagged bulk carrier. The 

vessel is not currently sanctioned, but it has a notable compliance 
history, including a 2021 detention in Australia and an 18-month 
ban from Australian ports for systemic operational failures and 
seafarer-rights violations.112 From July 1 through November 6, 
2025, the Select Committee tracked a device previously detected 
near Russia’s Opuk Training Ground in occupied Crimea in 
sustained proximity to the vessel during a four-month voyage 
from the Black Sea through the Mediterranean and Red Sea into 
the Indian Ocean. The device remained with the ship through 
short port calls, loitering periods, and AIS gaps, including a July 
31 loitering episode near Cyprus.113  

 
• SPARTA II (IMO 9160994)114 is a Russian-flagged roll-on, roll-off 

cargo vessel sanctioned by the U.S. and operated by 
Oboronlogistika, the Russian Defense Ministry’s logistics arm.115 It 
has been publicly linked to transporting military cargo from Syria 
to Russia, including S-300 air defense systems.116 SLOMAN 
HERA (IMO 9466714) is an Antigua and Barbuda-flagged 
chemical tanker that is not sanctioned. In 2025, the Select 
Committee tracked a device associated with a Russian military 
missile-warning unit, first aboard SPARTA II during an August 
Baltic transit and later aboard SLOMAN HERA during voyages 
from October through December.117 The device later moved from 
one vessel to the other and returned to Kaliningrad in early 2026, 
suggesting the same personnel or mission may have been 
involved in both deployments. 

 
China and Russia operate within the same shadow-fleet ecosystem, 

even when the available evidence does not reveal their roles with equal 
clarity. The Select Committee’s review of data has identified Russian 
military, intelligence, and private military personnel aboard multiple 
vessels. Chinese personnel have not been documented with comparable 
specificity aboard those same vessels. That difference does not necessarily 
demonstrate absence of Chinese involvement. Rather, it shows that the 
available data capture Russian onboard activity more clearly than 
Chinese onboard activity. The broader record nevertheless shows Chinese 
entities enabling sanctioned oil movements by providing commercial 
infrastructure, purchasing cargo, and receiving deliveries. Russia exploits 
that ecosystem to move crude with increasing signs of military and 
security accompaniment. The system obscures responsibility through 



 25 

shell companies, opaque managers, chartering arrangements, and state-
linked intermediaries. Policymakers should focus not only on who 
boarded the ship, but on who made the voyage possible and who profited 
from its completion. 

 

PART IV: SO WHAT NOW? 
 

The architecture described in this report produced China’s strategic 
petroleum reserve at heavily discounted rates. Over the course of 2025, 
Chinese refiners used discounted Russian, Iranian, and Venezuelan crude 
to push China's imports to a record 580 million metric tons—a 4.6 percent 
increase over the prior year. By late February 2026, Kpler estimated China 
held approximately 1.2 billion barrels of onshore crude, roughly 109 days 
of seaborne import cover, with an additional 46 million barrels of Iranian 
crude in floating storage and bonded tanks at Dalian and Zhoushan. 

 
Then the sources of that crude started disappearing. On January 3, 

Venezuelan dictator Nicolás Maduro was detained and the United States 
escalated enforcement against Venezuelan exports. On February 28, the 
United States and Israel struck Iran, and Tehran moved to shut down the 
Strait of Hormuz and warned ships that passage was “not allowed,” 
threatening to set them “ablaze.”118 Within days, tanker traffic dropped 
roughly 70 percent, insurers pulled war-risk cover, and Brent surged 
from $71 to nearly $120 a barrel.119 The IEA released 400 million barrels 
from emergency reserves—the largest coordinated draw in history—
which is enough to cover roughly four days of global consumption. Japan 
and South Korea measured remaining supply in weeks. Parts of South 
Asia began rationing fuel. China’s reserves held. 

 
This forced Beijing to act. It banned refined fuel exports—removing 

a top-three Asian supplier from diesel, gasoline, and jet fuel markets at 
the worst possible moment for the rest of the continent. It imposed its 
largest retail price hike since 2022 and cut Sinopec refinery runs 10 
percent. Pre-war, China imported 3.4 mbd of crude via the Strait from 
Gulf producers.120 That flow has now split: Iran’s shadow fleet continues 
near pre-war deliveries, while Saudi, Iraqi, UAE, and Kuwaiti shipments 
have halted, stranding 25 million barrels destined for China.121  Beijing 
pressed Iran to reopen the strait, pivoting within days from backing 
Tehran’s “legitimate rights” to demanding open lanes and a ceasefire.122 
Domestically, it banned fuel exports, imposed its largest retail price hike 
since 2022,123 and cut Sinopec runs 10 percent to block a global shock from 
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hitting home.124 Inventories are depleting at 3.4 million barrels per day, 
and the only crude still arriving flows at Tehran's discretion. 

 
Nor did the buffer eliminate the scramble for replacement barrels. It 

shifted the problem from immediate shortage to contested replenishment. 
After Washington issued a 30-day waiver allowing Indian refiners to 
purchase stranded Russian crude, Indian buyers moved fastest, snapping 
up nearly 30 million barrels within less than a week and locking up most 
available April Urals cargoes.125 The discounts on Russian crude that had 
fueled China’s year-long accumulation campaign had completely eroded; 
sanctioned barrels now traded at premiums, and India’s imports from 
Russia surged to a record 2.07 million barrels per day — exceeding the 
1.76 million flowing to China.  

 
The reserve purchased Beijing time, but on worse terms: it left 

China facing a tighter market, fiercer competition for replacement supply, 
and a diminished cushion if another crisis were to follow. That is why 
now is the optimal time to prevent Beijing from rebuilding the same 
strategic cushion before the next crisis breaks in a different strait closer to 
home. 

 

PART V: POLICY RECOMMENDATIONS 
 

1. Authorize Sanctions on Ports and Terminal Operators Receiving 
Shadow Fleet Cargo. Congress should expand ongoing legislative 
efforts—including the SHADOW Fleet Sanctions Act of 2026 
(S.2904)—to require the Department of the Treasury to identify 
foreign ports, terminal operators, logistics firms, and storage 
facilities that repeatedly receive cargo transported by sanctioned 
vessels. Such legislation should authorize the President to impose 
blocking sanctions under the International Emergency Economic 
Powers Act (IEEPA) against entities that knowingly facilitate the 
discharge, storage, or transshipment of sanctioned shadow fleet 
cargo, targeting the onshore infrastructure that enables the flow of 
discounted crude to competitors. 
 

2. Establish a Sanctions Evasion Whistleblower Reward Program. 
Congress should require Treasury or Department of Justice to 
establish a whistleblower reward program, modeled on the False 
Claims Act’s qui tam framework, for sanctions evasion in 
commodity trading, shipping, and trade finance. The program 
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should authorize monetary awards, based on a percentage of 
penalties or forfeitures recovered, for individuals who provide 
original, credible, and actionable information leading to successful 
enforcement actions under IEEPA, the Bank Secrecy Act, or 
related authorities. The program should be accessible to foreign 
nationals providing information from outside U.S. jurisdiction, as 
the most valuable sources are likely ship brokers, traders, and 
financial intermediaries operating in transshipment hubs such as 
Singapore, Hong Kong, Dubai, and Malaysia. 

 
3. Direct the CFTC to Investigate Systemic Commodity Market 

Manipulation. Congress should direct the Commodity Futures 
Trading Commission (CFTC) to launch a formal investigation into 
whether the systematic purchasing and routing of steeply 
discounted Russian crude by foreign refiners constitutes 
actionable market manipulation. The CFTC should assess how 
these off-market transactions artificially depress global benchmark 
pricing, distort the competitive landscape, and unfairly 
disadvantage domestic U.S. refiners who remain fully compliant 
with Western sanctions and G7 price cap mechanisms. 

 
4. Direct FinCEN to Evaluate Section 311 Designations Against 

Closed-Loop Settlement Networks. Congress should direct the 
Department of the Treasury’s Financial Crimes Enforcement 
Network (FinCEN) to evaluate entities and transaction classes 
facilitating closed-loop settlement systems used to process 
payments for sanctioned energy trade under Section 311 of the 
USA PATRIOT Act (31 U.S.C. § 5318A). FinCEN should assess 
whether intermediary settlement vehicles, export credit guarantee 
providers, and associated correspondent accounts constitute a 
“primary money laundering concern” and consider imposing 
special measures authorized under 31 U.S.C. § 5318A(b). 

 
5. Prepare a Contingency Framework for Coordinated Supply 

Expansion. While near-term action is constrained by instability in 
the Strait of Hormuz, the Administration should develop a long-
term framework to coordinate with key OPEC+ producers — 
especially Saudi Arabia, the UAE, and Iraq — to expand supply 
once conditions stabilize. Sustained lower prices would compress 
the revenue flows that bind Russia and Iran to Chinese buyers 
and erode the discount arbitrage that makes sanctioned crude 
attractive. This approach would complement sanctions 
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enforcement with market pressure, reducing the strategic leverage 
China derives from its position as the clearing market for 
sanctioned energy. 

 
6. Authorize and Appropriate Expanded U.S. Coast Guard Cyber 

Command Cyber Protection Team Capacity. Congress should 
authorize additional Cyber Protection Teams (CPTs) within U.S. 
Coast Guard Cyber Command in the next Coast Guard 
Authorization Act and direct appropriations sufficient to recruit, 
train, and sustain them. No enacted legislation has codified or 
resourced the CPT expansion Force Design 2028 directs 
administratively.126 Authorization language should establish a 
minimum CPT end-strength and require the Commandant to 
submit a resourcing plan aligning CPT growth with the Coast 
Guard's expanding sanctions enforcement and interdiction 
responsibilities. 

 
 

 
1 In the medieval period, “[s]ome castles kept a year’s supply of food or even more on hand, and the 
relatively small size of a thirteenth century garrison meant that in a prolonged siege the assailants 
rather than then besieged were confronted by a food supply problem,” see Life in a Medieval Castle 
(Gies and Gies, 1974).  
2 Oil: A Study of Wartime Policy and Administration (HMSO Official History of the Second World 
War, Payton-Smith, 1971). 
3 Oil: A Study of Wartime Policy and Administration (HMSO Official History of the Second World 
War, Payton-Smith, 1971). 
4 Investigation of Petroleum Resources in Relation to the National Welfare (U.S. Senate Special 
Committee Investigating Petroleum Resources, Final Report, 31 January 1947). 
5 Agreement on an International Energy Program (United Nations Treaty Series, No. 15664, 12 May 
1977); Energy Policy and Conservation Act of 1975, Pub. L. No. 94-163, 89 Stat. 871 (codified as 
amended at 42 U.S.C. §§ 6201–6422). 
6 According to C4ADS, “[d]etermining the exact contribution of crude oil exports to Russian state 
coffers is challenging given Russia’s phasing out of crude export taxes in favor of oil extraction and 
additional profits taxes,” see Andrew Boling et al., Oil and Water, C4ADS (June 27, 2025),  
https://c4ads.org/reports/oil-and-water/; Vitaly Yermakov, Fiscal Flex: Russia’s oil and gas revenues 
in 2024, The Oxford Institute for Energy Studies (Feb. 2025), 
https://www.oxfordenergy.org/wpcms/wp-content/uploads/2025/02/Comment-Fiscal-Flex.pdf; 
Russia Crude Oil: Exports, CEIC (accessed May 15, 2025), 
https://www.ceicdata.com/en/indicator/russia/crude-oil-exports; Country Analysis Brief: Russia, U.S. 
Energy Information Administration (Apr. 29, 2024), 
https://www.eia.gov/international/content/analysis/countries_long/russia/. 
7 Oil in Iran’s 2025-2026 Budget: Deficit Concerns and Growing Militarization, Emirates Policy Center 
(Feb. 12, 2025), https://epc.ae/en/details/featured/oil-in-iran-s-2025-2026-budget-deficit-concerns-and-
growing-militarization. Per Google, as of March 18, 2025, conversion value is 2.107 trillion toman 
converted to 21,070 Iranian Rial before conversion into U.S. dollars. See also Max Lin, US targets 
Iranian oil transshipment to further disrupt cargo flows to China, S&P Global Commodity Insights 
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