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Executive Summary

The United States and its allies still control the key chokepoints that
will determine whether the Chinese Communist Party (CCP) can achieve
durable leadership in artificial intelligence (Al). Beijing has some of the
best Al engineering talent in the world, but it still cannot manufacture
frontier Al chips at the scale, yield, or sophistication its ambitions require.
China’s weaknesses in chip manufacturing equipment result in weaker
chips, dependence on foreign cloud compute, and lagging model
capabilities. Yet the United States has not fully leveraged this dependency
due to gaps in both policy and enforcement.

The House Select Committee on the Strategic Competition between
the United States and the Chinese Communist Party (Committee)
examined how Chinese actors continue to acquire the tools, chips, and
models needed to accelerate China’s Al buildup, through both licit and
illicit channels. The Committee found:

¢ China remains the largest market for chipmaking equipment
despite restrictions.

e China lawfully procures large volumes of advanced Al chips.

e China bypasses Al chip export controls through the cloud.

e Post-sale servicing and verification gaps allow Chinese fabs to
maintain restricted tools.

e Chinese firms evade foundry due diligence through shell
companies.

e China utilizes sophisticated smuggling networks to acquire
restricted Al chips.

¢ China extracts frontier capabilities from American Al developers
through industrial-scale fraud.

o Weak enforcement and limited penalties fail to deter violations.

To address these findings, the Committee recommends a two-track
response. First, Congress should pass the Al OVERWATCH Act, the
SCALE Act, and the Remote Access Security Act to close loopholes that
still allow Chinese firms to lawfully access advanced American chips and
cloud compute. Second, Congress should pass the MATCH Act, the Chip
Security Act, and the STOP Shells Act to stop tool diversion. In addition,
Congress should direct the Commerce Department’s Bureau of Industry
and Security (BIS) and the Department of Justice (DOJ) to close foundry
loopholes, treat model extraction as industrial espionage, and impose
penalties severe enough to deter Beijing’s theft of American innovation.



Introduction

Artificial intelligence (Al) sits at the center of U.S.-China competition,
and both governments treat leadership in Al as a national security
priority. But Al is not a single technology; rather it is a technology stack
in which each layer depends on the one beneath it.! Semiconductor
manufacturing equipment produces advanced Al chips; those chips
support the machine-learning frameworks used to build, train, and run
Al models; and those models power the applications people actually use.

Beijing wants control of the full Al stack, not just competitive
applications. Xi Jinping reiterated that goal at an April 2025 Politburo
study session on Al, calling for China to master core Al technologies and
build a hardware and software system that China completely controls.>
China first set that direction in its 2015 “Made in China 2025” directive
and its 2017 national Al strategy; Beijing has reaffirmed it in both the 14th
and 15th Five-Year Plans.’ Beijing is pursuing that autonomy to
strengthen its military, harden itself against foreign pressure, and keep
the technologies underpinning future economic and military power
under Party-state control.

At the base of the Al stack is the equipment needed to make advanced
chips. China still depends heavily on the United States and its allies for
lithography, etch, deposition, inspection, and other equipment. The
Committee’s October 2025 investigation, Selling the Forges of the Future,
found that China spent $38 billion in 2024 on products and services from
major foreign technology companies such as Applied Materials, ASML,
KLA, Lam Research, and Tokyo Electron.* It also found that five Chinese
companies already subject to U.S. restrictions ranked among those
companies’ top customers between 2022 and 2024.°

Beijing is trying to narrow that dependence by moving locally
produced tools onto more advanced domestic production lines.® Those
tools include etching, deposition, and cleaning equipment from Chinese
firms such as Naura and AMEC, as well as from firms with substantial
China-based operations, such as ACM Research.” Even so, Chinese
suppliers still lag foreign leaders across most of the equipment categories
required for frontier chipmaking.

That gap is clearest in two chips essential to advanced Al processors:
advanced logic chips, which perform the core calculations, and high-



bandwidth memory (HBM) chips, which must be stacked and packaged
alongside them to store and move data at speed. China’s leading chip
manufacturer, Semiconductor Manufacturing International Corporation
(SMIC), has yet to produce advanced logic chips at production volume.?
Its primary memory maker, ChangXin Memory Technologies (CXMT),
has likewise not reached mass production of HBM, leaving China with
virtually no domestic supply.’

Chinese chip designers also remain dependent on Western electronic
design automation (EDA) software —especially from Synopsys, Cadence,
and Siemens EDA —even as Beijing backs domestic alternatives such as
Empyrean and Primarius.!

As a result, the Al processors that Chinese chip designers such as
Huawei, Cambricon, and Biren can bring to market still lag Nvidia’s top-
end products. Huawei’s leading domestic Al chip, the Ascend 910G, is
generally viewed as comparable to Nvidia’s older H100 rather than its
current frontier accelerators, and U.S. officials estimate Huawei can
produce no more than about 200,000 advanced Al chips in 2025—a
fraction of U.S. output.!!

China’s weaknesses at the chip layer propagate into the Al software
layer. Most domestic firms remain tethered to Nvidia’s CUDA, while
local alternatives are fragmented across a dozen chipmakers with
incompatible software stacks.!? To survive this, Beijing is forcing a
“coordinated development” between hardware and software, while firms
stitch together compute from a patchwork of domestic and foreign
chips.?

Those constraints, however, have not stopped China’s progress at the
model layer; they have shaped it. Rather than replicating the massive,
hardware-intensive systems of U.S. firms like OpenAl and Google,
Chinese companies such as DeepSeek, MiniMax, and Moonshot have
prioritized lightweight, compute-efficient models.* Yet, as the
Committee’s April 2025 investigation, DeepSeek Unmasked, revealed, even
these smaller models have benefited from extracting capabilities from
U.S. models and training on restricted Nvidia chips.®

This report finds that China’s Al progress still depends on Western
supply. Without imported chipmaking equipment, access to restricted
U.S. chips through third-country cloud services, imported HBM, and



model capabilities stolen from American Al labs, China could not field a
competitive Al industry.

Part II. What China Can Buy

There is a common misperception that U.S. export controls on
chipmaking equipment, Al chips, and Al itself are broad in scope. They
are not. Many known chokepoint tools are only restricted for a subset of
Chinese chipmakers, and can otherwise be shipped to anywhere else in
China. Controls on Al chips capture only the most advanced data center
chips, excluding even the leading-edge Al chips currently powering
China’s rapid progress in robotics. And restrictions on accessing such
chips through the cloud are non-existent. The United States and its allies
must urgently close these gaps.

Finding 1: China remains the largest market for chipmaking equipment
despite restrictions.

U.S. and allied export controls on chipmaking equipment worked
where policymakers applied them early and broadly. In 2019, the first
Trump administration worked with the Dutch government to keep
Extreme Ultraviolet (EUV) lithography systems—the most advanced
machines for printing the tiny features of leading-edge chips— out of
Chinese hands.!® That policy has held, and today Beijing remains unable
to produce 5 nanometer chips at scale. Countrywide controls can
successfully frustrate China’s ability to indigenize key technologies.!”

However, as the Committee’s bipartisan report, Selling the Forges of the
Future, documents, the Biden administration’s subsequent “small yard,
high fence” strategy did not extend that successful approach across the
rest of the chipmaking toolchain.!® The administration did not apply
countrywide controls to less advanced chokepoint technologies like Deep
Ultraviolet (DUV) immersion lithography equipment, or other equipment
that China is unable to produce indigenously.!” That decision left most
chipmaking facilities in China free to buy the equipment they needed to
work around U.S. restrictions.

Beijing quickly translated that opening into a buying spree. Chinese
chipmakers snapped up massive quantities of these unrestricted “legacy”
tools. China’s share of ASML’s DUV sales exploded from 26 percent in
2022 to 70 percent in 2024. At the same time, the country’s total spending
on foreign chipmaking equipment surged to $38 billion in 2024 alone.?
For four consecutive years, China has remained the world’s largest



market for these tools, stockpiling more chipmaking equipment than
South Korea, Taiwan, and the United States.?! As long as China remains
the largest market for these tools, foreign suppliers will keep facing
strong commercial pressure to resist tighter controls.

Recommendation 1: Close the gap in equipment controls.

Western dominance in chipmaking equipment and components gives
the U.S. and its partners powerful leverage over China’s Al ambitions.
The task now is to close the remaining gaps in controls, imposing
countrywide controls on chokepoint tools and components and aligning
restrictions with allies.

Congress should:

e Pass the MATCH Act (H.R. 8170), which would require the State
Department and the Commerce Department to first seek aligned
restrictions with U.S. allies and then close any remaining gaps on
their own through foreign direct product rules, minimum U.S.-
content thresholds, or end-use controls.

Finding 2: China lawfully procures large volumes of advanced Al
chips.

U.S. export controls block China from buying Nvidia’s most advanced
Al chips, such as the newer Blackwell chips which power the world’s
leading Al systems.?? However, current policy still leaves Beijing two
lawful paths to acquire advanced AI compute: near-threshold chips such
as Nvidia’s L20 and L2, and case-by-case licensed previous-generation
chips such as the H200.

So far, sales of the L20 and L2 have been relatively limited, but the
H200 could become a major new source of compute for China over the
coming months. In January 2026, the Bureau of Industry and Security
(BIS) replaced the prior presumption of denial with a case-by-case
licensing regime for H200 exports to China, subject to volume caps,
supply and foundry-capacity certifications, customer-screening and
remote-access controls, and independent third-party testing in the United
States.?® Beijing subsequently approved H200 purchases by Alibaba,
Tencent, and ByteDance, with reports indicating that more than 400,000



chips could reach China’s leading Al firms.?* Chinese cloud providers
have also reportedly placed orders for hundreds of thousands more.?

Beijing has been open about what these imports are for. “The purpose
of importing is to catch up better,” said Wei Shaojun, vice chairman of the
China Semiconductor Industry Association, “and catching up will
eventually lead to running alongside or even taking the lead.”?* China is
already steering its low-end compute toward domestic chips while using
newly licensed H200s to keep its frontier models competitive. Nobody
disputes that Beijing intends to build its own advanced chips; the
question is whether U.S. export policy should be bridging the gap until it
can.

These sales also come at the direct expense of U.S. Al capacity. The
components and factory capacity needed to build these chips are already
stretched thin. TSMC’s advanced packaging lines remain heavily
bottlenecked, and all three major HBM suppliers have warned that 2026
demand exceeds available supply.?” Because these resources are finite,
chips sent to China consume the exact same scarce inputs that would
otherwise support American Al deployment. Recent procurement
struggles show the strain: Google, Amazon, Microsoft, and Meta were
reportedly pressing Micron to deliver as much memory as it could
supply, regardless of price.” In a supply-constrained market, every H200
shipped to China both eases pressure on Beijing’s compute shortfall and
takes scarce packaging and memory away from U.S. and allied
deployment.

Recommendation 2: Pass the Al OVERWATCH Act and the SCALE
Act.

The United States should not rely on a static permitted-versus-
prohibited framework for Al chip exports. That approach allows China to
systematically offset its domestic hardware failures with foreign
computing power, leaving too much room for near-threshold
workarounds, licensed stop-gap sales that strengthen Chinese firms, and
large-volume transfers that consume globally scarce chipmaking inputs.

Congress should:

e Pass the AIOVERWATCH Act (H.R. 6875) to require export
licenses for advanced Al chips destined for countries of concern,



replacing the current permitted or prohibited binary with
affirmative government oversight of the most consequential
transactions.

e Pass the SCALE Act to set export limits dynamically based on
China’s indigenous production capacity, preventing Beijing from
importing advanced U.S. Al chips when it has no at-scale
indigenous alternative.

Finding 3: China bypasses Al chip export controls through the cloud.

Current export controls restrict the direct sale of advanced chips to
China, but they do not prevent Chinese firms from accessing those same
chips remotely through offshore data centers in Malaysia or Singapore.?’
The same loophole exists at the model layer: even when Chinese firms
cannot lawfully obtain the underlying hardware, they can still access
advanced Western models through foreign-hosted application
programming interfaces (APIs) —interfaces that allow users to query a
model remotely without possessing the underlying system —and cloud
platforms.

Chinese technology firms have moved aggressively to exploit this
gap, using offshore data centers to train their most advanced models on
U.S. chips while relying on domestic chips largely for lower-end inference
workloads.®® Alibaba was reported to be training its latest Qwen model
series in Southeast Asian data centers to access Nvidia chips.? ByteDance,
meanwhile, was reported to be using Aolani Cloud as an offshore
compute conduit, deploying about 36,000 Nvidia B200 chips in Malaysia
through a build-out worth more than $2.5 billion—roughly twenty-five
times Aolani’s reported pre-deal hardware base of about $100 million.*?
Export controls can therefore keep a chip out of China without
preventing a Chinese firm from using that same chip abroad to train or
improve frontier models.

Recommendation 3: Prohibit Chinese entities from having cloud
access.

So long as export controls focus only on where a chip is shipped,
rather than who ultimately uses it, Chinese firms will keep reaching
advanced compute through offshore data centers, cloud subscriptions,
and API access to bypass their domestic hardware limitations. The next



step is to close that gap by treating remote access to controlled compute
or model capability as functionally equivalent to an export.

Congress should:

e Direct BIS to require a license to provide cloud access to controlled
Al chips, using a combination of U.S. persons restrictions for
cloud providers located in the United States and end-use
restrictions on exported Al chips.

e Pass the Remote Access Security Act (H.R. 2683) to give BIS the
authority to restrict cloud access in the same way that it controls
exports, which would simplify the implementation of cloud
restrictions.

Part II1. What China Must Steal

Where U.S. law meaningfully constrains Chinese firms’ access to
tools, chips, or cloud services, these firms turn to evasion, deception, and
unauthorized access. This section outlines how China illicitly accesses the
American Al stack, including through unlawful servicing, foundry access,
physical smuggling, or direct extraction of frontier model capability from
U.S. systems. This section uses “steal” in that broader strategic sense:
some of the conduct below is plainly unlawful; other conduct exploits
newer seams that existing law does not always reach cleanly.

Finding 4: Post-sale servicing and verification gaps allow Chinese fabs
to maintain restricted tools.

Once a chipmaking tool enters China, it is very difficult for the U.S.
government to verify where that tool ends up. As a recent bipartisan
House letter explained, “verification visits require advance permission
from [Chinese] authorities, can take weeks or months to arrange, and are
conducted under escort by [Chinese] security personnel.”3 That makes it
hard to determine whether equipment sold for a lawful purpose is later
diverted to prohibited facilities, upgraded beyond authorized limits, or
serviced in support of restricted production.

This problem is compounded by the fact that new advanced fabs,
which should theoretically be subject to stringent U.S. and allied controls,
continue to appear in China. Reuters recently reported that Huali
Microelectronics is preparing a new 7 nm production line at its Shanghai



fab, though the suppliers involved remain unidentified.** For the time
being, this Huali fab is not on the Entity List, nor is it restricted by U.S.
allies. By the time the United States and its allies agree that the fab is
advanced and should be subjected to tool controls, the fab may already
have all the tools it needs.

The problem does not end with the original shipment. Advanced
chipmaking tools require constant upkeep —replacement parts, software
updates, repairs, and engineering support—and a machine sold lawfully
can later be maintained or upgraded in ways that sustain production at a
restricted Chinese facility. For example, in December 2025, the Financial
Times reported that Chinese fabs were upgrading older ASML DUV
machines with secondary-market components and third-party on-site
engineering —improving performance enough to sustain 7 nm production
for advanced smartphone and Al chips without acquiring new restricted
equipment.®

The core enforcement problem, then, is not just the initial sale. It is
that once advanced tools are inside China, diversion, servicing, and
unauthorized upgrades can help sustain restricted production long after
export review is complete.

Recommendation 4: Stop the export of controlled tools to any entity
in China and restrict maintenance and servicing of controlled tools
already in China.

Congress can address the problem above by passing the MATCH Act.
The MATCH Act will ensure that chokepoint tools are subject to
countrywide restrictions, regardless of the putative recipient or end user.
The MATCH Act will also clarify that it is an export control violation to
service any tools which are controlled under the EAR and are being used
by advanced fabs in China. In the meantime, BIS should implement
accordant changes in regulations.

Congress should:

e Pass the MATCH Act, which would:

o Direct BIS to clarify that servicing any tools subject to the
EAR in advanced-node fabs in China is itself an export
control violation, regardless of whether the tool was
originally sold lawfully.
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o Shift export controls on chokepoint tools toward a
countrywide scope, reducing reliance on entity-specific
controls that become unenforceable once a tool enters China.

o Direct the Department of State to engage allies to raise the
level of their controls to meet the level of American controls.

Finding 5: Chinese firms evade foundry due diligence through shell
companies.

Current export controls rely heavily on foreign foundries to identify
who is ordering a chip, who will ultimately receive it, and whether the
chip violates U.S. restrictions. Recent cases show that this system is
failing.

In October 2024, researchers found that TSMC had manufactured a
key compute chiplet inside Huawei’s Ascend 910B Al processor —despite
Huawei being under a strict U.S. export ban since 2020.% TSMC had
produced nearly three million of these chiplets for Sophgo, a Chinese
design firm, who ordered them as if they were their own products before
diverting them to Huawei.’”? TSMC has since faced a potential $1 billion
penalty, cut ties with other firms over similar concerns, and continues to
grapple with classification disputes over other Chinese Al chips, such as
Enflame’s 560.3

The Foundry Due Diligence Rule was established in January 2025 to
address the problem of Chinese companies or their front companies lying
about the specifications of their chips to get allied chipmakers to fabricate
them. However, that rule still allows Chinese chip designers that are not
yet on BIS’s approved-designer list to access advanced 14/16 nm
fabrication services if their chips fall below the 30-billion-transistor
threshold, or if they omit HBM and remain below BIS’s alternative
transistor limits.*

Recommendation 5: Close loopholes in the foundry due diligence
rule.

This carveout is a fundamental flaw. A Chinese designer can
intentionally stay just below the transistor threshold, avoid HBM, and
still get allied fabs to produce Al chips with performance exceeding U.S.
export control limits.
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Congress should:

e Direct BIS to eliminate the exceptions in the Foundry Due
Diligence Rule for chips with lower transistor count chips and no
HBM and accelerate BIS vetting of chip designers.

Finding 6: China utilizes sophisticated smuggling networks to acquire
restricted Al chips.

When lawful sales and foundry access do not deliver enough
compute, Chinese buyers and intermediaries move finished chips and Al
servers through disguised intermediaries and indirect shipping routes.
The objective is simple: conceal the real end user, route restricted
hardware through a permissive jurisdiction, and get it into Chinese hands
before the compliance system catches up.

Recent cases show the increased scale of that effort:

¢ August 2025: Two Chinese nationals were charged in Los Angeles
with violating the Export Control Reform Act for allegedly
exporting tens of millions of dollars in restricted Al chips to China
through their front company, ALX Solutions Inc. The scheme
routed at least 21 shipments through Singapore and Malaysia,
with payments coming from Hong Kong- and China-based
companies rather than the stated end users®

e February 2025: Nine individuals were arrested and three formally
charged in Singapore after police raided 22 locations linked to the
diversion of Nvidia-powered Dell and Super Micro servers to
China; the scheme used a shell company, Luxuriate Your Life Pte
Ltd, as a false end user.4!

¢ November 2025: Four defendants were arrested and charged with
conspiracy to violate the Export Control Reform Act, smuggling,
and money laundering for using a Tampa real estate front
company, Janford Realtor LLC, to export restricted Nvidia chips
to China via Malaysia and Thailand, financed by $3.89 million in
wire transfers from China.*

e December 2025: As part of Operation Gatekeeper, one defendant

pleaded guilty to smuggling and unlawful export activities and
two others were arrested and charged with conspiracy to smuggle
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goods and conspiracy to violate the Export Control Reform Act in
connection with exporting or attempting to export at least $160
million in Nvidia H100 and H200s to China; warehouse workers
directed via a Chinese-language group chat relabeled the chips
under the fictitious brand “SANDKYAN” and misclassified them
as “adapters” for export.#

e March 2026: Super Micro co-founder Yih-Shyan “Wally” Liaw
and two associates were indicted on charges of conspiracy to
violate the Export Control Reform Act, smuggling, and conspiracy
to defraud the United States for diverting $2.5 billion in Nvidia-
powered servers to China using dummy servers and fabricated
documents to deceive compliance auditors.*

e March 2026: Three defendants were charged with conspiracy to
smuggle and violate export control regulations for attempting to
order 750 servers worth $170 million from a California-based
manufacturer through Thai front companies destined for China.*

Recent reporting suggests that some restricted compute may already
be operating inside frontier Al labs in China. In December 2025, The
Information reported that DeepSeek was developing its next major model
on “several thousand” Nvidia Blackwell chips barred from export to
China.* A senior Trump administration official nonetheless confirmed
the chip use to Reuters in February 2026, stating that the chips were
“likely clustered at its data center in Inner Mongolia” and that DeepSeek
would likely “remove the technical indicators” that might reveal which
chips it had used.” In April 2026, Bloomberg reported that DeepSeek was
actively hiring engineers for that same facility.*

As Al chip-related export control violations multiply —growing
larger, more sophisticated, and more brazen with each successive case —
and increasingly place restricted hardware in the hands of high-risk end
users, U.S. enforcement must keep pace and treat this activity as
organized, persistent, and strategic.*’

Recommendation 6: Pass the Chip Security Act and the STOP Shells
Act.

Current enforcement actions remain largely reactive, often beginning
only after restricted hardware or controlled technology has already been
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rerouted, relabeled, or transferred under false pretenses. Investigators are
then left reconstructing shell-company networks, shipping trails, and
altered components after the chips and technology have already changed
hands.

Congress should:

e Pass the Chip Security Act (S. 1705/H.R. 3447), directing the
Secretary of Commerce to require security mechanisms for
advanced Al chips exported from the United States, with
flexibility to mandate whatever technical measures can reliably
detect unlawful diversion.

e Pass the STOP Shells Act (H.R. 4530), which codifies Commerce
Department rules extending export controls to subsidiaries
majority-owned by blacklisted companies, closing the loophole
that allows sanctioned entities to route restricted technology
through nominally independent affiliates.

Finding 7: China extracts frontier capabilities from American Al
developers through industrial-scale fraud.

Chinese firms have more ways than chip smuggling to benefit from
American innovation. As documented in the Committee’s bipartisan
April 2025 report, DeepSeek Unmasked, it was highly likely that DeepSeek
used a practice called adversarial or unauthorized distillation to create an
imitation AI model by copying leading U.S. Al models’ capabilities in
violation of U.S. companies’ terms of service.*® OpenAl told the
Committee that DeepSeek employees “circumvented guardrails” to
“extract reasoning outputs” for this purpose, and that DeepSeek’s
resulting R1 model displayed “reasoning structures and phrase patterns”
consistent with OpenAl’s own models.5!

Frontier labs responded by tightening regional-access and account-
enforcement controls and by expanding detection and mitigation of
extraction attacks.>? Chinese users and firms maintained access
nonetheless, relying on proxies, resellers, and overseas intermediaries.

In February 2026, OpenAl reported that “the majority of adversarial
distillation activity” it had observed on its platform “appears to originate
from China, and occasionally from Russia,” and said DeepSeek used
methods such as “obfuscated third-party routers” to mask its source.
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Anthropic separately disclosed “industrial-scale campaigns” by
DeepSeek, Moonshot, and MiniMax involving over 16 million exchanges
across 24,000 fraudulent accounts, and said that some labs relied on
commercial proxy services running “hydra cluster” architectures to keep
access alive at scale.** Google likewise reported a sharp rise in distillation
attacks against Gemini, not limited to China, including one campaign
involving more than 100,000 prompts aimed at extracting reasoning
capabilities.>

These disclosures reveal a sophisticated access infrastructure
designed to obfuscate request sources, distribute traffic across thousands
of fraudulent accounts, and maintain connectivity despite provider
restrictions. The core of this infrastructure is a software layer of open-
source “relay” tools that intercept and reroute API requests. Two
prominent examples are the One API and New API repositories. One API
describes itself as enabling access to “all large models out of the box via
the standard OpenAl API format,” while New API identifies One API as
its “original project base” and advertises format conversion among
OpenAl, Claude, and Gemini.* Together, these two public code
repositories have been copied and modified roughly 11,000 times on
GitHub, underscoring how easy this infrastructure is to reuse.”

The commercial market includes operators built on these tools, such
as CloseAl, Chatfire, and BianXie Al CloseAl serves major institutional
customers including Alibaba, Tencent, Baidu, Tsinghua University, and
Peking University.* Its website advertises “model distillation training” as
a core use case while explicitly targeting users who have been repeatedly
banned by American Al platforms.” BianXie Al claims over 20,000
customers and appears to use accounts tied to U.S. universities to
circumvent access restrictions.® Chatfire functions as a wholesale
supplier, providing upstream model credentials to more than 70 smaller
relay operators while processing over $1 million in API usage daily.*!

Unauthorized or otherwise fraudulent access is also available to the
consumer market. On Taobao, vendors openly sell mirror-site
subscriptions and resold accounts.®? Claude appears to be the top target of
unauthorized users seeking access to American Al models, with top
listings showing 50,000 transactions and 7,000 repeat purchases at a
fraction of Anthropic’s official price.®®

The relay operators and gray-market resellers identified in this report
share a common feature: their traffic runs over infrastructure operated by
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China Telecom and China Unicom.* The Federal Communications
Commission (FCC) revoked China Telecom’s U.S. operating authority in
October 2021, concluding it was “highly likely to be forced to comply
with Chinese government requests” and that its operations created
unacceptable risks of “access[ing], stor[ing], disrupt[ing], and/or
misrout[ing] U.S. communications.”® The FCC reached the identical
conclusion for China Unicom in January 2022.% These determinations are
underpinned by Chinese law, which requires companies to report to and
cooperate with state authorities, including in intelligence work.®”

Consequently, every prompt, output, and usage pattern flowing
through these networks is accessible to entities answerable to the Chinese
state. The telecom layer is not incidental to the distillation problem; it is
the critical backbone that keeps unauthorized access viable and funnels
exploitable data directly to Chinese labs. Under Beijing's military-civil
fusion doctrine, capabilities acquired through commercial fraud and
gray-market channels are systematically absorbed into military,
intelligence, and public security programs.®

Recommendation 7: Treat adversarial distillation as industrial
espionage and impose corresponding penalties.

Chinese Al labs and researchers who use fraudulent accounts, relay
infrastructure, and unauthorized API access to extract U.S. frontier model
capability are not merely violating platform terms of service. They are
obtaining the functional benefits of American Al systems through
deception and using those outputs to research, develop, and train
competing models to the benefit of China and at the expense of America’s
national security and economic prosperity. The conduct is systematic,
state-adjacent, and strategically directed.

Congress should:

e Direct the State Department's Bureau of Emerging Threats to
assess whether systematic adversarial distillation by state-
affiliated firms threatens U.S. national security and refer
appropriate cases to DOJ for investigative and prosecutorial
review under applicable law, including the Economic Espionage
Act and the Computer Fraud and Abuse Act.
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e Define adversarial distillation as a category of controlled
technology transfer. A workable definition should cover
extraction activity that: (1) circumvents technical, contractual, or
other access controls, identity-verification requirements, or
geographic restrictions imposed by the model owner; (2) relies on
fraudulent, misrepresented, or unauthorized credentials; or (3)
violates terms of service or API access agreements prohibiting use
of model outputs to replicate, develop, train, or improve a
competing Al system.

e Direct BIS to evaluate DeepSeek, Moonshot Al, and MiniMax for
Entity List designation under Section 744.11 of the EAR with a
presumption of denial, using the same authority applied to Zhipu
Al'in January 2025.%

e Authorize and fund the Department of Homeland Security to
establish the Al Information Sharing and Analysis Center (Al-
ISAC) proposed in the Trump Administration’s July 2025 Al
Action Plan.”

Finding 8: Weak enforcement and limited penalties fail to deter
violations.

This report has documented a series of violations for hardware
smuggling, multiple of which would have been unprecedented in scale
and sophistication just a few years ago. There are also a growing number
of software violations. For example, Cadence Design Systems agreed to
plead guilty to one count of conspiracy to violate U.S. export control laws
and pay more than $140 million to resolve criminal and civil charges for
unlawfully exporting sensitive semiconductor design tools to China’s
National University of Defense Technology —a restricted Chinese military
university on the Entity List—through front entities including Central
South CAD Center and Phytium.” And in January 2026, a former Google
software engineer was convicted on 14 counts of economic espionage and
trade secret theft—the first-ever U.S. conviction on Al-related economic
espionage charges—for stealing more than 1,000 files containing Google's
proprietary Al supercomputing infrastructure while secretly serving as
CTO of an Al startup in China.”

The large and growing volume of thefts across both hardware and

software is a sign that China is increasingly desperate for restricted
technologies; it is also a sign that deterrence is failing. Would-be
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smugglers recognize that proving a criminal violation of export controls
is extremely challenging, export enforcement is under-resourced, and the
rewards of smuggling Al hardware and software are higher than ever.
Meanwhile, many exporters recognize that civil penalties for export
control violations have tight statutory caps. As a result, they are not
conducting adequate due diligence. Companies will need to increase their
compliance efforts to avoid being fooled into violations, but they have
little incentive to do so.

Recommendation 8: Increase civil and criminal penalties for export
control violations.

Current penalties were not built for a system in which advanced chip
equipment can be diverted, upgraded, and serviced in support of
prohibited Chinese production lines worth billions of dollars. So long as
the likely consequence for many actors remains delay, negotiation, or a
manageable compliance penalty, exporters, brokers, freight
intermediaries, and service providers will continue to treat serious
violations as a tolerable cost of doing business.

Congress should:

¢ Increase civil and criminal penalties under the Export Control
Reform Act and EAR to reflect the scale and strategic significance
of chip export-control violations.

e Ensure DOJ and BIS have the resources, staffing, and interagency
coordination mechanisms needed to investigate and prosecute
these cases at the pace and scale the challenge demands.

e Require BIS to condition military end users and other high-risk
export licenses on personal certification by the applicant’s chief
executive officer that the application is complete and accurate,
that the company has conducted reasonable due diligence, and
that it has internal controls reasonably designed to prevent
diversion to prohibited end users or end uses. Congress should
impose civil and criminal liability for knowing or reckless false
certifications, including denial of export privileges, debarment,
and referral to DOJ.
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