
Law enforcement and school officials must know how to proactively respond to online threats 

of school violence and mass shootings, especially when there is "Leakage" (information about 

intentions) threatening students, the public, and school personnel. Being trained to identify the 

perpetrator immediately provides law enforcement and school officials the ability to act quickly 

and effectively to reduce the threat of school shootings and other forms of violence. 

Training Objectives: 

• Why it is important NOT to disregard information given to LEO or school officials. 
• What the term "Leakage" means and how we can interpret the information. 
• Learn free and open source online investigative tools into social networks and App   
generated phone numbers. 
• Learn to identify and collect cyber evidence to identify suspects. 
• Learn the three-step process in investigating internet crimes. 
• Learn the importance of Preservation, Exigent Circumstances, and Search Warrants. 
• Learn how to obtain IP's, screen names, screen captures, and email headers. 
• State laws: Terrorist Threat, Falsely Making a Terrorist Threat, Swatting, and Causing a 
Catastrophe. 
• Suspect search warrant, arrest, interrogation, and mental health evaluation. 
• Examine a successful cyber-crime case study investigation from start to finish. 

Please Note: Make sure you bring a PC laptop or MacBook to the training; Chromebooks, 

tablets, and IPads will not work. If you are using a device provided by your employer, you will 

want to make sure your device is not restricted and can access various websites. The day 

before the training go online on the device you plan to bring and make sure to download any 

updates the device needs. Lastly, install the free trial of Snagit from techsmith.com  

 Mandates and Professional Development: Professional Development hours for K-12 educators will 

be available through Regional Office of Education 35. This training is also certified by the ILETSB for 

the following law enforcement mandates: Civil Rights (3 hrs), Constitutional/Proper Use of Law 

Enforcement Authority (2 hrs), Crisis Intervention (1.5 hrs), Legal Updates (2 hrs), Procedural Justice 

(3.5 hrs), De-escalation Techniques (1 hr), Officer Safety Techniques, including cover, concealment, 

and time (1 hr), and Lead Homicide Investigator Recert (16 hrs), as well as SRO Pre-Qualified Active 

Threat Response (4 hrs), Juvenile Law (3 hrs), and Officer & Youth Interaction (3 hrs).   

About the Instructor: Detective Richard Wistocki (Ret.) has been a law enforcement officer for 30 
years, with 28 years at the Naperville Police Department, and spending his last 22 years at 
Naperville as an Internet Crimes Investigator.  Wistocki has been a SWAT operator/sniper for the 
past 22 years and is a founding member and an affiliate member of the Illinois Attorney Generals 
High Tech Crimes Bureau (ICAC). He is a Cyber Trainer for NASRO and is an instructor for the 
Department of Justice and various Law Enforcement Mobile Training Units and POST units across 
the United States. Wistocki is also the creator of the Illinois Sexting Law, Exploitation of a Child 
Online, Swatting and the new State of Illinois School Resource Officer Mandatory Certification Law. 

Illinois School and Campus Safety Program 

Preventing Targeted Violence Through 

Leakage and Cyber Investigations  

Illinois Law Enforcement Training and Standards Board Executive Institute 

Cost Free! 

Date 
January 11th - 12th, 2024 

8:00 am - 4:00 pm 

Location 
Illinois Valley Community 

College 
Room C316 

815 Orlando Smith Rd. 
Oglesby, IL 61348 

Who Should 
Attend? 

Campus & Local Law 
Enforcement and SROs; 

Higher Ed and K-12: 
Administrators, Threat 

Assessment Teams, Legal 
Counsel, Social Workers, 

Counselors, and 
Psychological Services 

Registration Required 
Enrollment is limited! 

Registration Deadline 
Jan. 3, 2024 

Questions? 
(309) 298-2646 

schoolsafety@iletsbei.com 

www.ilschoolsafety.org 

Funding provided in whole or 
in part by the Illinois 

Emergency Management 
Agency, Office of Homeland 

Security 

Register Now! 

To learn more about the Illinois School & Campus Safety Program contact us at (309)298-2646 or schoolsafety@iletsbei.com 

http://techsmith.com
http://events.constantcontact.com/register/event?llr=pyvkcl5ab&oeidk=a07ek1kg3bi655a86ba
http://events.constantcontact.com/register/event?llr=pyvkcl5ab&oeidk=a07ek1kg3bi655a86ba

