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2017 State of the 
Industry Survey:

“the Internet of Things (IoT) continues to 
gather impressive momentum. Demon-
strating global businesses’ realization 
and understanding of IoT’s value”

The findings of the annual survey on the State of the Internet 
of Things Industry identifies key trends, challenges, and 
opportunities based on the experiences and perceptions of 
professionals representing companies from across the IoT 
ecosystem.

This report will explore the operational and financial 
obstacles that need to be overcome so IoT can deliver on 
the often-lofty expectations.  Discover the most popular 
uses cases and vertical market applications and see what 
companies are perceived as leading the way in the growth 
of IoT.  The study explores a variety of topics – ranging from 
top security concerns to sensors and connectivity.

This year’s report demonstrates the nearly boundless 
potential of IoT but also offers evidence that the path to an 
increasingly connected world, having many barriers and 
obstacles to overcome, will not be easy.  

Who’s Working in IoT?
The high level finding of this year’s annual survey is that 
the Internet of Things (IoT) continues to gather impressive 
momentum. Demonstrating global businesses’ realization 
and understanding of IoT’s value, IoT has moved well 

beyond theory and project conceptualization to 
working deployments with more on the way.   

A majority of businesses are actively engaged in using 
or planning to deploy IoT solutions within the next 
twelve months. In fact, 51% have already deployed one 
or more solutions, with another 17% working on their 
first projects. Indeed, just a handful (12%) do not have 
IoT in their plans for 2017. 

In short, IoT has been unlike many technologies that 
have fallen short of their early hype.  The benefits of IoT 
to enable organizations to be more efficient and effective 
is evident based on the percentage of organizations 
committed to including IoT solutions as foundational to 
their operations and overall business transformations.  
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Stage of Deployments
Depending on one’s perspective, IoT deployments can 
be viewed from a glass-is-half-full or glass-is-half-empty 
perspective. While approximately ½ of current IoT projects 
are fully deployed, the fact that so many projects are in 
the pipeline —17% proof of concept (PoC), 14% prototype 
and 19% in trials—underscores the proliferation of use 
cases that are driving active interest in IoT trials and 
deployments sooner rather than later.    

What is interesting about this is that despite IoT 
challenges—involving security, technology choices, lack of 
standards, systems integration, data analytic requirements, 
metrics and cost—investment has not been deterred. The 
survey indicates that we have crossed a tipping point 
where decision makers believe the potential operational 
and financial rewards outweigh the risks. 

 Goals Of IoT
If readers are looking for further validation as to why 
momentum for IoT is growing, the primary reason can be 
seen in the respondents expressing why they are looking 

at IoT solutions in the first place.  Not surprisingly, 71% 
said it was to grow revenues.  Operational efficiency was 
the second most popular reason at 19%, and regulation/
compliance came  in third with 10%. That said, the 
reality is that creating and sustaining compelling value 
that grows revenue is the catalyst and primary driver for 
investing in IoT solutions. This is particularly becoming 
the case now that select applications are generating 
positive outcomes that encourage taking risks on IoT.

Performance Vs. Expectations
Most IoT solutions are still very much in a nascent stage 
of either testing or operation.  When asked to evaluate the 
business performance of current IoT projects, 31% of 
respondents said they were exceeding expectations while 
55% said their projects were on target. This performance 
assessment can be considered reasonable; after all, we are 
still near the bottom of the on-ramp in terms of IoT’s 
potential. There is a major caveat here - defining success 
is problematic. We are still early in the establishment of a 
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host of metrics that enable the creation and then proper 
validation of expectations and benchmarks.  
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IoT Delivering On Business Objectives?

Caution about being overly enthusiastic about the success 
of IoT projects is based on past technological revolutions.  
One need look no further than Cloud Computing for an 
example. Whether under the moniker of “Share Space 
Computing” back in the 1970s or the myriad of “hosted 
computing” terms used since, the notion of networked 
computing, or the Cloud, has been around for several 
decades.  Only in recent years when the hard issues of 
security, scalability, reliability, integration, confederation, 
liability, compliance, and cost were (and continue to be) 
addressed and resolved did Cloud really take off.  In short, 
Cloud’s adoption curve has had a long tail.  The success 
now driving adoption has been hard work fraught with 
complexities and major challenges.  

With similar obstacles to be overcome, the same is going 
to be true of IoT.   The journey will be arduous, and  
defining and achieving success, hard. This is particularly 
true in an industry and a world where the pace of change 
is accelerating and where accommodating change is truly 
mission critical. 

Target Markets
Again, at a high level, the question arises as to which 

market segments companies are placing their IoT 
solutions bet on.   The answer is that business-to-
business (B2B) predominates at 76% of responses.  The 
concentration on projects that can improve business 
processes and interactions with people and machines to 
make doing business more frictionless, fast, accurate and 
secure, is the current focus.  Increasing asset return, while 
cutting customer churn and process costs is the path to 
revenue and profit growth bolstering the rationale for any 

business to invest in IoT. 

It is useful to note that a lot of the hype around IoT has been 
centered around consumer applications and services like 
wearables. But the truth is the real focus is on business-
centric activities. While certainly subject to change, the 
desire to use IoT to track and monitor business assets and 
reduce operational expenses are currently the primary 
drivers and will likely to remain so for some time. 

Use Cases & Applications
A deeper dive into the application and use cases that 
are popular is illuminating. The list is comprehensive 
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and expansive due to IoT solutions’ impact on so many 
business process touch points. 

IoT is not just about connecting the things.  It is about 
providing real time information so that changes in status 
can be captured, transmitted, and turned quickly into 
actionable insights.  

A big concern of any organization is having a handle on 
the state of all their assets regardless of where they reside. 
This is why asset tracking projects top the list of IoT 
solutions projects with more than 50% of respondents 
working on them.  It is also why projects related to 
energy usage and management along with the operation 
of various physical systems occupy the next three spots 
on the list of popular applications.  

Lastly, of note is that from connected car projects to fitness/
wellness there are a number of initiatives underway that 
are focused on the consumer market. These projects seek 
to improve customer experiences and change the way 
services are delivered and consumed with high provider 
and user satisfaction.

Sensors:  What Type of Information Is 
Being Collected?
The value of IoT is all about deeper understanding of 
assets, so most solutions are working to capture, transmit 
and analyze different types of information unique to their 
individual needs.  Another way of saying this is, “what 
are the most frequently used sensors in IoT solutions, and 
what types of information are they collecting?” 

The most highly ranked sensors are ones that cut across 
industry segments and are in many instances common 
to may products that are transported or systems with 
strict operational requirements.  The list of the type of 
information that is collected gets smaller as the applications 
get more specialized. 

Connectivity
A foundational part of IoT solutions is how the information 
from sensors gets transported safely, securely and cost 
effectively.  Key factors related to what connectivity type 
is ultimately used include transport availability, reliability, 
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cost, and security.  

What is not surprising is the reliance on wireless 
technologies and the breakdowns within each sector.  
With so many IoT solutions gathering data from multiple 
sensors in close proximity to each other, the use of short 
range connectivity is a given at 85%, and the dominance 
of Wi-Fi (76%) is no surprise based on its availability 
and the cost of provisioning and using it. This is also the 
reason why for wider-area needs, cellular at 82% is the 
choice.  

What is of interest here is that wired remains strong.  
Part of this is a function of the preponderance of early 
IoT solutions on uses cases like energy monitoring, 
surveillance, and building automation.  Also of note is the 
emergence of LPWAN solutions. Longer range and less 

costly wireless solutions, particularly using unlicensed 
spectrum, are poised to change the economics of IoT 
connectivity. The battle of low power alternatives is one 
to keep close tabs on in the comings months. Finally, 
while representing a relatively small slice of connectivity, 
satellite is the only option for reaching very valuable 
assets in remote areas.

Security Readiness
More than half (51%) of respondents say their company’s 

IoT solutions need better security.  What is more than 
a bit problematic about this set of responses is the 49% 

of respondents who feel their security 
capabilities are very strong.  Without 
being alarmist, the headlines of the 
past year should cast some reasonable 
doubt on even this level of confidence.  

Consider the data breeches at 
financial institutions, banks, medical 
service companies, governments and 
online service providers as context. 
Systems were breached and data 
was compromised and stolen from 
businesses and institutions where 
security and information protection 
are high priorities.  Unfortunately, 

many IoT solutions were not built with security as a top 
priority and have limited means of adapting to fend off 
today’s sophisticated attackers.  These vulnerabilities 
have been demonstrated time and again at hackathons 
around the world.  It has been done so on everything 
from connected cars to complex medical devices.  

In short, the findings on confidence in security being 
strong need to be taken for what they are - a perception.  
What this number might look like under stress testing 
of those holding such confidence likely would yield a 
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different outcome. This is not to say security is a reason 
not to proceed with an IoT solution deployment, but rather 
it should highlight the need for extra vigilance on the 
security front when dealing with vendors and partners.  

Indeed, it is important to note that when it comes to 
holistically securing computing, storage, and networking 
assets of all types (virtual as well as physical), no system is 
100% secure.  At best, they can say that they will continue 
to take the steps required to minimize risks and quickly 
adapt to new threats.

Top Concerns on Security
In line with the previous acknowledgement that better 
security is something that can encourage more confidence 
in IoT deployments, are the responses by those surveyed 
about their specific security concerns.  As can be seen in 
the granular break down, more than 1/3 of respondents 
identified data & information security as posing the biggest 
threat to IoT.  This tracks with the deluge of postings and 

hackathon results showing how easily some existing IoT 
solutions can be and have been compromised.  Indeed, as 
IoT solutions proliferate and become more embedded and 
foundational to business transformations and operations, 
securing data and information has increasingly become a 
mission critical priority. 

Since IoT solutions must be viewed as end-to-end, the 

findings also indicate that it is not just the information 
that raises security issues. Everything, from the physical 
security of  end points to the applications and networks 
used for the transmission of information, to its processing 
and storage, is susceptible to being targeted by those with 
malicious intent.  

This is why there is a growing consensus that security 
concerns are the principle hindrance to greater IoT 
adoption. It also underscores the reason why the selection 
of trusted vendors, partners, and advisors is such a 
priority.

Barriers To The Growth Of IoT

Security, by a substantial margin, was the most frequently 
identified obstacle to the adoption of IoT, however, it is not 
the only one. The findings demonstrate that nearly half 
see the cost of rolling out IoT solutions as a barrier, while 
roughly the same percentage believe interoperability and 
hardware could stifle adoption. Finally, a lack of people 
with the right skill sets and competencies was identified 
as an impediment to growth by more than 40%.
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It should be noted that while all of these concerns point to 
the fact that IoT solutions deployment and maintenance 
have a multitude of complex challenges, these challenges 
are not uncommon with any new technology. They all are 
extremely hard but, ultimately solvable. The fact that they 
have risen to the top of the list of barriers is not surprising. 
These concerns are reflective of the nascent nature of IoT. 

This also highlights why engaging experienced vendors, 
partners, and advisors is so important. We live in a world 
where the expression “you don’t get a second chance to 
make a first impression” has never been more true. It is also 
one where failure is not an option given the consequences.  
The impact of recent security breaches should serve as a 
warning to everyone.

That said, the barrier that stands out (aside from security) 
is the shortage of skilled people. History says that the 
others, along with the creation of an acceptable level 
of risk surrounding security, involve the proper use 
of  increasingly sophisticated technology. However, for 
everything to work, organizations need the right people, 
with the best tools, training, and change menegement to 
achieve desired results. 

Finally, of interest and a bit of a silver lining is that C-level 
buy-in ranked so low.    

Companies Perceived As IoT Leaders
The important word here is “perceived.” This is, after all, a 
snapshot in time with the caveat that perception in many 
markets is reality.  Part of the story here is likely to be a direct 
function of brand recognition and the amount of marketing 
that has gone into various vendors’ promotion of IoT. In 
other words, things such as the number of deployments and 
revenues to a specific vendor may not precisely align with 
the perceptions of who the market leaders are, even though 
respondents are an IoT knowledgeable audience. They are 
also a function that is related to respondents’ positions and 
their own perceptions of what constitutes IoT. The power of 
the brand in fact should be heavily considered in why the 

global powerhouses -ones with whom most respondents 
likely have business relationships with- are at the top of 
the pyramid. While most of the study’s findings are based 
on the respondent’s firsthand experience with IoT at their 
own company, this question forced respondents to look 
beyond their company and evaluate the whole of the IoT 
ecosystem based not only on their own experiences but 
also on how effective other companies are at articulating 
their achievements, or even just their intentions, in a 
hyped IoT market.  It is clear that marketing does have 
substantial influence on perception – even on those who 
are IoT industry veterans.

Industries Leading & Lagging in IoT
The industry leaders are predictable. The sectors cited, 
historically, have heavily deployed remote sensors for 
tracking and monitoring of systems for many years.  This 
has been true in the Automotive industry with things like 
remote roadside assistance and navigation. It has also been 
the case in Transportation where fleet management has 
evolved from location based telematics to more complex 
monitoring of the moving parts of the vehicle (e.g. engine, 
transmission, & tires) and also the cargo hold and its 
contents.  Manufacturing is investing in IoT based on 
production automation being the order of the day. And, 
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Energy companies have been investing and will continue 
to look at the latest technologies to assure their systems 
and processes are working optimally and in compliance 
with various mandates.  

The bottom line is that better information and insights 
regarding system and process status and performance is 
only going to increase over time as literally everything 
gets both smarter and connected.

On the lagging side of things there are a few anomalies 
of note. Because of the variety of use cases and the range 
of complexity, healthcare appears as both a leader and 
a laggard.  While most often cited laggard, there are 
aspects of government – notably within the realm of 
national security and defense – where government is 
a longstanding IoT leader.  However, by and large, the 
opportunity within government for improved delivery of 
services, more efficient means of information collection, 
and cost reduction is significant.  The other laggards 
are industries that have a history as slow adopters of 
technology in general. The reasons tend to be unique to 
the sector, but cost and level of urgency play major roles.

 About The Survey
The findings of the survey reflect the views of 416 
respondents representing businesses and technology 
companies from across the IoT ecosystem.  Respondents 
are predominantly located in North America, hold a 
diverse set of roles and responsibilities across virtually 
all functional areas, and are distributed across small, 
medium, and large sized companies.   34%
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