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Goodbye “Wet Ink” Signatures

Throughout the COVID-19 pandemic, CNA and the
National District Attorneys Association collaborated to
support prosecutors and courts by developing and
disseminating COVID-19 response resources designed to
help navigate an altered and unfamiliar criminal justice
system. The pandemic has affected nearly every aspect of
our society and has had a profound impact on the criminal
justice system in particular—and notably on the
operations of prosecutors and courts nationwide.
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Visit our website for additional resources https://www.cna.org/centers/ipr/jri/covid-courts
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By Definition
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A digital signature is a mathematical technique in the form
of “an electronic sound, symbol, or process that is both
attached to and associated with a record or contract,”1

which is “used to validate the authenticity and integrity”2

of the record or contract.



Forms of Digital Signatures
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A digital signature is a mathematical technique in the form
of “an electronic sound, symbol, or process that is both
attached to and associated with a record or contract,”1

which is “used to validate the authenticity and integrity”2

of the record or contract.
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Digital and eSignatures come in a variety of forms3



The Issue
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Before the pandemic, digital and electronic signatures
(eSignatures) typically were not accepted on civil and
criminal court orders, notices, briefs, or other official court
documents. To be legally binding and accepted by the
court, these documents required notarization with in-
person signatures.4

However, innovative alternatives to in-person
requirements for signing legal documents have become
the “new normal” in the face of social-distancing measures
implemented across the country during the pandemic.



Innovative Alternatives
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With limited methods to obtain “wet” signatures safely,
jurisdictions began implementing changes when signing
plea bargains, charging documents, indictments, and other
essential court documents.

Such changes include allowing representing attorneys to
sign documents on behalf of their clients, accepting
affidavits with electronic signatures, and permitting
incarcerated defendants to sign plea agreements remotely.



A Solution

Changing existing laws or issuing emergency orders lifting
certain limitations to the use of digital and eSignatures
enables attorneys and the courts to avoid potential
bottlenecks caused by the increased time and effort it
takes to obtain a “wet” signature.

This resource discusses the use of eSignatures and remote
online notarization (RON) within the court system and
reviews best practices for ensuring that electronically
signed documents are accepted by the court.
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Permanent RON Laws 
Amended Permanent RON Laws 
Emergency Executive Order 

In March 2020, states began amending existing RON laws and issuing emergency 
executive orders6



Alabama Hawaii Michigan North Carolina Utah

Alaska Idaho Minnesota North Dakota Vermont
Arizona Illinois Mississippi Ohio Virginia
Arkansas Indiana Missouri Oklahoma Washington
California Iowa Montana Oregon West Virginia
Colorado Kansas Nebraska Pennsylvania Wisconsin
Connecticut Kentucky Nevada Rhode Island Wyoming
Delaware Louisiana New Hampshire South Carolina

District of 
Columbia

Maine New Jersey South Dakota

Florida Maryland New Mexico Tennessee
Georgia Massachusetts New York Texas

Click on the state to view RON guidelines:7
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https://governor.alabama.gov/assets/2020/04/2020-04-02-Fifth-Supplemental-SOE_COVID-19.pdf
https://ag.hawaii.gov/wp-content/uploads/2020/03/Emergency-Rules-Relating-to-Notaries-final.pdf
https://www.legislature.mi.gov/documents/2019-2020/publicact/htm/2020-PA-0246.htm
https://www.sosnc.gov/imaging/dime/webportal/55573846.pdf
https://le.utah.gov/%7E2019/bills/hbillenr/HB0052.pdf
http://www.akleg.gov/basis/Bill/Text/31?Hsid=SB0241Z
https://legislature.idaho.gov/wp-content/uploads/sessioninfo/2019/legislation/S1111.pdf
https://www.revisor.mn.gov/bills/text.php?number=HF15&type=bill&version=0&session=ls91&session_year=2020&session_number=5
https://www.legis.nd.gov/cencode/t44c06-1.pdf#nameddest=44-06p1-13p1
https://sos.vermont.gov/media/mixppvcq/emergency-rules-remote-notary-final-2020-0324.pdf
https://insurance.az.gov/sites/default/files/documents/files/eo_2020-26.pdf
https://www.cyberdriveillinois.com/departments/index/notary/electronicnotary0320.pdf
https://www.sos.ms.gov/content/executiveorders/ExecutiveOrders/1467.pdf
https://search-prod.lis.state.oh.us/solarapi/v1/general_assembly_132/bills/sb263/PH/04?format=pdf
https://www.governor.virginia.gov/media/governorvirginiagov/secretary-of-administration/Virginia-Remote-Online-Notarization-Guidance.pdf
https://governor.arkansas.gov/images/uploads/executiveOrders/EO_20-12.__.pdf
https://governor.iowa.gov/press-release/gov-reynolds-signs-new-proclamation-continuing-state-public-health-emergency
https://www.nationalnotary.org/knowledge-center/remote-online-notary/how-to-become-a-remote-online-notary/missouri#MissouriRON
http://oklegislature.gov/BillInfo.aspx?Bill=sb915
http://lawfilesext.leg.wa.gov/law/wsr/2020/08/20-08-071.htm
https://leginfo.legislature.ca.gov/faces/billPdf.xhtml?bill_id=201920200SB1322&version=20190SB132298AMD
https://www.legis.iowa.gov/docs/aco/bulletin/03-25-2020.pdf
https://leg.mt.gov/bills/2019/billhtml/HB0370.htm
https://secure.sos.state.or.us/oard/viewReceiptPDF.action?filingRsn=46889
https://apps.sos.wv.gov/adlaw/executivejournal/readpdf.aspx?DocID=89564
https://www.sos.state.co.us/pubs/rule_making/files/2020/20200330NotaryNoticeTempAdopt.pdf
https://governor.kansas.gov/wp-content/uploads/2020/09/EO-20-64-final.pdf
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dropbox.com%2Fs%2Fzrjvm0zb957yn10%2FEO%252020-13%2520-%2520COVID-19%2520-%2520Accelerating%2520Online%2520Notary%2520%2526%2520Financial%2520Institutions%2520Regulatory%2520Flexibility%2520.pdf%3Fdl%3D0&data=02%7C01%7Ctaylor.gage%40nebraska.gov%7C4442de135d3540557a0608d7d68dacde%7C043207dfe6894bf6902001038f11f0b1%7C0%7C0%7C637213776300032672&sdata=31jfPeX1IqtgcqajPLVmtdAhA%2FBg1ZvNEn3ewZeSxW4%3D&reserved=0
https://www.legis.state.pa.us/CFDOCS/Legis/PN/Public/btCheck.cfm?txtType=HTM&sessYr=2019&sessInd=0&billBody=S&billTyp=B&billNbr=0841&pn=1623
https://docs.legis.wisconsin.gov/2019/related/acts/125
https://portal.ct.gov/-/media/Office-of-the-Governor/Executive-Orders/Lamont-Executive-Orders/Executive-Order-No-7K.pdf
https://www.nationalnotary.org/file%20library/nna/reference-library/law-updates/sb150_en.pdf
https://www.nvsos.gov/sos/licensing/notary/enotary-faqs
https://www.sos.ri.gov/assets/downloads/documents/2020-Updated-Notary-Public-Standards.pdf
https://sos.wyo.gov/Services/Docs/Guidance-on-Temporary-Remote-Online-Notarization.pdf
https://governor.delaware.gov/wp-content/uploads/sites/24/2020/04/Eleventh-Modification-to-State-of-Emergency-04152020.pdf
https://gov.louisiana.gov/assets/Proclamations/2020/37-JBE-2020.pdf
https://www.governor.nh.gov/sites/g/files/ehbemt336/files/documents/2020-04.pdf
https://www.scstatehouse.gov/sess123_2019-2020/bills/3917.htm
https://lims.dccouncil.us/Legislation/B23-0750
https://www.maine.gov/governor/mills/sites/maine.gov.governor.mills/files/inline-files/EO37.pdf
https://nj.gov/infobank/eo/056murphy/pdf/EO-170.pdf
https://mylrc.sdlegislature.gov/api/Documents/216596.pdf
https://www.floridasupremecourt.org/content/download/632105/file/AOSC20-16.pdf
https://sos.state.md.us/Documents/AmendedRemoteNotaryOrder.pdf
https://www.governor.state.nm.us/wp-content/uploads/2020/10/Executive-Order-2020-073.pdf
https://publications.tnsosfiles.com/pub/execorders/exec-orders-lee64.pdf
https://gov.georgia.gov/document/2020-executive-order/03312001/download
https://malegislature.gov/Bills/191/S2645.pdf
https://www.governor.ny.gov/sites/default/files/atoms/files/EO%20202.7.pdf
https://gov.texas.gov/uploads/files/press/Office_of_the_Attorney_General_Guidance.pdf


Digital Signatures 
vs. eSignatures

It is important to note that digital signatures and
eSignatures are not the same. Digital signatures
can confirm the identity of the signatory,
maintain a record of any changes made to the
document, certify the authenticity of the
document, and conform to US law. Alternatively,
eSignatures are vulnerable to forgery, as the
signer’s identify is secured only via email or
simple passwords or PINs, and can be contested
in court.
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Digital Signatures vs. eSignatures

These differences are particularly important for official
court documents, which must pass the court’s
authenticity bar for accepting documents without “wet”
signatures. To meet these requirements, forensic
authentication of a digital signature may be accomplished
via an audit trail.
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Audit Trails

Audit trails are digital records that record and trace every
action associated with a digitally signed document,
including (1) when and to whom the document was sent;
(2) the exact date and time it was opened and signed; (3)
unique identifiers of the signatory (e.g., name, email
address); and (4) IP addresses that can determine where a
document was signed.8
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Encryption and Verification Process
At each stage, unique information is captured and stored, which can be retrieved later. A digital
tracking process ensures that representing attorneys and the court can be confident that digitally
signed documents, if contested, can be reliably verified.
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eSignature Vendors
Many vendors provide digital and eSignature software. When choosing the
appropriate vendor to execute digital and eSignatures, make sure the software
produces documents with signatures that meet the following criteria outlined in
the eSIGN Act:9

1. Verified association between the eSignature and the document 
2. Verified identification of the signer 
3. Confirmation that the signatory intended to sign the document 
4. Consent among parties to use eSignatures
5. Retention of the document for a specified period of time 

according to state law
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Vendor Selection Checklist
Authentication
 Does the software ensure that the electronically signed documents are protected and secure?
 Are users required to provide identification when signing digitally?

Audit trails
 Are all events of the signature process tracked, recorded, and stored?
 Does the software prevent tampering at both the signature level (cannot edit the signature

itself) and the document level (cannot edit the document or its contents)?

Reputation
 Does the vendor have a solid reputation within the digital signature technology community?
 Does the technology use reputable cryptographic tools that meet industry standards?
 Will the electronically signed documents continue to be valid in the long term?10
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Thank You
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As we navigate a post-pandemic criminal justice system,
we must remain adaptable and flexible and continue to
explore innovative solutions to new and ever-changing
obstacles. We hope this document provides useful
information and guidance on the use of digital
signatures.

Please visit our website to explore other resources on
such topics as addressing post-pandemic case backlogs,
prosecuting COVID-19 related crimes, and the mental
wellness of prosecutors and court staff. Contact us at
COVID19_courts@cna.org.
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