m How to easily redact text in a PDF on your Mac

An embarrassing, sometimes legally disastrous mistake arises when attempting to block text
with black boxes.
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idely used PDF files capture text and images nearly exactly as
they display in the application that created them. The format is
designed to store text and both bitmapped and vector images,
m with the text available for searching, copying, and even editing in the
proper app. That “copying” part can lead to oceans of trouble when
people try to remove details from a PDF before distribution —redacting
details from a court case, government documents, or even inter-company
communications—by drawing black boxes over the words and paragraphs they want
to protect.

In most cases, however, drawing boxes over text in a PDF just adds the boxes—it
doesn’t delete the text underneath them. Someone who would like to extract the text
beneath the obfuscation can just drag over the area with a selection tool or select
Select All on the page. The copied text can then be pasted into a word processor or
text editor.
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These black-box overlays have led to embarrassing and legally disastrous situations
stretching back a couple of decades. Three notable incidents: the accidental release
of information in a filing in 2011 in long-running litigation between Apple and
Samsung, the disclosure of key allegations in the Paul Manafort prosecution in 2019
alleging his connection to a purported Russian-connected associate—and on May 25,
2021, when information was revealed when CNN performed a copy and paste in
filings by attorneys for a defendant in a case that involves former New York City mayor
Rudolph Giuliani.

If you need to remove text from a document from a PDF before sending it—and you
can’t simply eliminate information in the source document used to create the PDF and



make a fresh one—you can turn to several apps to snip secret, legally prohibited,
embarrassing, or proprietary text out of a PDF before sending it on its way.

How to redact in macOS Preview
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Drag with the Redact selection tool across the text, and a black bar with an X’d
pattern appears. Save, and that text can’t be recovered from that version of the file,
although you can use File > Revert To to select a previous version before redaction or
pull a copy out of a Time Machine backup.



Apple added more powerful PDF tools with macOS Sonoma, including intelligent form
detection and enhanced AutoFill, so Preview may be all you need for PDF editing.
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How to redact in Adobe Acrobat

Adobe Acrobat Pro (part of a Creative Cloud subscription) also offers a redaction tool,
available via Edit > Redact Text & Images. Adobe warns you about how the feature
works when you first select it.

Acrobat lets you know that text will be
permanently removed, and offers a sanitization

Apply Redactions .
option, too.

This will permanently remove the redacted information from this
document. Once you save this document, you won’t be able to
retrieve the redacted information.
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Acrobat also includes a “sanitize” feature, which removes a variety of hidden
metadata, such as the document’s author, which is often pre-filled with the name of
the person using the computer or app; invisible but searchable text layers that are
created when a document is imported as a set of images, and the text is
algorithmically identified; and any text that runs off a page or is entirely off in the
margins and can’t be selected.
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Redact with PDFPen and PDFPen Pro

Smile’s PDFPen and PDFPen Pro feature redaction, too. You can either select text
via Tools > Select Text or a region via Tools > Select Rectangle Tool and then
apply Format > Redact Text — Block. The resulting image has been scrubbed.
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