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This Week

Westport Officials to Discuss 
Scams and Safety



CURRENT CRIME 
TRENDS
SCAMS
• Captain Jillian Cabana

• (203) 341-6026

• jcabana@westportct.gov

• Sergeant James Baker 

• (203) 341-6000

• jbaker@westportct.gov
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mailto:jcabana@westportct.gov
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ANYONE CAN BE A VICTIM



METHODS

• CALL

• TEXT

• EMAIL

• IN PERSON

• OFTEN UNORTHODOX PAYMENT REQUEST



COMMON SCAM TYPES



SOCIAL ENGINEERING



Another example…



OTHER SIMILAR SCAMS

• UTILITY SCAMS

- SHUT OFF ELECTRICITY OR WATER

- USUALLY REQUESTING PAYMENT VIA GIFT CARDS OR CRYPTOCURRENCY

• SOCIAL SECURITY

- PHISHING FOR YOUR PERSONAL INFORMATION

• POLICE/IRS SCAMS

- IF YOU DON’T PAY, YOU’LL BE ARRESTED



TEXT/EMAIL SCAMS

SHIPPING SCAMS

DELAYED PACKAGE, CLICK HERE TO TRACK

FRAUDULENT BANK ACTIVITY SCAMS

CLICK LINK

LOOKS LIKE LEGITIMATE BANK PAGE 

EMAIL COMPROMISE SCAMS

EMAIL APPEARS TO BE LEGITIMATE

MAY BE ONE LETTER OFF

MAY CHANGE WHEN YOU HOVER OVER THE ACTUAL NAME



HALLMARKS ARE ALL THE SAME

• MANUFACTURED EMERGENCY

• REQUIRES IMMEDIATE ACTION

• SEND MONEY



TEXT SCAM EXAMPLE





Town of Westport August 2025 Alert 



Cryptocurrency 
investigations

Westport Police 
department

Detective james 
baker



Common Types of Crypto-Crime

• Stolen funds
• Account takeovers, stolen private keys, business email compromise 

• Investment scams/fraud
• Often originate from romance scams – “Pig Butchering”

• Becoming the most popular for US law enforcement

• Losses often exceed $250,000 with some cases in the millions 

• Ransomware 

• Darknet Markets 
• Narcotics, human trafficking, stolen identities, CSAM, firearms, anything!

• Money laundering 



Credit: Chainalysis 2023 Crypto Crime Report



Examples of bad actors

• Russian ransomware groups 

• North Korean hackers (state sponsored) 

• Drug cartels 

• Global scam organizations

• Most common for cases at state level law enforcement 

• Very common for funds to end up on a foreign exchange 

• Many actors within these organizations are themselves victims of labor/human 
trafficking 



Credit: Chainalysis 2023 Crypto Crime 

Report



Pig Butchering 



Pig Butchering

• Name derives from Chinese “Sha Zhu Pan”

• Typical MO for southeast Asian countries, mainly China but 
also Cambodia, Vietnam, Myanmar 

• Highly organized with hundreds of actors per group

• Many low-level actors are labor trafficking victims 
• Victimization on both sides of the scam

• Accounts for billions of dollars in losses per year 



Fattening the Pig

• Often romantic or friendly online relationships take a turn towards investing 

• Unlike fear inducing ATM scams, these happen slowly

• Victim is introduced to a phony investment site/app

• Scammer builds trust in the victim and will even put in money of their own

• Victim may even be allowed to withdraw small profits initially



Slaughtering the Pig

•Victim has “invested” substantial amounts of money
• Not uncommon to drain savings, retirement assets, 

refinance home, loans

•Upon attempt to withdraw profits, victim is told they 
must pay “taxes” 
• Creates a cycle of further monetary loss 
• Scammer may provide a “customer service” number via WhatsApp



Typical Steps

• Victim begins talking with scammer via dating site, social media, or direct 
message app 

• Investing is introduced 
• Victim told to set up a legitimate exchange account (Coinbase, Crypto.com, etc.) 
• Victim converts USD to crypto (usually Tether)
• Crypto is then “invested” on a fake platform that usually mimics a legitimate 

platform









US Law Enforcement’s Cooperation with Foreign 
Governments

• An exchange may not comply with the US voluntarily 

• We rely on our relationships with international partners 

• Mutual Legal Assistance Treaties (MLATs) 

• Served on a foreign government and then that government 

serves the exchange/business 

• Facilitated by the Department of Justice Office of International 

Affairs (OIA)



Westport success story

• Westport victim receives a call from “Chase Bank”

• Threat Actor gains the victim’s with fraud alerts that are accurate

• Threat actor moves the line of communication to Whatsapp

• Our victim is persuaded to move money into Kraken to invest in 
bitcoin (from their Fidelity Investment Account)

• Incident occurs between 2/23 and 3/23

• Initial complaint isn’t made until 5/15/23



Westport success story continued…



Westport success story continued…



Westport success story continued…



binance information request



Binance pay





NEXT STEPS

• The exchange gives a complimentary 7 day freeze

• Need legal process to extend to 30 days

• A follow up seizure warrant is requested an served on 6/26/23



Our victims 
money is 
back….almost
JULY 20, 2023



Wheels of justice

• Collaborate with prosecutor to return funds to victim

• Provide our suspect with an opportunity to claim the funds as their 
own

• Our victim needs to apply to have money turned over to him

• After approximately 30 days the motion is added to the docket to 
return victim funds

• During this time, funds must remain in Bitcoin as they were seized



Conclusion

• September 12, 2023 the Westport Police Department returned 
approximately 119 Bitcoin to the Victim

• The approximate total returned was $3,001,156.00



How to protect yourself
• Hang up and verify the information

• Contact your family member
• Contact your financial institution directly

• Monitor your credit report and account regularly

• Never grant access to your computer remotely

• Email--- if you don’t expect it, don’t accept it

• Change your passwords regularly
• Add a digit you’ll remember to your security question answers

• If it sounds to good to be true….

• If you fall victim to one of these scams
• Contact law enforcement as soon as possible



HOW FAMILY MEMBERS AND CAREGIVERS 
CAN HELP



Tips for the holiday season
• Lock your car.  Take your keys.  Remove valuables.

• Have a neighbor, friend or relative check on your home

• Have someone collect your mail, packages or newspapers
• Or put delivery on hold

• Lock your doors and windows (even 2nd floor)

• Set your alarm
• Hardwired is best

• Put outdoor lights on a timer

• Do not post pictures from your travel on social media until you are 
back home



Emergency Management & Community Preparedness
Planning, Response, and Resilience

Emergency Management Director

December 18, 2025

Fire Chief Nick Marsan



Why Emergency 
Management Matters

• FOCUSES ON 
PREPAREDNESS, 

RESPONSE, 
RECOVERY, AND 

MITIGATION

• PROTECTS LIVES, 
PROPERTY, AND 

COMMUNITY 
STABILITY

• PREPARED 
COMMUNITIES 

RECOVER FASTER



What Is Emergency Management?

• Preparedness

• Response

• Recovery

• Mitigation



How Risks Have Changed

• More severe weather

• Longer power outages

• Aging infrastructure

• Increased technology dependence

• Growing senior population



Role of the Fire 
Department

• ALL-HAZARDS 

RESPONSE AGENCY

• FIRE 
SUPPRESSION & 

RESCUE

• EMS

• HAZARDOUS 
MATERIALS

• EMERGENCY 
MANAGEMENT 
COORDINATION



During a 
Major 
Emergency

• Incident Command 
System (ICS)

• Clear chain of command

• Multi-agency coordination

• Scalable response



Emergency 
Operations Center 
(EOC)

Activated for large 
incidents

Central 
coordination hub

Supports field 
responders



Types of 
Emergencies 
We Plan For

Severe 
weather

Power 
outages

Fires & 
hazardous 
materials

Public 
health 
events

Transportation 
incidents



Seniors & 
Emergency 
Preparedness

• Increased 
vulnerability

• Medical & mobility 
considerations

• Planning supports 
independence



Power Outages

• Heating & cooling risks

• Medical equipment 
needs

• Communication 
challenges



Individual 
Preparedness

• Flashlights & batteries

• Charged phones

• Medication lists

• Emergency contacts



Emergency 
Communication

• Emergency alerts

• Town website & social media

• Local media

• Senior Center outreach

Text 06880 to 

888777



How Residents Help Responders

• Follow 
instructions

• Limit travel

• Keep roads 
clear

• Call 911 only 
for emergencies



Recovery After 
Emergencies

• Damage 
assessment

• Utility restoration

• Social services 
support



Preparedness = Independence

Emergencies happen

Planning reduces risk

Small steps matter
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