ASTP ONC Finalizes Federal Health IT Strategy. The Assistant Secretary for
Technology Policy, Office of the National Coordinator for Health Information Technology
(ASTP ONC) published the final 2024-2030 Federal Health IT Strategic Plan in
accordance with the Health Information Technology for Economic and Clinical Health
(HITECH Act.) The Strategic Plan presents federal health information technology
(health IT) goals and objectives to achieve a future state where health IT and electronic
health information are used to: (i) Promote health and wellness; (ii) Enhance the
delivery and experience of care; (iii) Accelerate research and innovation; and (iv)
Connect the health system with health data.

OCR Imposes a $240k CMP Following Ransomware Investigation. The Office for
Civil Rights (OCR) announced a $240,000 civil monetary penalty (CMP) against a
medical institute in Southern California, concerning potential violations of the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) Security Rule, following a
ransomware attack breach report investigation by OCR.

OCR initiated an investigation following the receipt of a breach report filed by the
institute in April 2018, which reported that its systems were impacted by a series of
ransomware attacks that affected the electronic protected health information (ePHI) of
85,000 individuals between February and March 2018. OCR’s investigation determined
that servers containing ePHI were encrypted with ransomware three times. OCR found
two potential violations of the HIPAA Security Rule, including failure to have a business
associate agreement in place and failure to implement policies and procedures to allow
only authorized persons or software programs access to ePHI. Go here to read The
Notice of Final Determination.

According to OCR, ransomware and hacking are the primary cyber-threats in health
care. There has been a 264% increase in large breaches reported to OCR involving
ransomware attacks since 2018. OCR recommends that health care providers, health
plans, clearinghouses, and business associates that are covered by HIPAA take the
following steps to mitigate or prevent cyber-threats: (i) Review all vendor and contractor
relationships to ensure business associate agreements are in place as appropriate and
address breach/security incident obligations; (ii) Integrate risk analysis and risk
management into business processes; conducted regularly and when new technologies
and business operations are planned; (iii) Ensure audit controls are in place to record
and examine information system activity; (iv) Implement regular review of information
system activity; (v) Utilize multi-factor authentication to ensure only authorized users are
accessing ePHlI; (vi) Encrypt ePHI to guard against unauthorized access to ePHI; (vii)
Incorporate lessons learned from incidents into the overall security management
process; and (viii) Provide training specific to organization and job responsibilities and
on regular basis; reinforce workforce members’ critical role in protecting privacy and
security.


https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/pmi-nfd/index.html

Federal Agencies Mark October as Cybersecurity Month. Federal agencies
including the Cybersecurity and Infrastructure Security Agency (CISA) and the National
Institute of Standards and Technology (NIST) are marking Cybersecurity Awareness
Month. Resources include:

CISA

e Free Cybersecurity Awareness Month 2024 Toolkit includes new resources like
tip sheets on how to stay safe online when using Al, reporting cybercrime, and
raising digital citizens, as well as puzzles and posters.

e Participate in Cybersecurity Career \Week from October 14-19th.

e Learn more about CISA’s talent development initiatives aimed at filling the cyber
workforce gap on October 16, 2024, at 2 p.m. ET. To register, click here.

o Partner with CISA’s Secure Our World Program. To learn more, go to Secure
Our World Opportunities Guide.

e Follow CISA on X, LinkedIn, Facebook, Instagram, and YouTube.

¢ NIST Cybersecurity Awareness Month website
» Be on the lookout for their blog posts throughout October. The first post can be

found here.
o Check out their National Cybersecurity Center of Excellence (NCCoE) LinkedIn

showcase page.

o They are hosting Cybersecurity Career \Week during the week of October 14-
19th. Click here for ways to participate.

o Follow NISTCyber on X as they spread the word about our various cybersecurity
and privacy resources

HC3 Publishes “Malvertising” Warning. The Health Sector Cybersecurity
Coordination Center (HC3) published a new Analyst Note on the issue of “Malvertising.’
According to HC3, this combination of “malicious” and “advertising” cyberattack method
occurs where legitimate advertising networks are infiltrated with malicious
advertisements. This tactic exploits digital advertising infrastructure to deliver malicious
content to end users. These advertisements can appear on reputable websites and are
designed to automatically infect devices with malware upon viewing or interacting with
the ad. This form of attack leverages the trust users have in well-known websites, and
ultimately exploits the complexity of the online advertising ecosystem. The Note details
malvertising methods, impacts, and recommends mitigation strategies.

House Homeland Security Committee Advances 7 Cybersecurity Bills. The House
of Representatives Homeland Security Committee, led by Chairman Mark Green (R-
TN), advanced seven bipartisan cybersecurity bills. Legislation includes:

e H.R.9770, the “Cyber PIVOTT Act,” introduced by Chairman Green


https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7EfhLrt6rvbU4zLdcAvzAfbcybCLmSIvgl8xiYOCTCjQ_KtBTHh3xQADzF0tBeYiZMLe_Qh2l-x39B66ZIAwOQcIxSs3-94enDUKRjiCX837q9gJzoYKQjojnq1IkxVjch8upLMz7kSeXa6uM6TpNYULfNiubqbVcMzkj0R0N5fx3KEf8bpyzLaVUDiNnVQdLUTqDruz9NLMKEdu0nQQ8JEoKZJS4q8asA==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFyB47irEmDIe9hfBY1BW7XFTjzVwVmR1VdgdbQsKvONqlZuvNO-Yy625l7M8xPZDjncVbL1_gj-T-WtJ-WNXl85Lae7VoXDtGZUiX8hkX1YRz2OkeGZZg0pTkIXlZYdCQt2BHU3GbLC7-M5iHrROKW7iClX4t6lsJh-4rrYNGlpRqPsofF3Fpzw==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFltZeFSkHpfm6rtQSvkX9ZqyN7QgOjI9-u_VRHImdl8zIqHsivnSygTeGE_ZFhVFDPkoIOckZ5PNH5Ck5HYqtla067UUgBIpkm9hlBAH7MDAc5DDORoETYvK7IaGWpPi-qWnvG6KiE2kWSnrE_b9163Zx_UFGuF61E-Ol-vcR0trWfkoseZE_vLzu_2nypVYT9wsg4HakbZyzKIvad1apvGym9N8lg7i5GTLshyAaUk7PsfEb1Uq6QQ==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7CWjlkNvQJRQqGueNL_SI69oubx2z7JHhpnWB3VC1clqtu7v6GL1-RTyHDIxSP6_k7CJPI6cIhS7-MF91DfpmnrmDj9mIR5zaNVpMJJgpj7O_UBxlA82mCI=&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFxDmCq5Ba4A4KsE7aRhjTqO_pF0dzmIxrRQNXk0iSWl-MWTarDxgU93OKAVV92UbFBdovvPJVz6zGqXWlAeOpMq5NyId7yMMhjMAjiFRP45RZc6z59XTpa_WtDvAgvp5ZXJ3uKE5JJBblKTNSECyCKHcH15EWQSr8ZXecWZ6Ilig=&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFxDmCq5Ba4A4KsE7aRhjTqO_pF0dzmIxrRQNXk0iSWl-MWTarDxgU93OKAVV92UbFBdovvPJVz6zGqXWlAeOpMq5NyId7yMMhjMAjiFRP45RZc6z59XTpa_WtDvAgvp5ZXJ3uKE5JJBblKTNSECyCKHcH15EWQSr8ZXecWZ6Ilig=&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFIU_ENlYvTA6e7c34xdVYXuLF1Oap_Uo6o1Hob-9ewvF4odutEC0XKULdKtZalmpSW86fyWXq24xdZeSU4xhzAzrptcsMYect&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFr4stGUxZ5EWJIV65r5Rk-swxfjo48Na6UpbB9BrPrXGaMwMHVGiG42qhyAcwZTOk_YVRMok_jdHoSGi4v2H3kELB7XtxiTtWhbtDposVIGQ6fx4hQBwOkmaJ_2Ek8WFxtfBwVtxBc6C6H2t5rVr9y0e2mi52T-RbODbRlzREdIk=&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFU2aww_CM5EogmW9luN2Kf9egXyDi3zWglWXhHTLvF2VzkF67BbruodEunrCkYCVrFCjtdkOt0oSI2xRFJ7k3lqIJuf_h9lfZ&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFtkLYv-XebTAlRj9L3DJbBuA8mpR5bWU9c3jQ8awjip9364COeG3QcapLktUtL_7NfirOTUefvTEenzjdLK0aHGzm-EbPIxI0_qvmzV4Qi7A=&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFce0qEAvWrJ19IhoQ0gTEsKLxY2fgHVokLTZqRp26YQ2HF66AEuOylHUa8WQLm72QvsegxhQykqodnwI2d31pYjZVVzLJx3JQhmL8kl51YIs=&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAF1KoCCaGCbCSx8VSOVk0oOvYCz4CwuRvqj5wOMdCQHomX_ZDb756EtDUJpYS-Armxi8TsfWet6hkDSg5T54R1kMs7FUhqiRlhl0scLmeyzcQ-JVs3e_rZE1512UjDOXlK68dUt31nknAJk-BpRzFviQ==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFECxbRdUr_gYV_-OfpucWTc67gSA3C9t9Qr13eoyvtspVIOdeD4q4sZlvuJ7hfgyt7JfkCam2DhQxbXY_uRZzK4hNPDQSDxgnG8ycAWfSAUGOPStFzPcmARykhx5RZVNj&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFR4Jzbmlz18-P--mVCVHVD4Pb9C1rECVrsKg9QnLj-wOgmoA_wVPDwt6shdOSeD1u_-ugZ2D7z3Q-HAHdwJTH6PMiuuDeSrmjsBJxKqmiPuWRsD4kpu4BHUqbySqtgcV2aS_JVWUW2imE6yozF1k_DvRufKfm28AD7zWWcoFcytkqQvrCajPtr11SCOxK8ufd-nw3ZDZWf8YiFHhDcHTU4w==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFR96xx32zj-skjtoqZSYCqPPoCVm6VBVOS-JjGrzEaPF8nlBIUyeiF-TUGZRLp9ZVl8S0ar94yl2quN7reZv3-HydxR1gHz6AYSJ1Mp8i85XfwGTrbIcE3w==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFR96xx32zj-skjtoqZSYCqPPoCVm6VBVOS-JjGrzEaPF8nlBIUyeiF-TUGZRLp9ZVl8S0ar94yl2quN7reZv3-HydxR1gHz6AYSJ1Mp8i85XfwGTrbIcE3w==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFyB47irEmDIe9hfBY1BW7XFTjzVwVmR1VdgdbQsKvONqlZuvNO-Yy625l7M8xPZDjncVbL1_gj-T-WtJ-WNXl85Lae7VoXDtGZUiX8hkX1YRz2OkeGZZg0pTkIXlZYdCQt2BHU3GbLC7-M5iHrROKW7iClX4t6lsJh-4rrYNGlpRqPsofF3Fpzw==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFZsiVT2FGfmsqd1bjhX8CRAlxYwXfn2ezwJzwXHMXmBx_tzqy07jXPlOhxFZCGdEcoSL0ksl2xafsfi9LhhLVWo5S-2LqMn584n3tsiz74-fFU7ec826t5jM9leo0cf6bCd8oWMmXXhNI4QPNOdLyvWnOlQp3L7f-vwNs4luOw74LQM5kEM5X-Wtz1i0LpOKzBtYeAgTg_Sc=&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFAEJcYUFE3LAWNmhDeuLW5yDFuRj9KnVmi-2EcE22hkuhB5JtTWDO2ereEXLsSztnkCoU7XU-jl4BXy9-lb7J2w==&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001c8IhJ9WmRDxyzIWMySjZG3W-CK5beCKB9Yi522Qa-x3lW7lcasyZ3zGuOfBFtcSb73UV9hIKEaxazbMUx7K1GMp6dxUMI_4-hFWFiOyv839SIzU5OTQFxBe6D218cL-hj6fhBt9YfkU7ZwLSr2uhJIuVVsiCQLM7u-dInUZ4HZjlcx75LWfh3D60a4raNxpPMzQyviGmr-o91h8rWrwl2ExORV-_Hk_-EhRdqhpV32OMEjOQtKusWV7tea5PQXPbg7ZNf9Nhr1twpnWm3klKj91pMc3CddtcFEdeoZ8-79g=&c=pomr210lnRpW5dv28_VLzIbsuSICJJLXmBVeR3joGWosMp7jbmRgvg==&ch=WPkyfWrSKDbLPBLCHK8dKuSBdMEHlfBRKvghHYjnHJwblVAFqJXQUA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFLZL5-ArafP1woAdt79yh1-w8FFQF84Yl6DbsFZPtZgJWjm8AnortgYK_u6C5tzrLl8JJ1cfQNFn_avk3_gPcyQvhoXRIOOaoYlwhK3swUdsZk-5bwG8zAJJVNw26zC97VpXrh1PkwKd_plOmyhEeOG2MkzB9xuXItS5F1B1RuAWciTAiZt_VsbW33HL6V7yTU6potpA6cUfEWjwINLcS8r6wrdpQkr_jmr9LMi0wUUy-UL7gPm6s_jVO5pZwppc1&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAF1gmRH3RW-gWcPGVAukFxPjtlK-fa1D-FVrQ08aHNkqHSUmCiN5SdQSli7nSQGDTuI3LrD4QOVAMJDT8mwYCxGJhAGWMiduxMmMKuEXy_ZVPXVEfsCC6JAa1YGVl3G-G_Q8Igcqv5rkuLUckNK7OqKpHG7vrngfV9swABNlQ9Uiaybihj2ZcP-chqv1qp1hWdQH97VXVqRJIczb0xt78yyUhw5_ArvtdOhiWFTuCOQhsFRik91LAp_z0TNDIqqYxKFL9K8jMadSJSMCqtAZh-1LghSLF4-dYogj9yf3dIGzUDm8UXFYBy-i84zlDR3ozCD9q7UOJ0OoqjZT4qH_DtISL4bhUPJD2xTrN3qEZx6G5Clm-van9QI8Ohz-38va6NnH5tpBnepy3DObAaqpVyDigd6LTW8pvjj6ODD-98nvfjNadVDdLdWc5IYWd3HAnFbazMljdd6j_MCj9dlFryknpouXlsUBhQ&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFD4qiZ-YJ0nfsG0aoTmKZmOipIqO4fWu38neBj9rWyjZHSBULYpLkBXEC6eI4a5o__dVYhNkhC_nCU97V292GBlmVGi-CVFf_RRuFHuQPsr9FJYzgeogMbj5hUs_LfuC8KRoCt_hBOUcRGHTcFPQEhFRPUooLPSageiQTXyCMM8DkKo5r-0KDV6cyaliXXztPnM8WNmoSX7pBgls-xKudHb97xhe43WMloaOxh33EhaKDzeAUgkzT0jJ3gLP9sK1k1IYrQuSn_k504DRElvuw0v53_gE4FY1a2O49ootkHDDPyPWBA-NmgqmcADW5-_ZyvtXjYnaljjqWJ0mWr4BjYycNse8uTegSIYeJukeYZmyYEbzWylc5P7yKvxtWJbFXXbHA1uHO0WYPV-_w2oNp1t5-A8Mjp9ewozHyuJN_NdFKoKXaJxhoDe_l82WDSrVKFOXVEf_jKx-YRmbf7T6OzYL5gFk0J0P_&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==

o« H.R. 9769, the “Strengthening Cyber Resilience Against State-Sponsored
Threats Act,” introduced by Rep. Laurel Lee (R-FL)

o H.R. 3169, the “Identifying Adversarial Threats at our Ports Act,” offered by
Subcommittee on Transportation and Maritime Security Chairman Carlos
Gimenez (R-FL)

o H.R. 9469, the “Pipeline Security Act,” introduced by Rep. Robert Garcia (D-CA)

o« H.R. 9689, the “DHS Cybersecurity Internship Program Act,” introduced by Rep.
Yvette Clarke (D-NY)

« H.R. 9768, the “Joint Cyber Defense Collaborative Act,” introduced by Rep. Eric
Swalwell (D-CA)

e H.R. 9762, the “DHS International Cyber Partner Act of 2024,” introduced by
Rep. Robert Menendez (D-NJ)

ASTP ONC to Host Health IT Certification Program Developer Roundtable. ASTP
ONC will host an ONC Health IT Certification Program Developer Roundtable on
October 23, 2024. These public meetings are open to all health IT developers,
regardless of their participation in the ONC Health IT Certification Program. During
these meetings, ONC leads discussions tailored for the health IT developer community
on topics such as Certification Program updates, upcoming certification deadlines, and
developer requirements. For more information, including registration, please visit the
ONC Events Page

ASTP ONC Publishes the 2024 SVAP Approved Standards. ASTP ONC released
the Standards Version Advancement Process (SVAP) Approved Standards for 2024.
These Approved SVAP Standards for 2024 are available for use in the ONC Health IT
Certification Program. For more information on the newly approved SVAP standards,
please visit the SVAP webpage, fact sheet, and blog.

Reminder: CMS to Host Webinar Oct. 21 on 2025 Hospital Price Transparency
Requirements. The Centers for Medicare & Medicaid Services (CMS) will host a
webinar on the 2025 hospital price transparency requirements on Monday, October 21,
2024, from 1-2:30 pm ET. As of July 1, 2024, hospital machine-readable files (MRFs)
must conform to a CMS template layout and data specifications. Starting January 1,
2025, hospitals are also required to encode additional data elements. The webinar will
cover: (i) How to encode the data elements required by January 1, 2025; and (ii) Tips to
make sure your MRFs conform to the requirements effective July 1, 2024. Go here to
register for the event.

More Information:

o Hospitals webpage
« Data Dictionary GitHub Repository:

o Required CMS template layouts

o Data dictionary

o Examples of how to encode standard charges in the MRF
o Q&A discussion board



https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFnct1ArdRFWTRyVgQe5c9OyPKLXWGMmr1MnW9qAgySLH8HwprPTLqucEdAmU_AoeZZEl1Jth_9v8V6H3guRK3qEAcO9e4SujswqbrD7YfJvo6cz1v5cBLorYtALInvUkrEhWY4TVQ5Bmey_cwLhjau599C_vCYt-yJjHJ8QIJ5y7OjhN_Je_k5HgPJvsLx4xnKL1-hjI9tii8BykxcrsVmvIEbFu7xJ-wyY14UHtXd6dKnQ5mjYkpTVA9JYVSpYfCa-NUc5OAcjBLx2Jbul_OM5ILjMwGYyNPALzC-qIDI1RnAipWQjFI2QFhrB9i3pTKs1j1VOHCzk7G7eysHA9vz5Ua7EY_2aqQKV8rSy6X9gCWoGr4tPZzaNFSAvAaf4KQ9ibgk85h9NzbQmQmQYXZ1sBs2JELYdTwtyqToUGBKB_88GTdGuU1hReSX-TnnvUuJhuCyUgzz9ttxTMPYBRpsVH8AwSYsSxZ&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFpCmsFhVAU8FDeNqIYDahbRYhT4rg85Gpgi_55VWS0M9A0SfQ30vQZukTAVbaItevY6V7PTO6pNzCS2tFRxluK6ROyRN7K2An_2_DFmizfIsP6ZrmJ2uWZodXbWyQp24zw6RrHl5iJzfNJtxh2LULunVaoopho4ngC7a68_OYQuELwbNnYPe6Ic7-77ZPpcE_NbPySl3cdzj6qRRfDJq7sSqg4SnbKhXTDXZWXnl4b_P8zD7j1sLpmeF4g5fvX7qOrZpQSm4xz7bCI3c9ImbHwYChj4jSfyC8Cxz9_SBQnNkwJ5qqPeBd-zliUZwD4vTq9PZL9Y4bTtDsaQlzHo5s6ApFo5NytQu28joDm_O-4ModaDrW_Oe5tAZ_weF_gpdwz6Vywyvh_PW3ewz2cio4f6AqySPXu06QEtotf89VHz_pwl1Hq6taAj-IAde5YuI50uRdTwnpbrCpsu0f6QttmnNr5iK--vm9&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFl6FTLXG14morkcikpOsCG7e6LdQ7FPOcS74XN0W7pJXltpniXYrIVw9Mw-GgKtnkw9Ocj9h1zToCw0qp1CKsIzDrnm_ScpKr235wcTFhbPEyrgEW5j3CdDAkGcSlNcxu0zpGJTF8cCmCle5V5-eY9y9AQd9TNpoZf0nJpcCfBMJlCQTJ7m7HSVREouzF4d-cBeN_5lWpIuZttmsfMrO76c04ib0r2IeJMjV2TqoSXAUMECEz9nW-IwLsTs12wjAneKtcaqY7TqVqYClH88qSyZbqhD_6bAPXaRx2b4Sri2n3BMSzK6ji_rbVDiznRIvxCJ_ziIRslb22vK5i-K5QfSaGwwj68T_kY9ySgWwgVQBYjsVSEWx8eOUOOKvnIOBzYHmknjff0AXDUpgStVRqL3pcKFdszK6SinXyz5LAE1shd98_TWyrbfz104JDYXR2vGMXKmz8OUsVK5vkev8YxxSp5zAn4-Ts&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFFxwB0xuG_Pn-0mnn863qpmwhvb9QnlmAoR6gVb1TVgQQsP7FhCZz4uA0Booa7OsqGOfXxwfI__6ulumXUxC-4dr0eaP1lITCmS0vzYjUfcrcp8BDKrTxaycfNuTYaMaVwNeHCRnxz-yEHCNx3drpRtqK-syYdTHL6joK9NWZVuCU84N7rZkR-hoDglBrnw7DpmNVRv5BGCGNTfQLunRzJaB_OWGZyy6h50BxLHg6Zo8zZD028EcETyozTIWVIAkfEC_kMY61dd9w6EYyFhi7H2eAuby16t2apFbrsrIc7MSKlou3xmQgWY2qdmKSrmKlNkzOisVpeXbxHqpH0NCBwjaTrAQgtCCFvBsaKq-q7S7sg04j35Jy50MZQ3K3JnDTn9ukYxEz3b3YbrhUyvX1ce4sVCC3wpjSQJxobwIqy-mG-3VsgJAS8hWYkfwmZxr7d7cqjGqAvEpwEfCoh6BZcVADtP0MpZTI&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFfB5PXpNg2RbDHk3vKM34LhUwC0nNuh6P7G9cH3iv_-TgoGpZhHC16dm1O2ol8HLNHJzrxKEV34Kwr-q8x8Eo-0WMKoEL4IMfRTiSdMZ5wa-iftTknpn8UOkjMsZVhzE-AFIqzH2bJYSV8Jp2FYv7AiNBUhmUqYIO6jgvmPb00w3cCGCHFR0Ja2VPYcio0aGwJI9Kz28cdaTCKx1DVsX62SfHSNc8nRhTEf2LwKN3QRqmXfALyLSJpuLRJtLJklchE3E4il2IVv1zINyi-qHxw7itAq-l_odkSATTqvB6-E6JiL246ZUZ4G32kklR60gU7pvjjuHVxZVvus_ANWe90Ay2tLLvT_X53gFlA-30pK4aKHBuz1a6crhH52M92RoU2jkzZFuZ61AkYOb0FkZJlylLmaVXJXrLOxj5DxNdTWY8XsivuTDCR-MBdledpJlIXPhp56mt70TqewpntgqANy0Y_c2is__S&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFs1scEXvuLOe4A98l09cOdPuZWnptE_N4G-junzCkXN2R_0xCVmYQG2GikqLrnsMlgj7ot92kmnz5c-VOaCXTcIJ05ILWJOGdwUYSiiFbpBUtUhXRgsAWLZCBca99l7EHYlbCjoCYCIsp-qt5bZAhS1bj-4tBA7Pg4SKOWjSVT2oKyvY-nntCzijODbLoBhy8M45ANKltmbFBXjJ5f6onrwrSBwq-6lYztmoyF7xtEnlM5EwvLEgbHgSm0WTMns3KkRF-75xzOv4T8urJoDKyC3xUhiIHQ_MmjEmo99xLnQ0dvutDFhwxhM14WD_l3xkbBxl2j1DdROQMB9tOop_iYke1e9StHLnDaEQ7KCU5AfgCdTvXOHGa9iVA3Sia6WjuAdhCyfXrLL0KsuAQWen55lZDEgRr60fzHXYW-WSx0pHgggbOGKqkJVNgJTV2YUQQTPRrFjoaxaKdyDGbPmw2EiPeMgSSX53W&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://f88hpqmab.cc.rs6.net/tn.jsp?f=001MsXDyw7ZZK6tkv6OM4IEoFWa6I1Voe8CI1fuA4rtd7Etf5MeDNBU7E-qOnMRwwAFRADojBHoVCNaupzWQoHoi1E8OwB2GDCjGOTk9iixZdPqWJPQLI08-UhAciuRpAdoT5AWnm95BbPHop04iOMa_2Ol39wVsLFt94D48UW7KerNqmcB1Nw0prLaOoehNFPT_Sz0I5T2WBEAm7jaNEvll2PU15PsvibELx894d-8r69-yrtpASvVhLWCYdK0Av2SRzhJrjfw0K3jiA6oZ4gT5WoTQd2n0urGxo-UpRuJMTLqbVWbo3305q6CMTK_8C8vNCZ4EDi5_wLhWP7gH76oDffYPWTrsiFCF9Asx1tV_fwD6rD2ar8-wPPJqrrnZsZ03tEu0IPzAzie22N7IDWKP7a807TMeOmoQwDBwOIYr4zR_BB45EfUVnTV0f5yqZKuRBf8rFfJTEvlzBubNKZ9H7IcVli_7UFltGIPZGrhrgV3ZUsNb9nvUPF3u84DaKrgbuJNDF00PaCkIOSX60U6Umgu-TQmAWZQ&c=5LROKqGSb_tjJ0ExiUVROKyOyW0mTpmlI4sskAOWSWHi8mU6lXLe_Q==&ch=kaHlJ_dp8i8Ag2_PoUI6zDtr0vz-fMMpJErsxP01K9mLNarlFo3zcA==
https://click.connect.hhs.gov/?qs=2ec9d14fb6e9282ac5b07f5eb5bf451975e9f21d1d14c5d93a4cc434bbc5d06fd32fae6a9a7f5c80ccee9d2182bf2d541eafe7e305dc25b5
https://click.connect.hhs.gov/?qs=2ec9d14fb6e9282a7f22b667867a7723b0a1e14599809ce2f480a71381664e210c04f58f7d16c2c06793ae84b19152c886302e4df5e4e925
https://click.connect.hhs.gov/?qs=2ec9d14fb6e9282a304e333feb109ce0b5a978e34bc38b4f412b2d3fc074f3c4ab051632d2eb98503aff1e79d183fd32e279e04b2d0ddc6f
https://click.connect.hhs.gov/?qs=2ec9d14fb6e9282a2ff8cc14dcf584e156c6d947c49c98f4af20a3e544de55fc81c9c411a635f205b5396754bb77237f59f0d606541b8068
https://cms.zoomgov.com/webinar/register/WN_LqZfybX7RAePe8DAPEyx3w#/registration
https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/hospitals
https://github.com/CMSgov/hospital-price-transparency

o Tools webpage:
o Online validator
o Command-line interface validator
o TXT file generator
o MRF naming convention tool
e Resources webpage:
Final rules
FAQs
Guides
Webinar materials

o O O O


https://cmsgov.github.io/hpt-tool
https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/resources

