HAVE YOU SEEN THIS EMAIL?
T'S A PHISH! DON’T
CLICK, REPORT!

A phishing campaign has targeted the university, resulting in many students and some faculty
and staff receiving numerous fraudulent, harmful messages. The Enterprise Security and OCIO
teams are working to address this problem.

» Messages sent as a “reply to” a from
message already your inbox :'* Woadug Avgest 20, 2000 1235 P4
» No greeting o
» No signature Cannot show this email
» No explanation for why the user _ica hes o view fll messspe
would be Sending yoU a link rather SMTP message dclayod: YING - Dase: 08282018 4:55:15 (osu)
than including the information in the
message (screenshot left)

» A link that directs you to an unrecognized site, that does not end in “osu.edu” (screenshot right)

WHAT YOU SHOULD DO

To avoid being infected: If you already clicked the link and think

Be mindful of all email you receive you may be infected:

DO NOT click on suspicious link » Look for any strange activity on your device or
email

>

>

» Forward the message to report-phish@osu.edu
» Change your university password immediately

>

Be sure your anti-virus and software updates/
patches are current » Contact the IT Service Desk at (614) 688-4357

(HELP) or go.osu.edu/it

» Visit BuckeyeBar locations in the Thompson
Library or Tech Hub (ocio.osu.edu/help/locations)
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