BANKERS ASSOCIATION®

of New York State, Inc.

COVwmum'{y Bankers. Seruiny the Commum’iy,

Security Conference

Wednesday, October 19, 2016 — Rochester
Thursday, October 20, 2016 — Castleton (Albany)

Where: Who should attend:
Rochester Airport Marriott — Compliance Officers
1890 W. Ridge Road
Rochester, NY 14615 = HR Managers
(585) 225-6880 = IT Security

= Security Officers
Castleton Comfort Inn & Suites = Cashiers
99 Miller Road = Training Officers
Cast|et0n, NY 12033 — Branch Managers

(518) 479-3217

Registration Fees:

(fees include all meeting materials, Earn up to 5.5 CPE Credits
food & beverages)
Members: S275 IBANYS has been authorized by the NYS Department of Educa-

tion to award continuing professional education (CPE) credits..

Non-members: $325

(see page 3 to register)




Security Conference

8:30-9:00 a.m.  Registration/Continental Breakfast

9:00 - 10:20 a.m. State of the Threat Landscape

Alex Hernandez, VP of Customer Solutions, DefenseStorm

This session will shed light on the steps the sophisticated attacker takes to gain a foothold inside your organization and remain embedded there to
steal your data — undetected and successfully. Prepare for an inside look at the mind of a cybercriminal. Walk through a factious attack step by
step and learn the anatomy of a targeted Advanced Persistent Threat (APT). The session will explore methods of reconnaissance, social engineer-
ing techniques, detection avoidance methods, and command & control communications.

10:20-10:30 a.m. Networking Break

10:30-11:30a.m. Vulnerability & Penetration Testing — What You Need To Know

Bob Thibodeaux, CISSP, Director-Security Operations, DefenseStorm

Does your organization have a Threat and Vulnerability Program in place? Weekly vulnerability scanning of your organization’s networks is a great
practice — but often, community banks and credit unions find they do not have the resources in place to ensure this practice becomes habit. Evalu-
ating the results of such testing based on the value of the asset probability of exploit is critical; moreover, patching vulnerable systems in a timely
fashion is key to preventing exploits and data breaches. So how can you find the resources to build such a needed program? In this session learn
why it’s important to implement a Threat and Vulnerability Program, one that includes weekly vulnerability assessments and penetration testing;
understand the consequences when such program is not in place; and finally, dive into the building blocks of implementing a Threat and Vulnera-
bility Program in your organization.

11:30-12:30 p.m. Why the Board Can’t be Bored with Cybersecurity

Speaker TBD, All Covered Finance

Information Security oversight and accountability requires a top down approach to meet regulatory requirements, but time and again we see exec-
utive management and board members struggle to grasp the ever-changing landscape of Cybersecurity and Compliance. Reputational concerns of
cyber threats and compliance keep bank senior executives up at night. Join the security and compliance experts of All Covered’s Finance Practice
to learn how banks are taking a new approach to successfully implement their ISO requirements.

12:30-1:15 p.m. Networking Lunch

1:15-2:15 p.m. Cloud Computing - Is It Safe for Your Institution and Your Customers?

Alex Hernandez, VP of Customer Solutions, DefenseStorm

Today’s attackers utilize large, distributed attacks via the cloud and do so using innovative, rapid processes that allow them to dynamically change
their approach. Harnessing the cloud gives your organization the edge your IT teams need in order to keep up with today’s threats. Done properly,
cloud based cybersecurity solutions are safer than traditional on premise implementations, but many financial institutions have questioned the
issue of safety when it comes to the cloud. In this session, explore the top 5 benefits of using a cloud based cybersecurity solution: Scalability, Reli-
ability, Price, Innovation, and Security. Plus, we will dive into why the FFIEC CAT is best paired with a cloud based SIEM, one that can detect loCs in
addition to providing framework for incident investigation.

2:15-2:30 p.m. Networking Break

2:30—-3:30 p.m. Proven Tips for Mitigating Your Top 10 Cyberthreats

Steve Sanders, Vice President of Internal Audit—CSI

Cybercriminals keep today’s IT staff on their heels. In an onslaught of phishing schemes, network hacks and system shutdowns, your bank can’t
afford to be cybercriminals’ next casualty. Your bank has to ward off potential attacks by mitigating your risks. But do you even know what those
top threats are? In this session, bankers will gain insight into the top 10 cyberthreats facing their institution, as well as learn effective strategies for
protecting their systems, customers and reputation. It’s time to stand your ground against cybercriminals, and this session will empower you to do
just that.

3:30 p.m. Conference Adjourns

Independent Bankers Association of New York State
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Security Conference

Registration Form:

Complete the information below and mail, BANKERS ASSOCTATION"

of New York State, Inc.

fax or email to: Please check date & location
Cammumty Baukers. Seruz'ug the Commmty,

Mail: IBANYS Fax: (518)436-4648
19 Dove Street, Suite 101 OR
Albany, NY 12210 E-mail: lindag@ibanys.net
Date: Wednesday, October 19, 2016 Thursday, October 20, 2016
Location: Rochester Airport Marriott Castleton Comfort Inn & Suites
1890 W. Ridge Road 99 Miller Road
Rochester, NY 14615 Castleton, NY 12033
(585) 225-6880 (518).479-3217

Bank/Organization:

Address:

City/State/Zip:

Phone: Fax:

Attendee Name: Title:

Email:

Attendee Name: Title:

Email:

Attendee Name: Title:

Email:
[ ] October 19, 2016—Rocheter [ ] Member: $275 per person
[ ] October 20, 2016—Castleton (Albany) ] Non -Member: $325 per person

Enclosed is a check for $ for registrants, OR

Visa/Mastercard/AMEX:

Cardholder Name: Expiration Date:

CVV (last 3 numbers located on back of card) AMEX (4 digits on front of card)

Questions: Registration deadline:

Contact: Linda Gregware:
lindag@ibanys.net or (518) 436-4646 Wednesday, October 12, 2016

**No refunds will be given after Friday , October 7, 2016.

Form may be copied for additional registrants.



