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FOREWORD

The official security regulations govern-
ing the production, dissemination, distri-
bution, and handling of classified informa-
tion by all personnel of the Joint Research
and Development Board and its agencies
are hereby promulgated in accordance
with Section 6.2 of the Rules of Organiza-
tion and Procedure, which directs that
““The Executive Secretary shall issue the
security regulations of the Board to effec-
tuate the U, S. Codes and Statutes relat-
ing to security of information,”’

L. V. BERKNER
Executive Secretary

June 15, 1947
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SECURITY REGULATIONS OF THE JRDB
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3.5 Security Measures for Individual Offices |
3,5,1 The Issuance of Keys '

3,5.2 Protection Against Unauthorized Ingpectlon
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SECURITY REGUIATIONS OF THE JRDB

Mogt of the information with which the JRDB 1s dealing in 1ts
daily WOT 18 vitel to the defense of the United States. Such infor-

mation is

¥mown as "classified information" and has been graded to
indicate the degree of 1ts importance into Top Secret, Secret, Confi-~

dential and Restricted. In order to safeguard the clasgifled informa-

tion in its possession, the Board has establlished a series of security

regulations which are set forth in this chapter and has evolved certain
specific procedurea for the handling of classified information., It is
incumbent; upon every member of the etaff, regardless of the positlion
he h‘ojld.a, to 159 thoroughly conversant with thease regul&bions and.
proce;iures and to observe them to the letter. Breaches of gecurity

 may not be excused by "ignorance of the law,"

The |[Joint Reasearch and Development Board ls necessarily high on

the list|of targets for unauthorized persons who desire to obtaln

informstion regarding the national defense, Such persons are shrewd

and determined and wlll seek to gain thelr ends by clever and indirect

meens. No security system 1s perfect nor secure against such efforts,
unless each person who Inows any part of the desired information 1s on
his guard at all times., Thils means that members of the staff must
guard.; particularly against dlacussing office business with relativee_

or frﬁ.end.s. Since the amallest and most irrelevant fact may be
| . 6/15 /47
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leant 1f 1t falls into the hands of those who can aasiociate it
ther facts, the only safe rule to follow is not to discuss any

business outside the offlce.

3.1 Personal Responsibility of the Individual.

Each person, regardless of capacity in which he may receive 1t,

becomes persomally responsible for classified Information. with

which he 1s entrusted, Executive Directors of Comilttees and

other officlals of the Board asre responsible for acqua.:inting all
personnel under thelr direction with the securlty regulations and
for seeing that the rules of security are fully met with respect
to thelr own offices, New persommel should be so indoc;rbrinatei

ag goon as they enter on duty. Knowledge of clsssifled informa-

tion should be limited to thosge who require such knowledge for

the discharge of their duties, Work for clerical personmel shall

be arranged in such a way that one person will work on the same

paper fram begimming to end in so far as poesible., Each individ-

ugl is personally accountable, however, For the security of all

6/15/47

information which he receives 1n his official capacity.

3.1.1 Penalties for Violation: All loyal citizens who have tho

welfare of thelr country at heart, will naturally exercise
the greatest dlligence in safeguarding informstion which

affects the national defense, It 18 necessary to point
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out, however, the law provides heavy pemaltles for those
vho violate their trust, JRDB personnel entering on d.ﬁty
! for the first tlme are required to read and understand the
e Espionage Act [The Act of June 15, 1917, 40 Stat., 217 a8
| | amended by Section I of the Act of March 28, 1940, 54 Stat,
’ 19, 5 0 Usc _3i (Fine and Imprisonment for Disclosure 6f
Information) and Executive Order #8381 of March 22, 1940/

f
a
L S "dafining certain vital military and Naval installations

| _ the Executive Secretary has heavy responsibilities for the

security of information within the Board, The necessity

for exercising the utmost diligence in this respect oute

‘welghs any personal conslderations, and any lapses fram

{ - ' , and equipment," It goes without saylng, of course, that
(: gecurity will be dealt with stringently and without regard

to the personalities involved,

o 3,1,2 The Oath of Secrecy: All JRDB personnel entering on duty

o
f S ' for the first time are also required to read and sign the
Lo

Oath of Seorecy, text of which 1s as follows:

a , : OATH OF SECRECY

N ‘ Itheund.ersigned .............d.OBolenmly
; swear or affirm that in consideration of the purpose and
.; : : aim of JRDB in coord:lnating scientific knowledge and

! | information, that whenever I receive classified informa-
L tion, orally or in wrlting, pertinent to the national

I 1 : - defense, gecurity, and welfare of the Unlted Statess

6/15/47
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T will neither supply nor disclose to any un-
authorized person any classified information
which is disclosed to me in any manner In ‘con~
nection with my official capacity with the JRDB,
and I further agree not to dlsclose to any un-
authorlzed person the Board's interest 1n any
field of sclentific research or develdment un-
less such disclosure 1ls previously approved by
the Executive Secretary of JRDB or hisg
repregentative,

I will not duplicate, or cause to be duplicated

by elther printing or other reproductive proceasses,

any JRDB TOP SECRET, SECRET, or CONFIDENITAL
material which has been ma.de avallable to me; un~
lesa prior approval for such reproduction has been
granted. by the Executive Secretary, hls Deputy,

or other authorized persomn,

Upon completion of my comnectlons with JROB, I
will promptly return all classified material for
which I assumed responsibility while und.er the
Jurigdiction of the Board, |

I have read and understand the attached cdpies of
the followlng sacts:

a, Espilonage Act: BSee 1ld. a.nd. o, of the Act of
June 15, 1917, 4O Stat, 217, as amended by
Sec, 1 of the Act of March 28 1940, 54 Stat.
79, 50 USC 31 (Fine and imprisonment for uig-
closure of information) (Inck, 1),

b, Execubtive Order No. 8381 of March 22, 1940,
5 F. R, 1147 (Incl. 2).

S0 help me Gods

Witness:

(Signature)

Yom
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New personnel are required to report to the Securlty

. Office upon arrival and to read and initial the copy of

the Securlty Regulations held by the Securlty Office with-

in 72 hours after thelr arrival,

3.1.3 Persammel Investigations: One of the primary precautiocnary

measures taken with respect to safeguarding classlifled in-
fo:bm‘tidn ig the investigation through the investigative

Pacilities of the government, of all personnel who enter

~ on duty with the Board. This practice, which has recently

bean made mandatory for the Federal Service by Execubive

' Order, has long been a requirement in the War and Navy

De nts and other Agencies handling highly claseified

dmation. Each person is required to furnlsh certain

baslc data regarding his own personal history which is
used by the investigative agencies to facilitate theilr
 inquiries, Persons on wham no derogatory information is
fo are unofficlally referred to as having been "cleared."
It |18 empha.aize‘d, however, that notice to the effect that
- clearance has been gifren may signify only that the lnvesgtl-
gation hag been made and no evidence uncovered to Indlcate

" that the person ls dlaloyal or untrustworthy., It does not

'mean that any and all classified informstion may be glven
to that person indiscriminately, Each individual 1s

entiltled to only such clagsiflied Informgtion as he

6/15 /47

AL ey
F TR TR Cmm Ay ST T AN 2t R W

7 / O /‘f g

by

«--'-.L...-. i

|
GJ. §

e [e

ARSI A e,

T N 1




‘REPRODUCED AT THE NATIONAL ARCHIVES

[ D
R

17

AR e B,

| or LAS SIFIED
gA j f{
r

/_.,.\/_ --l ‘J M D.J,_f-‘

i
AR b vy, h\lﬂ)«l’!“i\l&wh LA L ey

N
)f‘?if

3.1.3(2)-3.1.4

3.1.1"

6/15/47

r'-eq1+1res for the performance of his officlal dutles, The
Exscutive Secretary has delegated to the Administrative

Secretary the authority to decide what level of classified

inf?m&tion may be handled by each employee, The Security
Offlcer will convey this information to the enmloyee 8
supervisor,

Perpons who by virtue of thelr official positions are .
entitled to an overall knowledge of classified information,
should exercise the greatest diligence and discrimination
in tpaaaing on portions of that :I.nformﬁtion‘ to thelr
subordinates, If a person must be used in handling class-
ified material before he ie cleared, authorization mat be

obtiained fram the Security Officer,

Obligations Upon Leaving the JRDBy Persons leaving the

on any basis whatever--separation, tra.n_sfér, resigna~
tion, etc,~-may not disclose, after laa.v:ﬁ:g, the classified
orma.tion which they received while assoclated with the
B. Further, each person lesving the JRDB is required
to|return all official doouments, classified and unolassi-
fied, 1dentification passes, keys, etc., and will be re=
qu.#.red. to sign a statement that no such material ar equip-

ment remains in his possession,




3.2 Definitions of Terms in Commoneg .

The |purpose of thls section 1s to define the gecurity terms In
most genoral use in order that there may be & common- understand-
Ing |regarding them throughout the Board. The definitions have,
for the most part, been taken from the Army Security Reguiationsl

or the Navy Security Regulations2,

CJ.aJsified. Military Information: Includes all informaticn con-

cerning documents, cryptographic devices, development projects
and materiel falling in the categories Top Secret, Secret, Confl-

dential, or Restricted.

Confidential Matter: Documents, information, or materiel, the

unsuthorized disclosure of which, while not endangering the
national security, would be prejudicial to the interest or
prestige of the nation, any govermmental activity, an 1lndividual,

or would cauge administrative embarrassment or difilculty, or be

of aqﬁvantage to a foreign nation,

Cryptographic Materisl: Includes all documents and devicea

employed. in changling plaln langusge messages lnto unintelligible

form|by meens of codes and ciphers,

| . .
Dbcu.tllents: Any form of recorded information, such as printed,

mimeographed, typed, photostated, and written matter of all kinds;

; 1 Safeguarding Military Information (Army Regulations 380-5), 15

! Avgust 1946,

2 Procedure for Safeguarding Top Secret Matter and Article 76, U. S,
Navy Regulatioms, 1920,

; | 6/15/47
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ch.a.rtf, maps, relief maps, photamaps, and aerial photographs and '

s; drawings, sketches, notes, and blueprints, or photostatic |

mosalcs;

copies thereof; photographs and photographic negatives; recorded
engineering data; correspondence and plans relating to research ‘ 1

- o
and development projects; and all other similar matter,

Materiel: Any article, substance or apparatus, The term mate-

|
riel comprises military arms, armament , equipment, and supplies i:
of all classes, both complete and in process of developmemt and i
construction, models that show features I1n whole or in part, 1
design, mock~ups, Jlgs, Tixtures, and dles, and all other |
components or accessories of military equipment., '

Officer Courler; Commlssionsd officers of the Army, Navy, Marine

Corps, and Coast Guard an active duty end commissloned officers
of the Naval Reserve, Marine Corps Reserve, and Coast Guara
Reserve on active duty.

Photomap: A reproduction of a photograph or mosalc upon which t

grid (lines, marginal daﬁa, and place names may be added,

Reglstered Documents: Any document or device reglstered usually

by number and perioa.ica.lly accounted for, A reglstered document ' ‘

is a Top Secret, Secret, or Confidential document, or a Reatricted

-eryptographic document, or device, carrying a register muwber, a
ghort title, and instructions to account for it periodically, A |
roglstered documsnt is not to be confused ﬁt'li“a. claggifled ) ' |

document to which, for administrative reasons, a number or short

| 61547
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3.2(3)

title 1s asslgned for bookkeeping or reference purpose only, and
for| which no accounting 1la required,

Restricted Matter: Documents, information, or materiel (other

than Top Secret ,. Secret , or Confidential) which should not be
published or communicated to anyone except for officlal purposes,

Secret Matter: Documents, information, or materiel, the un-

authorized disclosure of which would endanger national security,

cauge serious injury to the Interests or prestige of the nationm,
or governmental actlvity thereof, or would be of great

‘a.d. tage to a foreign natiom,

Shért Title: A designation applied to a classified document,

materiel, or device for purpogses of security and brevity. It

conglets of figurea, letters, words, or combinations thereof, and
1f registered usually contains an abbreviated designation of the
office of origin, without giving any information relative to

claggification or content of the document, materiel, or device,

i | :Technioal Information: Shall be deemed to include information on
weapons and equipment, including instructions on malntenance and
Lo | ?operation and any descriptive matter on components, It further
includes means of manufacture, technlques, and processes of
ﬁaym and etj,uipment , bogether with Informastion pertalning to
the |[variocus sclences relating to weapons and equipment and to
dlrect and Indirect measures which may be employed in warfare,

Information of a strategic or tactical nature is specifically

6/15 /47
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exclud
as fur

employment ,

Top Secret Matters
el the security aspect of which is paramount, and the un-

materd

author

damage

lod from the meaning of this term as are "user" aspects such

ictioning and general instructions for tactical use and

Certaln secret documents, information, land

zed disclosure of which would cause exceptionally grave

to the nation.

Security Office,

The re

JRDB 1

gilon ¥

3.3.1

3.3.2

epongibility for the administration of security wlthin the
o8%8 with the Administrative Secretary under whose supervi-

he Security Office is established and maintalned,

Military Personnel in Charge: An offlcer of the Arnv or

the Navy acts as Security Offlcer in the Joint Reae&irch
and Development Board, An officer from each Serviceib is
sgglgned Lo £he' Security Offlice and one of them is dn duty
at all times during the workihg day.

The Security O0ffice willl opsn not later
A

Hours of Duty:

than 0800 and will close not earlier than 1730,
Security Officer wlll be on duby at all times during these

hours, If it becomes necessary in emergency situationa |

for both Securlity Officers to be sbment from the Security

Office at the same time, the office will be supervised by




I [

3-302(2)”3u3¢}+

8 civ:llian employee properly c.‘l_e’a.red and specifically
authoz#iz_ed by the Administrative Secretary. If it is
necegsary for any personns]l of the Board to work after
1730, the Security Officer making ;;he nightly c‘.h.eck will
notlfy the working staff that 1t 1s responsible for secur-
ing the offices used, which includes stowing all cla.ae;ified.

material 1n safes camensurate with their security and

locking the office doors.
If it is necessary for personnel to work Saturdays or

Sundays, the same rules will apply.

A Securlty Offi«'::er will be in attendance at all meetings
of the Board, the Policy Council, the Sclentific Advisors
to the Policy Councll, and the Executive Council, whenever
such meetings are held outside regular working hours or

outaide the official hsadquarters of the Board,

3.3.3 Authority: The Security Office of the Board 1s the author=

lzed representative of the Executive Secretary, and all

orders and instructions from the Security Officer with

respect to security have the same authority as though

pmanating from him,

3.3.4% Respongibilities: The Security Officer 1s responsible for

the following mattera:

6/15 /b7
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The intermal séﬁurity of the bullding area occupled
by the Board,

Approval of all Security Regulations issued by the
s, |
Ths maintenance of order, enforcing the Securlty
Regulations, and making security inspectioﬁs.

Tnstruction of persomnnel in the Security Regulatiohs

- and procedures at JRDB,

The recelpt, logging in, and dlstribution within the
JFDB of Top Secret material, |

Digtribution of Top Secret material by officer
courier or other designated courler,

The safeguarding of Secret and Top Secret documents
which are forwarded to this office or which originate

in this office; under no clrqumstances will Top

~ Secret or Secret material repose in a Committee Tile

until registeres. with the. Security Officer,

The destruction of classified material, A report of
the destruction of classified material prepared by

the JRDB will be made to the Executive Secretery and
filed in the Security Office. If classifled docu-
ments of a headquarters other than the JRDB are ,
destroyed, the Security Officer will notify the iesu-

ing headauarters of the destruction, (It is the




3.4 Rule

(9)

(10)

(11)

(12)

3-3¢h'(3)-3|l|'

regponsiblility of the Management Divielon to effectu~
ate the dally collectlon and burning of classified
papers, )

The survey at intervals not exceeding three months s

of ‘all clasaslfied meterial on file with the Board.

Reporting to the Administrative Secretary and the

Executlve Secretary, all security violations without
exception, discovered during the day or during the
nightly check of the offices,

Changing caombination locks at least once every 6
months, or upon geparation from the office of person-
nel who have knowledge of the combination, except
that the combination to the maln vault shall be
changed at irregular intervals not to exceed 30 days.
The custody of lost and found articles, Inguiries
for lost items should be mede to the Security

0ff1cer.

8 for Admittance to JRDB Premiges.

All pergons entering the premimes of the JRDB will be admitted

only

upon the display of proper credentials and satisfactory

perscnal ldentification, A receptionist will be on duty at all

times during the working day to attend to the detalls of admit-

tance and exit,

. 6/15 /47
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JRDB Porsonnels All peraonnél of the JEDB including the

Army and Navy personnel, regular full-time personnel, part-
time consultsants sand technical advisors sre regquired to

display the JRDB pass.

Vigitors: Upon the arrival of a visitor, the receptionist
will telephone the office of the person to be visi'be_?d;_ if
that persoﬁ ig In, the vieitor will be asked o wai’d in the
ante-roam until the person upon whom he is calling comes

to meet him or sends someone to do se, If the caller is
not to be met and escorted, then 1t 1s necessary for the
visitor to gign in at the reception desk, Tt is necessary
that the receptlon desk have a record of all visitors, and
JRDB persomnel who bring visitors in with them are re-
quested to leave information regarding the visitors with
the receptionist, In the event they fall to do so, the
receptioniét will call for this informstion, All 'v:isitora 1

are required to dispia.y personal identification,

Telephone Company or Bullding Employees for ,.Servicé

ogeg: Chesapeake and Potamac Telephone Company
employees and Govermment service employees will show
photographic ldentlfication _sigz:ed by either the Provos}'.
Marshal, or by an authorized representative of the Navy

Department. The receptlonlset shall direct to the Security

e R e e
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3.4.5

3.4,3(2)-3.4.5

Officer all employees admitted to the premlses of the Board
for service purposes. The Securlty Officer_ will asascertain
the aress in which they work and wlll notify the offices

Involved of thelr presence, These officea will take the

precautlions necessary to avold breach of se~mritv.

Commerclal deliveries may not be made withln the premises
of the Board, but In emergencj situations may be left with

the receptionlst who will notlfy the addressee.

Admittance to Conferences: The only persons permitted to

enter a confersence room during a mpetlng are members of
the Secretarist, Persons desliring to deliver a commnica=
tion to a conferee willl turn it over to the receptlonist

or to the Executlve Secretary's secretary who will be re-~

gpongible for its delivery,

Property Inspection apd Clearance: Vieltors to offices

of the Board who carry brief cases, envelopes, or parcels
a’houid. request from the receptionist or authorized person
in the office vislted, a signed Property Pass which will

enable the vieitor to leave the bullding without detalled
inspection by the bullding guards, A list of personnsl

authorized 4o sign Property Passes is attached as Appendix

I of this chapter,

6/15/47
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3.5 Securnity Measures for Individual Offices,

The gecurity of the individual office is the responsibillty of
the head of the office, It shall be his duty to ascertain that
all personnsl under his supervision are thoroughly acqueinted
with JI\’DB securlty regulations asnd cognizant of thelr personsal
responsibilities In the matter of security., Any breaches jof
security whi_c.h occur v.rithin an office shall be charged a_.gai,inst

the Head of the office. .

3.5.1 The Issuance of Keysy Office keys shall be issued to the

head of a.ny office of JRDB upon his request, Keys may be
iasued to subordinates In any office upon certiflication by
the head of the office , to the Securlty Officer, that the
posgesgslion of the key 1s necessary to theeffective conduct
of the work in that office., Issuance of keys shall be
kept to a minimm consistent with effective conduct of

JHDB bueiness,

Keys to desks are supplied by the Supply Section of JRDB
and are issued to individuals by that eection. Upen
delivery of deak keys to individué.ls , & slgnature is
obtalned for the key and filed with the Security Offlce,

It is necessary that people upon changing desks notlfy the

6/15/47




3.51

3.5,

‘Koys will not be issued to any individual when changing

‘a conference table where officers of the Board may inter-

3.5.1(2)-3.5.3

Security Office of thlas change so that the records may be

altered,

desks unlesd the old key is returned to the Securlty Office

and the exchange of desks reported.

Protectlion Against Unauthorized Inspection: Persona

having classlifled information on thelr desks will take
every precaution againgt unauthorized persions inspecting
such material oither deliber&tely or casually. One pre-
cautionary measure 1s to keep such papers face down or

covered when not in Immediate use; another is to provide

view guests rather than at thelr desks where classified

papers may be in use,

Securlty of Desks, Safes, and File Cabinets: All classi-

fied papers mst be stowed in accordance with security
meagures appropriate to their classification (Section
3.5.5) at night and during any periods of the day in which

the office 1s unattended.

When cablnets and safes are unlocked, a "T" shaped card

with the word "OPEN" on it shall be inserted in the handle

6/15/47
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of the top drawer, These cards shall be removed only when

the safes and cablnets have been ascured,

All personnel who have been entrusted with the responei-
bllity for securing safes and cabinets should be thoroughly
familiar with the operation of the cambinatiocn locks,

There have been instances where the custodians of classi-
fled material have unwitiingly left safes, safe cabinets,
and file cablmets unlocked because of thelr un:familia.i‘ity
with the combination locks, Persons charged wlth thefs
locking of safes and cabinets should mske certain that
4&011 drawer and cmﬁpartment 18 in position before turning

the dial, The dial should be turned at least three com=

plete revolutions and the cabinet or safe checked there-

after to insure that the lock has functioned, Army and

lavy regulations require that the combinations of lock
ype safes and cabinets be changed period.ica.lly. It is
esired that cambinations of all .safes be changeds

(1) at least every six months;

(2) wupon permesnent detachment frem the office of a.m'r
personnel having kmowledge of the combination, “Com-
binations on all safes must have a final number not

lower than 15,




34544

3,5.% Attendance in Office: At no time may an office be left

unattended while classified papers are lying about and
safes and cabinets open. Whenever an office must be left
unattended, it shall be secured in the same manner as ab

the close of the business day.

j-‘ Between the hours of 1700 and 0830, except when attended,
all offices will be entirsly cleared of loose papers,
celendars, telephone lists, any written materials or doc-
uments; and all such materials and documents shall be

properly stowed, All written materlals or documents,

including unclassified materials mmst be placed under lock

: and. key to ensure that no clageified material is inadvert-

ently left exposed. Certain exceptions to thils order are

permisgibles

(1) Supplies, which may be stored in unlocked cabinets or
othér repoaitories which permit ready inspectlion when
these are neatly stacked to indicate clearly that no
written or printed documents are lnadvertently stored
with themg

' (2) Unclassified reference information regularly posted

on walls or desks;

(3) ‘Restricted information regularly posted, with the

authorization of the Securlty Officer,

6/15 /47
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Indows ghould be secured when the last member of the

taff of an office is leaving for the day,

3.5.5 Disposition of Office Waste Material: All clasaified waste

3.5.6

office material must be placed in the wastepaper baskets
marked| SECRET, A supply of these is 1n each 6ff:l.ce.
Clagsified waste office material should be torn into small ‘
pleces befors being deposited in the SECEET baskets. ‘
Under no circumstances should it be burned in the

receptacles,

All nop-classified waste papers and other trash should be

deposited in the receptacles provided in the halls for
th:I:s purpose and not deposited in the SECRET récapta.oles.
Contents of wastepaper baskets will be collected daily be=
tween 1600 and 1645 by the messenger, When wastepaper

basgkets| are emptied, they will be turned upside 'd.own.

Under no clrcumstances will classified meterials be placed |

in the .wastepaper basket after the waste collection has

been made,

Stowage and Filing of Classified Documents: Classified

documents mist be stored under security conditions

commensurate with thelr classlfication, outlined ag

e

e e e e




3.5.6.1

3.5.6.2

3.5.6.3

. l e o S

3.5.6.1-3.5.6.3

Top Secret Material: Top Secret documents shall

be stored by the Security Officer in a six-combi~
nation safe, Under no circumstances may Top

Secret documents be stored elsewhere,

Secret and Confidential Material: Secret and

Confidential material must be secured in a threé-
combinstion safe or in s£éel cablnets secured by
bars and three=-combinatlion locks, Secret and
Confidential material may be stored within the
offices to wh;l.ch 1t belongs or where 1t is being
used, BSecret route sheets will not be filled with
secret material other than in the central f-ilea.
If a Comittee or Panel d.esireé to file secret
material, it will so indicate on the route sheet,
initial the route sheet, and return 1t to central

files through the Securlty Office.

Restricted Materlaly Restricted documents may be

kopt in desks provided the desks are locked.
Restricted documsnts not kept in a locked desk
will be secured in the same manner ss confidentisl
docuwents, Restricted material, provided it bears
the Security Officer's notation of approval, may

be posted in roams normally kept locked after

6/15/47

]
R )
,W,;;ja 0§ “d*fhi 5

. T 1“.JOL{WV :

N E

J /1 L,y_)

]! Q_r\

u o S DA T




LEEED AT THE NATIONAL ARCHIVES

e e TR
i R 3 ek S AR e ISy

o e £ A
r: i1
\ Agthority

BY e

l-

3.5.6.3(2)=3.6,1

business hours, Restricted documents msy be filed
in the offlces to which they belong or in which

they are being used,

3.6 The Preparation of Classified Correspondence,

(NOTE: The preparation of correspondence generally 18 covered

fully in C

hapter 6, Mail and Correspondence, .The purpose of this

section iﬁ to spell out the rules which apply to the prepara.tibn

of clasaslf

All classi
accordance

gification

ied correspondence, )

fled correspondence shall be prepared and dispatched in

with this Sectlon, Responsibility for the proper clas-

of outgoing clasgified correspondence rests wlth the

originator,

3,6,1 Seouring Log Numbers for Top Secret and Secret Correspond=

one

ot Any office preparing Top Sécret corregpondence miat

send & gecretary to the Securlty Officer to spprise him of

the

fact and to ;.ecure from him a log number, The secre~

tary shall, at the sams time, adviee the Security Off:!.cjer

of the number of coples to be prepared and the proposed

distribution,

Offices preparing Secret correspondence

shall contact the mall control desk and request log numbers

for

6/15/47

each plece of secret correspond.ence‘. The mail cantrol

¥




3.6.2

3.6.3

3.6.)"

‘blue. The following carbon copies of the letter should be

3.6.1(2)-3m6.4

clerk will meke a pencll note of the log number. The

secretary preparing the Secret correspondence will type
the log number on the upper righthand cormer of the
correspondence, When the -oorreapona.ence is rece:l..ved in
the Mall Room, the mail control clerk will make a permanent

record of the mumber in ink,

Number and Colors of Coplea for Correspondence Below Top

Secret: For classifled correspondence below Top Secret,

g route sheet should be preparsd. Route sgheets are
colored and labeled, according to classification, as

followa: Restrioted, greemn; Confidentlal, yellow; Secret,

de: original, three white coples, one green copy, one

pink copy,

Number and Colors of Coples for Top Secret Correspondence:

For Top Secret Correspondence, a pink route sheet should
bo attached, and the following carbon coples of the
lotter prepared: original, two white copies, one green

CODY .

Affixing the Classification and ksplonage Act Stamps:

A1l classified correspondence must be stamped at the top
and the bottom of each pa.ga with the appropriate classi-

flcatlaon aﬁa.mp. The top marking mst be placed in such
6/15/41
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3.6. h'( g)'Bo 0.5

way that 1% willl not be obscured by paper clips, staples,
file fasteners, All classified correspondence addressed
o a olvilian agency, or which may be forwarded to a
ivilian agency, must bear, in addition to the security
lagsification, the following reference to the Esgplonage

cte

This document contains information affecting the
national defense of the Unlted States within the
meaning of the Esplonage Act (U,S.C, 50331 32),
The transmiassion of this document or the revela-
tion of its contents in any mammer to an umuthor-

ized person is prohibited by law, |
bber stamps for the security markings and the Esplomage
Act reference may be secured from the Supply Sectien of

the Management Divieian, .

3.6.5 The Preparation of Receipts: The preparation of receipts

6/15/47

ie mendatory for Top Secret and Secret material, The

paration of receipts for Confidential matter is optional
the of'fice of origin,

Receipts for Top Secret correspondence will be prepared by
the Security Office, which should be motified when Top.

Secvret documenta are ready for transmittal,

Regelpts for Secret material (W,D,, AGO Form No, 996)

d be prepared in accordance with the fo:l_'l.oyting




| 3.6.5(2)-3.6.6

rocedure by the offices originating the correspandences

ocolpt forms may be procured from the Securlty Office,
i ‘ : :

e mall control desk, or the Supply Sectlon.

Recelipt
orms shall be made in triplicate.

The standard forms in
so come made up in three coples, The asecretary complet-

the receipt shall fill in (1) the date of the corre-

ondence; (2) the space labeled "Serial No., File No. or
| \ ubject” as followss

4y ]

the filrast letter of the classifica~
ione-the log number--and the copy numbers; (3) the log

umbers of any Secret enclosures (if clasaified; otherwise,
\~ ' :

he number of enclosures); (4) the addresses as appropriste,

‘ T there are no enclosures, that part of the form should

| remain blank, The Postal Registry number will be filled

\f‘ : n by the Mail Room, Under no clrcumstances s};loru.'l.d clasgl-~
s‘ b

[ %)

ied information be included on the Receipt Form,
v

Loul

locoipt forms should be enclosed in the inner envelope
I s '

<

. thich, together wlth the outer envelope

, should be de-
ivered unsealed to the Mail Room.

3,6,6 The Proparation of Envelopes for Clagslfied Cowes;pdndence-

legtricted correspondence may be forwrrded in a single

paque gealed envelope.

O

No indication of classification
C hould aﬁpea.r on. the envelope.

i}

An inner and an outer
envelope muist be prepared for Confidential, Secret, and
[ !

e
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Top Secret correspondence, The imnner envelope shall be

amaller than the outer, stamped with the appropriate

clas

Lifica'biou_‘ stemp, and addressed in a menner identlcal

with| thet of the outer envelope. Classified correspondence:

should be addressed anly to perscns or desks known to be

The

one.

authorized to recelve classified correspondence.

outer envelope should be opaque, larger than the inmer

Lined letterhead envelopes may be obtained from

Supply Room. The outer envelope should bear no indication -

of colasgification.

: 3.6.7 The

Destruction of Wasgte Materials: All waste materlals .

resu
mat
draf
thel
ovex

mate

1ting fram the preparation of classified correspondence
be destroyed, These inoclude carbon paper, rough

'ts, and stenographic notes, when they have served

r purpose., Such matter should not be left in desks
night, The Security Office shall destroy all waste
rial for Top Searet correspondence, .

"

sailon of Classifled Documenta.

_3.7 The Transaml

Clagsified

documents may be transmitted only in accordance with

. the procedures prescribed in this Section,




| 3.7.1"3‘7;1¢2

" 3.7.1 Inter-0ffice Transmissions

3.7.1.1 Top Secret,* Top Secret documsnts, in folders,

| will be transmitﬁed. between offlces by the Secu-
rity Officer only., Under no circumstances shall
“Top Secraﬁ material be sent through the 1ﬁtei‘-

. office mail. Top Secret material should not be

removed from its folder, All Top Secret documents

' b-roug'ht into the Board from any source must be

logged in at the Security Office before being put

3.7.1,2 Secret: Secret documents, in folders, will be  °

trangmitted between offices by mémbers of the

Security Office only, Secret material should not
be removed from its folder. Secret incaming mate-

rial will be forwarded to the Security O0ffice from
the mall control desk, The Security Office will

be responsible for the distribution of all Secret
 material until such materisl is placed in file,

Secret materiasl in file which is to be rerouted

to loterested cormltiees, panels or persons will

be routed through the Security Office,

 of the staff of the Board authorized to handle Top Secret
ma.terial are listed in Appendix II t6 thls chapter, c,opy of which
ma.y be seen :ln the Security Office.

6/15/ 41
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TRk

Requests for Secret documente that have beenlfiled

in the Libra.ry wlll be handled 1in the following

menner: the request will be made to the Librarian

who, upon extracting the document from the rile, \

will attach the appropriate route sheet and indi~ .

addresgee, Thé document willl then be forwarded to

l‘ cate on the route sheet the log number and the
\

the Security Office by folder, and there 1t will
be dlgtributed to the requesting office, After
the requesting office has finished with the docu-
ment and initialed the route sheet, it will be

| returned to the Library by way of the Security
_ i

Qffice,

Secret and Top Secret macerial will bé delivered
in folders by the Security Office, These fold.éra
vill bq delivered daily not later than 1000 and
wlll be picked up by a representative of the |
Security Office in the afternoon, The represent- -
ative of the Security Office will start pilcking

up folders at 1530, NO SECRET OR MATERTAL OF _ |
HIGHER CLASSIFICATION IS TO BE TAKEN FROM THE oo

)

" JRDB OFFICES BY ANY PERSONNEL WITHOUT CLEARANCE

THROUGH THE SECURITY OFFICE,
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Confidential and Restricted: Confidential and

Reagtricted meterial may be transmitted between
offices by such means as the chief ¢f the sending
office may consider adequate to the protection of

1tg asecurity,

3.7.2  Trapamission within the United States:

wral

3.7.2.1

Top Secret: Top Secret material will be trans-;
mitted by ofi’_iéer courler or authorized civilian
oourier, The names of persons who are authorized
couriers for Toi)' Secret material may be obtained
from the Security Office. The transmission of Top
Secret material shall be under'the.-aupeﬁisihon_of
the Secd;‘:l.ty Office, Under no clrcumstances will

Top Secrst material be transmitted dy U, S.

registered mall, Top Secret courlers will be

3.7.2.2

furnisghed locked room accommodationg when travel-

ing by train,

Seoret: Secret material shall be tranamitted by

officer courier, authorized civilian courier, or
S

l U. S. registered mall, return registry recelpt

requested, Seocret material may be transmitted K

be'b#een govei'mnen'b agencles by mesgengers of the

JRDB with the approval of the Security Officer,
6/15/47

R~ . o 43 ATk ==~

P

; EZW/? CHA \:'H\ﬂ“

Su/?

J\ Gf‘ ﬂi)"‘

mmﬂ

n
u-mm sy
L L“_ﬂﬂw. T

/(1.,0[{10




b -‘, h;

THENATIONAL ARCHIVES

30702.3‘308.1

3.7.2.3 Confidentisl: Confidential material shall be

transmitted in the same marmer as Seoret, iexcept
that return registry receipts are not required.
Confidentlal doouments will be ¢leared for trans-

mission by the mail control desk.

3.7.2.% Restricted: Restricted material may be trans-

mitted by any means providing a reasonable dsgree

of security,

3.7.3 Transmisaion outside the Unlted States: C(Clasasified docu~

ments to be meiled to addresses outside the continental

limite of the United States mmat be cleared through. the
Security Officer,

|
|
i

3.7.% | Telophone Tranamissions Classified information of N

clagglfication higher than Restricted may not be trans-
mitted by telephone, References to material of higher
classification may be made by number, date, etc,, provided

care 1s exercised in not revealing substantial classified

information,

3.8 The Duplicetion of Classified Material,

3.8.1 |Authorizationy Top Secret, Secret, and Confidential mate-

rial may not be reproduced, except upon authorizatién of

6/15/47 |
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the Executive Secretary, his deputy, or other suthorized

3 porson. Classified material shall be reproduced: with &

o '

minimm number of coples, becsuse*the risgk that classifled
material may fall into unauthorized hands increases in

| : proportion to the number of coples in exlstence, Whenever
! : o
L

the complete text of an original document is copled, all

| ' copies of the document mset be marked "TRUE COFY"; if only

H a portion of an original document 1la copled, all such

\ x' | ‘ |
|

- ; coples must be marked "COPY,"

\ 3.8.2 | Securing log Numbers:

Before any Top Secret or Seoret
\ document 1s reprod.uced,. a log number must be assigned,
\ ‘Log numbers for Top Secret documents are assigned by the
| | Security Offlice; log numbers for Secret documents are
W sssigned by the mail control desk, Log numbers shaii be
placed In the upper right-hasnd corner of the stencils or

|
\ - master sheets in such a way that all coples will carry the
| I log number,

3.8.3 |Marking or Stamping Classified Doocuments, Drawings, ¢

Tracings: The classification shall be typed on the top

P e

and bottom of the stencils or placed on the reproduction
" |sheets in such a way that all coples will carry the clas-

sification at the top and bottom of the pages, Classlfled

* See Oath of Secrecy, Par, 2, (Chapter 3, Section 3.1.2).
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drawings or tracings shall carry a legend as to the pr&per
¢lassification in such a way that it will be reproduced in .
all coples, Whenever pra.cticable; classified photograixhic'

negativee shall be marked in the sams way.

The top marking must be so placed that it will not be ob-

scured by paper clips, staples, or file fasteners,

If more than 25 coples of a document of more than one page
(and if the classification is below ’i‘op Secret) are to be

prepared, the classification may be typed on the stenclls,

top and bottom of each page. However, the first page of

e document mst also be stamped at top and bottom of the
page., If fewer than 25 coples are prepared, the classifi-
catlon will be stamped in addition to being typed, on all

pages at top and bottan.

All classified documents must bear (either typed or

stemped) the following reference to the Espicmage Acte

This documsnt contains information affecting the -
| natlonal defense of the Unlted States within the

‘ meaning of the Esplonage Act (U.S.C. 50:31 32).

‘ The trensmission of this document or the revela-
tion of 1ts contents in any manner to an unauthor-
ized person 1s prohibited by law,

6/15/47 |
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Prohibitions with Respect to Cryptographic Communications:

- True ocopies will not be mede of any commmication trans-

mitted by cry:ptographic means.,

L , »

Speoial Prov':ls:l.ona for the Reproduction of Top Secret Mate~

rial: To:p Secrat material may be reproduced only under the
supervieion of a ccmniasioned officer or perscmnel at the
policy-makiné ievel. The office initiating the reproduc~
tion of Top Secret mterial aha_'Ll fumish the person to
supervise the reproduction, The mimeograph machine shall
"be operated only by the authorized Tép Secret personnel
iiated. in Appendix IT to tﬁis Chapter., The Securlty Office
ghall be responsible for teaching persomnel listed in the

Appendix to operate the mimeograph machine,

The maximum number of copies of Top Secret material which

may be reproduced is 25, unlese authorization for addi-

PPEEE et e P

tional coples 1s given by the Securlty Office or the
Administrative Secretary,*

Persons supervising the reproduction of Top Secret materisl

shall bave the followlng responsibilitiaeae

* The maximum number of copiea of SECRET ma.tarial which may be repro-
 duced 1 60, unless suthorization for additional coples 1s given by
the Se ty Office or the Administrastive Secretary,

6/15/47
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3.8.6

3.8.7

3.8.8
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» runs unless they are stored in the same securlty as that

(1) That unauthorized persons do not handle or read Top
Secret documents while they are being reproduced;
(2) That the stencils and the backing sheets for stencils
are removed from the machine aml turned over to the
Sacurity 0ffice for destructlon; o

(3) That spoiled sheets and any waste paper which reault
from the operation are turned over to the Secm:'ity

Office for destruction.

Destruction of Waste Material: All carbon pasper, rough

drafta, stenographic notes, gpolled sheets, and any other
vaste material which acourmlstes in the reproduction of
classified documents mst be destroyed in accordance with
Section 3,6,7 of this chapter, The only exception is
waste material resulting from the reproduction of Top
Secret material, which must be turned over to the Sfecurity

Office for destruction (mee Section 3.8.5).

Stowage of Stencils; Stenocils may not be saved for re-«

of the documents run off fram them,

Distribution of Classifled Documbnts: When Top Secret or

Secret documents are prepared for more than one addressee,
the offlce respongible for the preparation of the corre~

spondence or documents will prepare a Distribution Sheet




3.8.8(2)-3.9.1

( which will accompany the correspondence or documenta«=to

.

s

the Security Office in the case of Top Secret, or to the
mail control desk 1n the case of Secret. Secret and Top
Secret material will not be distributed unless the distri-

bution sheet accompanies the documents.

3,8.9 ILimitations as to Facilitlies Which May Be Used for the

Reproductlon of Classified Information: Classified docu-

\ ' | | ments way be reproduced only through facllities maintained
N ~_ by the Secretariat of the Board, unless express permission
‘ 18 given hy the Security O0ffice for the use of other facil-
| | ities which have been approved by the Services for the

i : reproduction of classified matter.

3.9 The Grading (Assigmment of Classification) of Documents.

3.9.1 Authority to Classify: Documents may be classified Top
!

\ | Secret or lower by any of the following persons:

(1) Any member of the Policy Council

(2). Sclentific Advisors to the Policy Council

(3) Any member of the Executive Couneil

A B

J 1 L (4) The Chairmen or Executive Director of any JRDB
) Committee or Panel |

|

\

Documents mey be classified Secrst, Confidential or

Restricted by the following persons;

6/15/47
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3.9.2
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(1) All military persomnel

(2) Any member of the Policy Council

(3) Soientific Advisors to the Policy Council

(4) Any member of the Executive Council

(5) The Chairman or Executive Directér of any JRDB

Camlttee or Panel

Each document shall be classified according to its own
content and not according to its relatlionship with any
other dooument, A letter of transmittal shall bear the
highest classification of any of its enclosures, but :H'.
may also bear the following notationt "Unclassified upan

Removal of Enclosures,"

Downgradings Documents may be declassified only by the

office of origin, When practicable in the preparation of
a documsnt by an office of JRDB, the approximate date that

the document will ceasge to remain in 1ts present clagsifi-

.cation will be shown at the top of the document in the

followlng manners

THE JOINT RESEARCH AND DEVELOPMENT BOARD
Washington 25, D, C,
\

Effective until , &t which time the
classification 1s changed to

)

»
-

The use of the form 1s not restricted to any partiocular
claggification,

=
e




3.10 The F

3.9.2(2)-3.10

For declassifying clas:ified documents originating in JRDIB,

the followlng procedure will '.govern: |

(1) All persons authorized to classify material under
Section 3.9.1 of thesé regulitions may dowhgrade docu~
mente prepared by thelr committee oxr panel;

(2) When it is determined that material will be down-
graded, the office desiring to reduce the classifica~
tion will prepare & letter to go to all original
addressees, notifying them of the cha.ngé in
classlfication,

(2) In all cases, coples of letters changing clasgi~

fication shall be sent to the Seocurity Office,

eriodic Review of Classified Documents,

?erio
o
fmmer
Secur
glvin
(1)
(2)
(3)

dic surveys should be made of all files in order to (1)
rade papers where appropriate; (2) eliminate unnecessary

8, Persons in charge of such surveys should notify the

1ty Office of all paperas which they feel could be d.estroslred,,
g the following information:

offlce of orlgin

date

file number

(4) subject

(5)

slasslfication

6/15 /47
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3.10(2)~3,12°

Personnel of the Board are warned, however, that officlal Govern-
ment records* may not be destroyed except in accordance with |

gpecific federal statute,

3,11 Pudbliclty Clearancs,

Information concerning the Joint Research and Development Board
shall tLe released only upon authorization of the Executive Secre-

tary or his delegated deputy in accordance with Chapter 8 of
this Manual.

Ay
1 3.12 Authority and Functions of PBA Guards,
§
|

The Public Bulldings Administration guards are employees of the
Foderal Works Agency and are on duty in all Government bulldings
and offices which desire thelr services, The duties of the

guards as they affect menmhers of JRDB are as follows:

(1) Injfapection of brief cases and parcels. FPBA guards are

:1‘ " authorized and required to meke perilodical spot checks: of

brief cases and parcels belng teken from the building;i

El

* "Records" are defined as "all books, papers, maps, photographs, or
other documentary materials, regardless of physical form or charac- ! \
teristics, made or received In pursuance of Federal Law or in cons )
nectlion with the transaction of public business, and preserved or ’ i
appropriate for preservation by that agency or ite legitimate o
successor ag evidence of the organlzation functlons, policies, deci- -
sions, procedures, operaticns, or other activities of the Government ]
or because ¢f the informational value of data contained therein," :
(See Act of & July 1945, Public Law 133, 79th Congress,) The term .
"records" will not be construed to include extra copies, or coples
made purely for informstion purposes,

5/15 /47




to have pecple who desire to enter the buillding after the
close of the business day or on Saturdays, Sundays, and
legal holidays, sign a register in the lobby when they
enter and sign agaln upon departure. A person must show
proper identification to the .guard, to gain admittance to

to the building,

3.13 I.u!nited. Distridbution,

A special supplement (Supplement 1) providing instructions on
this subject may be obtained by qualified personnel upon appli-

cation to the Adminiastrative Secretary,

3.1k Exchange of Information,

" A gpecial supplemsnt (Supplement 2) providing instructions on
, this subJect may be obtained by qualifiéd personnel upon appli-~

cation to the Administrative Secretary,

; | | 6/15/w1

3.12(2)-3.1%

(2) The FBA guards are required by their rules and regulations
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| - APFENDIX I

P . List of Personnel - |
! F Authorized to Sign Property Passes =

This appendix will be issued at a later date.
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APPENDIX IT

Iist of Personnel
Authorized to Handle Top Secret Material.

This appendix will be ismsued at s later date,
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UAP-UFO Archives Release Note
27. Donald_Menzel Top_Secret_Zider.pdf

Original start 1113 Inserted note 1139 Archive starts after 1140
page: page: note:

Why it belongs in this release

Shows Donald H. Menzel, a major public UFO debunker, as an NSA consultant in a Secret/Top Secret channel; a useful
lead into dual public/private roles.

Complete release-note text from UAP 4

7. Donald_Menzel_Top_Secret_Zider.pdf

This document is a useful public-release lead because Donald H. Menzel was a prominent public UFO skeptic, yet this
NSA/FBI document shows him employed by NSA on a consultant basis through a classified channel. By itself, that does not
prove he was part of a UFO cover-up, but it does justify a deeper look at whether some public UFO commentators also
held classified advisory or intelligence roles. Congress and NARA should request Menzel’s NSA, FBI, CIA, Air Force,
Harvard, Navy, and security-clearance files; compare his classified consulting timeline with his public UFO writings; and
look for correspondence with Robertson Panel members, CIA OSI, ATIC, Blue Book, NSA scientific panels, and
psychological-strategy offices.

Source: UAP 4 - Archives Release Notes(2).docx. This note page was inserted immediately before the archive file.
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SUBJECT: hensel, Donald Howard, Your file 36=30T94™~ O 4 N

1. Captioned persen is currently employed by this Agency on
a Consultant basia.
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