How to recognize phishing emails CIS

Phishing email messages, websites, and phone calls are designed to steal money, steal data
and/or destroy information. Cybercriminals can do this by installing malicious software on
your computer or stealing personal information off of your server or computer.

Cybercriminals also use social engineering to convince you to install malicious software or
hand over your personal information under false pretenses. They might email you, call you on
the phone, or convince you to download something off of a website.

Don'’t trust the display name

A favorite phishing tactic among cybercriminals is to spoof the display name of an

email. Return Path analyzed more than 760,000 email threats targeting 40 of the world’s
largest brands and found that nearly half of all email threats spoofed the brand in the display
name.

Here's how it works: If a fraudster wanted to spoof the hypothetical brand “My Bank,” the
email may look something like:

To: You =you@yourdomain.coms=
From: My Bank <accounts@securacoms €=

Subject: Unauthorized login attempt

Since My Bank doesn’t own the domain “secure.com,” DMARC will not block this email on
My Bank’s behalf, even if My Bank has set their DMARC policy for mybank.com to reject
messages that fail to authenticate. This fraudulent email, once delivered, appears legitimate
because most user inboxes only present the display name. Don't trust the display name.
Check the email address in the header from—if looks suspicious, don't open the email.

If you receive an email or even an instant message from someone you don't know directing
you to sign in to a website, be wary, especially if that person is urging you to give up your
password or social security number. Legitimate companies never ask for this information via
instant message or email, so this is a huge red flag. Your bank doesn't need you to send your
account number -- they already have that information. Ditto with sending a credit card
number or the answer to a security question.

You also should double-check the "From" address of any suspicious email; some phishing

attempts use a sender's email address that is similar to, but not the same as, a company's
official email address.
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Look but don’t click

Hover your mouse over any links embedded in the body of the email. If the link address looks
weird, don't click on it. If you want to test the link, open a new window and type in website
address directly rather than clicking on the link from unsolicited emails.

Typically, phishing scams try to convince you to provide your username and password, so
they can gain access to your online accounts. From there, they can empty your bank
accounts, make unauthorized charges on your credit cards, steal data, read your email and
lock you out of your accounts.

Often, they'llinclude embedded URLs that take you to a different site. At first glance, these
URLs can look perfectly valid, but if you hover your cursor over the URL, you can usually see
the actual hyperlink. If the hyperlinked address is different than what's displayed, it's probably
a phishing attempt and you should not click through.

Another trick phishing scams use is misleading domain names. Most users aren't familiar with
the DNS naming structure, and therefore are fooled when they see what looks like @
legitimate company name within a URL. Standard DNS naming convention is Child Domain
dot Full Domain dot com; for example, info.LegitExampleCorp.com. A link to that site would
go to the "Information” page of the Legitimate Example Corporation's web site.

A phishing scam's misleading domain name, however, would be structured differently; it
would incorporate the legitimate business name, but it would be placed before the actual,
malicious domain to which a target would be directed. For instance, Name of Legit Domain
dot Actual Dangerous Domain dot com: LegitExampleCorp.com.MaliciousDomain.com.

To an average user, simply seeing the legitimate business name anywhere in the URL would
reassure them that it was safe to click through. Spoiler alert: it's noft.

Check for spelling mistakes

Brands are serious about email. Legitimate messages usually do not have major spelling
mistakes or poor grammar. Read your emails carefully and report anything that seems
suspicious. It's highly unlikely that a corporate communications department would send
messages to its customer base without going through at least a few rounds of spelling and
grammar checks, editing and proofreading. If the email you receive is riddled with these
errors, it's a scam.

You should also be skeptical of generic greetings like, "Dear Customer" or "Dear Member."

These should both raise a red flag because most companies would use your name in their
email greetings.
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This might be a phishing message and is potentially unsafe. Links and other functionality have been disabled. Click here to enable
functionality (not recommended).

From: PayPal [service @paypal-australia.com.au] = Thu 28/06/2012 8:24 AM
To: S N 1. Fake sender domain.
e (not service@paypal.com.au)

Subject: Your account has been limited

PayPal

[» 1

2. Suspicious Subject
and content.

How to restore your PayPal accou

Dear PayPal member, .
To restore your PayPal account, you'll need tccount.

It's easy:

3. Bad grammar

1. Click thatial "' Losas s ; “cure browser window.
2. Confirr‘ http://69.162.70.168/ppau/ f the account, and then follow the instructions.

Click to follow link

Log in vour account now
4. Hovering over

PayPal Email ID PP32260008777636 link reveals
suspicious URL.

4

Analyze the salutation

Is the email addressed to a vague “Valued Customere” If so, watch out—legitimate
businesses will often use a personal salutation with your first and last name.

Don’t give up personal information

Legitimate banks and most other companies will never ask for personal credentials via email.
Don't give them up.

Beware of urgent or threatening language in the subject line

Invoking a sense of urgency or fear is a common phishing tactic. Beware of subject lines that
claim your “account has been suspended” or your account had an “unauthorized login
attempt.” "Urgent action required!" "Your account will be closed!" "Your account has been
compromised!" These intimidation tactics are becoming more common than the promise of
"instant riches"; taking advantage of your anxiety and concern to get you to provide your
personal information. Don't hesitate to call your bank or financial institution to confirm if
something just doesn't seem right. And scammers aren't just using banks, credit cards and
email providers as cover for their scams, many are using the threat of action from
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government agencies like the IRS and the FBI to scare unwitting targets into giving up the
goods. An important point: government agencies, especially, do not use email as their initial
means of communication.

Review the signature

Lack of details about the signer or how you can contact a company strongly suggests a
phish. Legitimate businesses always provide contact details.

Don’t click on attachments

Including malicious attachments that contain viruses and malware is a common phishing
tactic. Malware can damage files on your computer, steal your passwords or spy on you
without your knowledge. Don’'t open any email attachments you weren’t expecting.

Don’t trust the header from email address

Fraudsters not only spoof brands in the display name, but also spoof brands in the header
from email address. Return Path found that nearly 30% of more than 760,000 email threats
spoofed brands somewhere in the header from email address with more than two thirds
spoofing the brand in the email domain alone.

Don’t believe everything you see

Phishers are extremely good at what they do. Just because an email has convincing brand
logos, language, and a seemingly valid email address, does not mean that it's legitimate. Be
skeptical when it comes to your email messages—if it looks even remotely suspicious, don't
open it.

From: Storck, Stephen [mailto:sstorck@kent.edu

Subject: System Administrator

B Bad
UPGRADE YOUR MAIL BOX QUOTA " Grammar.
Your inbox has almost exceeded its storage limit o

It will not be able to send and receive e-mails|if exceeded it limit
And your e-mail account will be deleted from fwr servers
To avoid this problem, you need to update you mail box quota

By clicking on the link below and filling your login information for the update
http: //owa-team1.webs.com/ Non UR|Email Link:
[f we do not receive a reply frgm you within 24 hours

Your mailbox will be suspended Threat(of Lost{Service

Thank you for your cooperation.

©2013 Email System mﬂ. No Contact/info
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Wathmtfntlmgi:nr
anonyvmous greshngs.

Dear Email User: Bad grammar

We regret to announce that we would be making some scheduled vital
maintenance and significant upgrades to our Webmail system. During this
process, you might experience some login problems while accessing your
account. A much needed Security Update and maintenance is to be carried
out shortly. All Users are hereby, required to participate in our simple
maintenance process and security test.

Email Termination or Cancellation of Service:

All Our Webmail Users are advised to participate in this process. Failure
to do this is a violation of our Security Terms and would prompt the
Termination or Cancellation of Service of such User account and User

Email address. Please,ensure your email participateé in this update
process.

What To Do?

To carry out this maintenance and participate in this process, simply
click on the access link below and follo imple instruction.

hﬁE: f{ﬂ' L2 lif.lh'tﬂ'lf

Reply now to avoid account termination”and service suspension.

o

MOTE: Reply back to this email for further gui:ie towards completing this
process.
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