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1. Introduction

The Internet of Things (IoT) is considered the
“Third Wave” of technological revolution,
following the industrial revolution (first
wave) and the Internet revolution (second
wave). Even in these early stages, the IoT has
transformed the way corporations and
consumers interact with each other and the
environment around them.
The purpose of this paper is to provide
information about trends in this emerging
ecosystem that would serve as a roadmap for
companies entering this field. Throughout
this paper, we emphasize areas of
opportunity for innovation, where
intellectual property can play a key role in
enabling technologies and in emerging
monetization strategies. In the process of
preparing this paper we have conducted
extensive research, through articles, studies
and interviews, and have included various
perspectives from leading industry analysts
(IDC, Morgan Stanley, McKinsey), key
industry players and alliances (GE, Cisco,
ARM, Industrial Internet Consortium) and
standard-setting organizations (IEEE, Zigbee,
Bluetooth). We incorporated case studies
and industry examples to better demonstrate
some of the concepts and ideas.

This paper is divided into four sections:
a. Overview of the IoT ecosystem, key
segments, investment activity, market size
and growth projections;
b. Discussion of the main enablers and
challenges to IoT widespread adoption;
c. Standardization efforts, both existing and
emerging, including the new IEEE P2413
standard for an IoT architectural framework;
d.Analysis of IoT revenue models through a
case study highlighting the transformation of
the connected vending machine from a dumb
terminal to a smart connected device.

2.1.1 The Internet of Things Ecosystem

The term 'Internet of Things' (IoT) refers to
the combination of sensors, actuators,
distributed computing power, wireless
communication on the hardware side and
applications and big data analytics on the
software side. Sensors and other advanced
instrumentation are embedded in an array of
machines and devices, from the simple to the
highly complex. This allows the collection and
analysis of an enormous amount of data,
which can be used to improve the efficiency
and performance of the systems and
1
networks that link them.

1

“Industrial Internet: Pushing the Boundaries of Minds and Machines,” GE Report, 2012.
Meunier, Francois, and Adam Wood. “The 'Internet of Things' Is Now: Connecting the Real Economy,” Morgan Stanley Blue
Paper, Morgan Stanley, May 2014.
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In their report: “The 'Internet of Things' Is Now: Connecting the Real Economy”, analyst firm
Morgan Stanley lays out a framework for looking at the IoT as an ecosystem composed of three
main layers: Semiconductors (sensors/actuators), telecom/integration (networking and
connectivity) and Big Data/Analytics (applications). The chart below shows these layers and how
2
they span across several verticals, from Wearables to Medical Devices:

STRUCTURING THE INTERNET OF THINGS
BIG DATA / ANALYTICS
TELECOM / INTEGRATION COMPANIES

Medical Devices - Patient monitoring and predictive
medicine

Pharmaceuticals -Reducing clinical trial costs, by
monitoring patients more closely

Healthcare - Enhancing clinical outcomes and
reducing resource requirements

Insurance - Telematics in automotive insurance
leading to more accurate risk pricing

Agriculture - Precision agriculture using data
analytics and real time recommendations for farmers

Utilities - Smart meters and smart water allowing for
better management of resources

Factory Automation - Process monitoring

Mining - Monitoring of equipment autonomuous
mining

Retail - Supply chain management

Automotive - Connected cars

Transportation - Monitoring operational condition
and efficiency of equipment for freight transport

Home Automation - Lighting

Leisure - Improving customer satisfaction and cost
control

Wearables - Extending brands’ digital ecosystems
and engaging customers further

SEMICONDUCTORS

Source: “The 'Internet of Things' Is Now: Connecting the Real Economy ”, Morgan-Stanley Blue Paper, 2014

The Morgan Stanley report emphasizes the need for companies to analyze and interpret IoT data
using real-time and predictive analytics. The analysis has to be presented to end-users in
actionable ways to reap the maximum benefits from the data. Subsequently, there is high demand
for new software applications around IoT, which will also require new development platforms. IoT
applications need to be integrated into existing business processes and IT infrastructures. Finally,
companies are likely to deploy new business models, moving the value from products to services.
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2.2

IoT Market Size and Growth Projections

The current ratio of three connected devices to each person is expected to double by
2018. 1 With the projected population growth, that could lead to 50 billion
connected devices by 2020:

Source: Cisco IBSG: April 2011

The size estimates and growth projections vary somewhat among the various
companies, analysts and organizations attempting to quantify this emerging
ecosystem. Below is an aggregation of some of the more commonly cited
projections in the business press:
-

Cisco estimates that 99.4% of physical objects that may be part of the IoT are
still unconnected. 2 The company predicts that $14.4 trillion of value (net
profit) for companies and industries worldwide, will be “at stake” over the
next decade (2013-2022), driven by “connecting the unconnected” through
the IoT.

-

GE predicts that the IoT could add a sizeable $10 -15 trillion to global GDP,
the size of today’s U.S. economy, over the same horizon. 3 According to GE’s
Industrial Internet report, the technological innovations of the Industrial
Internet could find direct application in sectors accounting for more than
$32.3 trillion in economic activity. If the Industrial Internet achieves just a
“one percent efficiency” improvement then the results are substantial, as
presented in the chart below: 4

“The Internet of Things, How the Next Evolution of the Internet Is Changing Everything,” Cisco IBSG, April 2011.
“The Internet of Everything.” Cisco IoE Value Index Study, 2013.
3 “Industrial Internet: Pushing the Boundaries of Minds and Machines, ” GE Report, 2012.
4 “Industrial Internet: Pushing the Boundaries of Minds and Machines, ” GE Report, 2012.
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Source: “Industrial Internet: Pushing the Boundaries of Minds and Machines”, GE Report, 2012.

-

IDC expects the installed base of IoT units to grow at 17.5% CAGR over the
forecast period from 9.1 billion to 28.1 billion in 2020. By 2020, IDC predicts
that there will be 100 billion processors shipped, each capable of processing
info and communicating. 1 IDC expects the IoT technology and services to
grow from $4.8 trillion in 2012 to $7.3 trillion by 2017 , at an 8.8% CAGR,
with the greatest opportunity initially in the consumer, manufacturing, and
government vertical industries. 2

-

McKinsey estimates the potential economic impact of the IoT to be $2.7
trillion to $6.2 trillion per year by 2025 through use in a half dozen major
applications, with the largest impacts among sizes applications in healthcare
($1.1-$2.5 trillion per year by 2025) and manufacturing. 3

-

Gartner predicts the IoT will include 26 billion units installed by 2020, with
IoT product and service suppliers generating incremental revenue exceeding
$300 billion, mostly in services, in 2020. This will result in $1.9 trillion in
global economic value -add through sales into diverse end markets. 4

“Worldwide Big Data Technology and Services 2012 -2015 Forecast,” IDC Report, 2013.
Kobielus, James. “Big Data’s Potential in Securing the Internet of Things,” IBM, RSA Conference, February 2014.
3 “Disruptive technologies: Advances that will transform life, business, and the global economy ,” McKinsey Report, May 2013.
4 “Gartner Infrastructure, Operations and Data Center Summit 2014 ,” Gartner Press Release, March 2014.
1
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2.3

Mergers & Acquisitions

The IoT space has seen a significant rise in M&A activity since 2012. Some recent notable
acquisitions in the IoT space include:

PTC – ThingWorx Acquisition (December
2013):
PTC, Inc., a U.S.-based computer software
company specializing in 2D & 3D design
software, product lifecycle management, and
service management solutions, acquired
ThingWorx, creators of an award-winning
platform for building and running
applications for the Internet of Things (IoT),
for approximately $112 million.1 Through this
acquisition, PTC plans to offer its customers a
means to establish a secure, reliable
connection to their products as well as a
platform to rapidly develop applications for
maintaining and operating them.

Google/Nest Labs – DropCam Acquisition
(June 2014):
Nest Labs subsequently announced its
acquisition of Dropcam, a cloud-based Wi-Fi
video monitoring company, for $555 million.
Dropcam is a home surveillance company
that makes in-home cameras, which can be
accessed from a smartphone anywhere in the
world. 3

Google-Nest Lab Acquisition (January 2014):
Google acquired Nest Labs, the maker of the
Nest Learning Thermostat and the Protect
2
Smoke Detector, for $3.2 billion in cash. This
acquisition was one of the first major
acquisitions in the field of home automation.

Oracle-MICROS Acquisition (June 2014):
Oracle announced its plan to acquire MICROS,
a leading enterprise-wide cloud applications,
services and hardware for the hospitality and
retail industry company, for $5.3 billion. The
acquisition is expected to boost Oracle's
4
growth in the application software market.

“PTC Acquires Lading Internet of Things Platform Provider ThingWorx,” ThingWorx Press Release , December 2013.
“Google to Acquire Nest,” Google Investor Relations, Google, January 2014.
3 Trefis Team, “Google’s Nest Labs Strengthens Its Portfolio with $555 Million Acquisition of Dropcam,” Forbes Magazine, June
2014.
4Trefis Team. “A Closer Look At Oracle’s Acquisition of MICROS Systems,” Forbes Magazine, June 2014.
1
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The following table presents a thorough analysis of IoT M&A activity in the 2012-2014 time period.
YEAR

BUYER

TARGET

PRICE ($ US) TARGET INFO

Jun-14

Google /
Nest Labs

DropCam

$555M

Dropcam is a cloud-based wifi video monitoring service with you free live streaming, two way talk and remotely the makes it easy to
stay connected.

Jan-14

Google

Nest Labs

$3.2B

Nest Labs is a home automation company headquartered in Palo Alto California that designs and manufactures sensor driven, WiFi
enabled, self learning, programmable thermostats and smoke detectors.

Dec-13

PTC

Thingworx

$112M

Thingworx is creators of an award-winning platform for building and running applications for the Internet of Things. Thingworx is the
first application platform for the connected world one that combines the key functionality of web 2.0, social media and connected
intelligence and it applies it to any process that involves things.

Dec-13

Google

Boston Dynamics

$500M

Boston Dynamics is an engineering company that specializes in building dynamic robots and software for human simulation. The
company began as a spin off from MIT.

Dec-13

Siemens

TESIS PLMWare

Nov-13

Sirius XM
Radio

Agero, Inc.
$915M
(Connected Vehicle Unit)

Sept-13

Telit

ILS Technology

Aug-13

ARM

Sensiode Oy

Jun-13

Google

Waze

$996M

A provider of a mobile map application which provides turn by turn navigation and real-time traffic updates powered by incidents and
route information submitted by a community of users.

Apr-13

Jawbone

BodyMedia

$100M

BodyMedia pioneered the development of wearable body monitors that collects physiological data for use in improving health, wellness
and fitness. The companies around the clock on body monitors utilize proprietary technology to capture data used by consumers as
well as health and wellness professionals to guide behavioral changes to help control weight and promote an active lifestyle. These two
factors are routinely cited as keys to combat and manage serious medical conditions.

Feb-12

Verizon

nPhase

Jul-12

Verizon

Hughes Telematics

Mar-12

CalAmp

Wireless Matrix

Nov-12

DIGI

Etherios Machine Cloud

N/A

TESIS PLMware, a member of the TESIS group, was founded in 1988 as a consultancy and software company that helps medium and
large manufacturing companies worldwide create integrated PLM landscapes and highly efficient product development processes.
The connected vehicle unit of a Agero is the leading provider of innovative telematics services, offering safety, security and convenient
services for drivers and end-to-end turnkey solutions for auto makers. Following the acquisition, Sirius XM will provide connected
vehicle services to more automotive manufacturers.

$8.5M

ILST is a leading provider of ready to use, off the shelf cloud platform service connecting enterprise IT systems to M2M enabled devices
as well as machines for a business critical use. ILST Solutions are easy to deploy and can integrate m2m devices with minimal
application development effort. Critical to its customers businesses, ILST services leverage comprehensive technology and processes
to provide security and full protection of company and customer data as well as regulatory compliance.

N/A

A provider of software technology for the Internet of Things, the privately held company has led the creation of the 6LoWPAN and CoAP
standards for low cost low power devices, and has been a key contributor to the IETF, ZigBee IP, ETSI and OMA standardization efforts.
ARM will continue the commercial offering of Sensinode's NanoStack and NanoService products to existing and new customers.

N/A

Provides an advanced M2M wireless communications and smart service offerings across a wide variety of market segments, including
healthcare, manufacturing, utilities, distribution, and consumer products.

$612M

Hughes sells products that offer GPS tracking, communications and safety features in cars. Hughes offers voice and data connections
to vehicles that are monitored to call centers.

$53M

A provider of real-time GPS fleet management, automatic vehicle location and mobile resource management solutions for vehicle fleets.
The company provide services to a variety of industries, most notably utilities, telecommunications, cable, rail & home services.

N/A

A salesforce.com Platinum Partner and creator of the social machine, a revolutionary new cloud based method for integrating machines
into core businesses processes via the sales for service cloud. Combining The iDigi Device Cloud with The Social Machine will enable
almost any machine, anywhere in the world, to collect rapidly and easily to the Service Cloud.

Source: Szabo, Balazs. “Latest Acquisitions from the Internet of Things Space,” IOTPEDIA.com, July 2014
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2.4.

Industry Spotlight: Factory Automation

Factory Automation is one of several areas of
fertile ground for IoT integration and cost
savings. The IoT could allow M2M (machineto-machine) communication along the entire
production line. An IoT approach with an
open, IP-based cloud solution could allow
users to access and aggregate data from a
production line to optimize production
through data drive decisions. Morgan Stanley
estimates that 2-4% cost savings over the
current $25 trillion global cost base of
manufacturing, at 50% penetration of IoT,
would generate $500 billion in potential cost
savings. Cisco estimated that supply chain
and logistics could generate even higher
savings of about $2.7 trillion through IoT
1
related improvements in process efficiencies.
It should be noted, though, that some barriers
to adoption of factory automation solutions
include training costs, data security issues,
and system migration inefficiencies.

The greatest benefits of factory automation
are in the areas of process monitoring and
prevention and energy savings. Monitoring
the production line in combination with data
analysis can lead to preventive maintenance
and avoiding major shutdowns in advance.
Companies can also monitor their energy
consumption in real time to optimize
efficiency. This would enable manufacturing
facilities to integrate smart grid information
in such a way that could enable their
production lines to perform the most energy
intensive tasks during off-peak hours.

GE Intelligent Platforms has leveraged its expertise in elec tronics, process control,
and software to help Original Equipment Manufacturers (OEMs) benefit from the
data analytics cycle of the Industrial Internet. GE offers a suite of solutions that are
critical to improving efficiencies within the automation manuf acturing processes.
The list below highlights some of these solutions:
·
·
·
·
·

Advanced Packaging & Assembly Solutions - high-performance operator
interfaces and controllers and motion controls and software. 2
Industrial Automation Software - latest technologies for human machine
interface/supervisory control and data acquisition (HMI/SCADA). 3
Mission Critical Power & Cooling Solutions - combines innovative, advanced
technologies and deep domain expertise in mission critical power and cooling. 4
GE Predictivity™ Solutions - enable industrial companies to deploy large -scale
analytics, connect machines, data, and people, and improve performance. 5
Real-time Operational Intelligence - businesses can transform vast amounts of
operational data into actionable information accessible anywhere, anytime. 6

“Why IoT – Why Internet of Things (IoT) ,” Cisco Solutions, Cisco.com, June 2014.
“Advanced Packaging & Assembly Solutions,” GE Intelligent Platforms, GE, June 2014.
3
“Industrial Automation Software,” GE Intell igent Platforms, GE, June 2014.
4 Mission Critical Power & Cooling Solutions,” GE Intelligent Platform s, GE, June 2014.
5
“GE Predictivity™ Solutions,” GE Intelligent Platforms, GE, June 2014.
6 “Real-time Operational Intelligence (RtOI)? ” GE Intelligent Platforms, GE, June 2014.
1
2
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3.

Enablers and Challenges for IoT Growth

The Internet of Things (IoT) covers a wide variety of protocols, domains and
applications. In order to enable the IoT to grow and work harmoniously as an
ecosystem, there are several high -level challenges that need to be addressed by the
various stakeholders involved. These challenges represent opportunities for
companies to create or leverage existing technolog ies and intellectual property.
We have identified the following set of high -level issues, which will be discussed in
the coming sections: Connectivity and Bandwidth, Industry Collaboration, Security
Concerns and Battery Life. We also discuss the import ant dual role that
governments worldwide play as participants as well as regulators of the IoT
ecosystem. Another key issue is Standardization, which will be discussed in -depth
in Section 4 of this paper.
3.1

Connectivity

Data centers, broadband spectrum, and fiber
networks are all components of the IoT
infrastructure that need to be further
developed to connect the various machines,
systems, and networks across industries and
geographies. The growing demand for data
centers provides an example of the scale of
the challenge. According to a GE report on
the Industrial Internet, the demand for data
processing is currently more than doubling
every two years and will increase 20 times by
2020. If this trend continues then we can
expect a 40x increase in data processing
demand by 2025.
Most data centers that will be required in
2025 have not yet been built. Today, the
world's data centers consume approximately
130 GWh per year of electricity, or 2.6 times
the amount used by New York City alone. By
2025 the amount of power required by data
centers will grow to the equivalent of
between 9 to 14 mega-cities like New York.
By 2015, global capital spending on data
centers is likely to approach $100 billion and
will double again to over $200 billion a year
1
by 2025.

Bandwidth consumption is another challenge
for IoT connectivity. The ability of devices to
communicate with sensors and other devices
is crucial for the IoT growth. This requires
complex networking as well as location based
intelligence in order for each device to
communicate. Location data is geographic in
nature and requires a great deal more
bandwidth and compute ability to move and
connect the information. Bandwidth on a
cellular network is expensive, especially with
billions of IoT devices expected to send
request/response signals over the network.
Even though data packets can be small, they
become a problem when millions of them are
being transferred per device. As location
based information (geographic in nature) is
added for applications and device connected
in IoT the bandwidth needs skyrocket.
The bandwidth gap - the difference between
required and available bandwidth - is large
and growing. In some parts of the world,
companies can buy a lot of bandwidth. In
other regions, the capacity does not yet exist.
The limitations in these regions will prevent
some global companies from deploying
bandwidth-intensive enterprise IT strategies
worldwide.

Peter C. Evans and Marco Annunziata. Industrial Internet: Pushing the Boundaries of Minds and Machines, GE Report,
November 2012.
1
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3.2

Industry Collaboration

Industry collaboration is critical to the
success and wide adoption of the IoT. The
Industrial Internet Consortium (IIC) was
founded in 2014 as an independently run
consortium of technology innovators,
industrial companies, academia and
government. The goal of the IIC is to
accelerate the development and availability
of intelligent industrial automation for the
public good, establishing interoperability
across various industrial environments.1 The
IIC's founding members include AT&T, Cisco,
GE, Intel, and IBM. Each founding member
holds a permanent seat on an elected IIC
Steering Committee along with four other
elected members. IIC members will join in
developing critical relationships with leaders
in technology, manufacturing, academia and
the government on working committees.
Additional notable industry alliances include
the AT&T and IBM alliance, which focuses on
creating new solutions for municipalities and
midsize utilities. These organizations need to
integrate and analyze vast quantities of data
from assets such as mass transit vehicles,
utility meters, and video cameras. As a result,
cities may be able to better evaluate patterns
and trends to improve urban planning and
utilities can better manage their equipment
to reduce costs.2

In Europe, Ericsson is engaged with a number
of partners from industry and academia in an
EU-funded research project called the IoT
Initiative, with the objective of increasing the
benefits and possibilities of the Internet of
Things, but also identifying and proposing
3
ways to tackle the challenges.
All IoT applications, markets, and industries
require shared standards to exchange data
across the ecosystem. The overall success of
the IoT largely depends on global standards
that are overseen by licensing and standards
organizations such as the Institute of
Electrical and Electronics Engineers (IEEE).
The US Intelligence Community is also
involved in standards related to Geospatial
Intelligence (GEOINT). The National
Geospatial Intelligence Agency (NGA)
specifically defines GEOINT as the
exploitation and analysis of imagery and
geospatial information to describe, assess
and visually depict physical features and
geographically referenced activities on earth.
IoT and Location Based Intelligence
standards are some of the emerging areas.4

About US: The Industrial Internet Consortium ™: A Nonprofit Partnership Of In dustry, Government And Academia.
Dawson, Fabienne. "AT&T & IBM Partner to Deliver Innovations for IoT,"IBM News Room, IBM Media Relations, February
2012.
3
Presser, Mirko and Jan Holler. "Internet of Things," Ericsson.com. Ericsson.
4 "Geospatial Intelligence Standards Working Group (GWG), " Geospatial Intelligence Standards Working Group (GWG) .
1
2
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3.3

Security Concerns

Security should be considered in terms of both network security and the security of
all devices connected to the network. 1 Data Control determines who has access
rights to the data. No single solution can effectively mitigate every possible cyber
threat. The existing IT security solutions can be applied in IoT environments, as long
as they are adapted to the unique constraints of embedded devices. A ll stakeholders
need to become proactive participants in security management. Security must be
addressed throughout the device lifecycle, from the initial design to the operational
environment:
·

·

·

·

Access Control – Controls built into the operating system limit the privileges
of device components and applications so they access only the resources they
need to do their jobs. Only the minimal access required to perform a function
should be authorized in order to minimize the effectiveness of any breach of
security. If any component is compromised, access control ensures that the
intruder has as minimal access to other parts of the system as possible. 2
Device Authentication – When the device is plugged into the network, it
should authenticate itself prior to receiving or transmitting data. Machine
authentication allows a device to access a network based on a similar set of
credentials stored in a secure storage area. 3
Firewalling and IPS – The device also needs a firewall or deep packet
inspection capability to control traffic that is destined to terminate at the
device. Deeply embedded devices have unique protocols, distinct from
enterprise IT protocols. That is why industry specific protocol filtering and
deep packet inspection capabilities are needed to identify malicious payl oads
hiding in non-IT protocols.4
Device monitoring - It’s important to know, in real time, when an IoT device
drops off the network and goes offline, as well as when that device comes
back online. With connected IoT devices, bi -directional signaling is essential
for collecting and routing data between devices and between devices and
servers.5

“Industrial Internet: Pushing the Boundaries of Minds and Machines,” GE Report, 2012.
The Intelligence In The Internet Of Things, "Security In The Internet Of Things." S ecurity In The Internet of Things (2014):
3 Ibid.
4
Ibid.
5 Sharma, Rakesh. "Five Challenges For T he Internet of Things Ecosystem, " Forbes. Forbes Magazine, Nov. 2012
1
2
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3.4

Battery Life

Analysts estimate by the year 2020, there will
be billions of Internet connected devices.
Most of these IoT devices will be
extraordinarily small. These IoT devices will
be wireless due to the expense and
inconvenience of wiring all of them. Battery
life for cellular-based M2M terminals cannot
be extended much beyond a month and
without a relatively large and expensive
battery. As a result, these devices will need to
be self- powered through either nonrechargeable traditional battery that needs to
be changed or rechargeable battery using
ambient energy. 1
A key issue is finding ways to power these
wireless sensors without the need for powerconsuming components or short-lived
batteries that would require constant
monitoring. Many companies have tackled
the issue of battery life for IoT from multiple
angles, providing various and creative
solutions. WeightlessTM , an open standard
that is backed by ARM, Cable and Wireless
Worldwide, and over 1,400 other members
and associates worldwide, is based upon
technology from Neul, a UK Wireless
Company that is focused on the advancement
of the IoT. Iceni, a single chip that provides
low-cost and effective coverage, is Neul's
implementation of the WeightlessTM
2
standard. In terms of battery life, these chips
optimize energy longevity by using lower
power drains, creating more efficient sleep
modes, and eliminating the need for
processors that drain battery.

In addition, due to the greater range of
coverage provided by Iceni, fewer sensors
call for a reduced number of links and less
energy required for the sensors exchanging
data and information. Lastly, using white
space spectrum allows for less energy to be
used due to connections between sensors to
be made less frequently (around once every
fifteen minutes). The combination of more
efficient design, fewer sensors, and a less
frequent number of connections results in an
energy source that could last upwards of 10
years before requiring replacement.
Saft has created a collection of different
lithium-based batteries that can withstand
all sorts of uncontrollable climate conditions
while achieving the longevity that IoT
batteries will require. For example, Saft's
high-temperature lithium batteries have the
ability to endure temperatures up to 150
Celsius. Saft's rechargeable lithium-ion
batteries offer a broad optimal temperature
range that support WAN harvesting systems.3
Spansion, a Silicon Valley based embedded
systems company, has another approach to
improving battery life: no battery. Spansion is
focused on a “Greener Internet of Things” by
eliminating the need for batteries and
focusing on more environmentally friendly
and accessible means of energy. Spansion's
power generating devices will capture and
store energy from ambient sources—solar,
vibration, temperature changes—to supply
4
energy to sensors.

Sharma, Rakesh. "Five Challenges For The Internet of Things E cosystem, "Forbes. Forbes Magazine, Nov 2012.
Mitchell, Stewart. "Ten-year Battery Life for ‘IoT’ Devices," PCPRO, PCPro.com Nov 2012.
3 "Powering the Internet of Things Saft B atteries at Sensors Expo," Press Release, Saftbatteries.com, June 2014 .
4
"Spansion Eliminates Need for Batteries and Fuels a Greener Internet of Things with Energy Harvesting Solution ," Press
Release, Spansion.com, June 2014 .
1
2
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3.5

Government Role in the IoT

The IoT sits at the intersection of policy concerns. Privacy and data security are top-ofmind issues for state legislators, the U.S. Congress, and other regulators around the
world. State and federal regulators are already working to restrict government and
private-sector collection and control of data created by the billions of connected devices.
An effective cyber security regulatory regime should promote innovation, encourage the
education of all stakeholders, and support the development of a capable workforce. To
build a stable foundation, government should pursue the development and broad
adoption of voluntary industry standards and best practices for cyber security. Ideally,
standards and data privacy policies would be consistent across states and countries.

Currently, there are several standards bodies,
but they are fragmented. The promotion and
adoption of common and consistent
standards on data structure, encryption,
transfer mechanisms, and the proper use of
data will go a long way in advancing cyber
1
security. Although countries will develop
national guidelines, the development of
international norms and standards will also
be required. The focus should be on
developing norms related to IP protection
2
and international data flows.

Governments are not only regulators,
but also participants and stakeholders
in the IoT ecosystem. Cisco and
Gartner studies have estimated that
government defense agencies around
the world will realize $1.2-$1.5 trillion
in value over the next decade by
capitalizing on shared communication
systems and enhanced information
sharing. Federal civilian agencies
worldwide could see over $450 billion
in around IoT in disaster planning and
3
cyber security. Cisco identified some
of the main drivers of potential value
that the government will likely be
involved and interested in, such as
improved military connectivity and
reduced operating costs. The public
sector will benefit from IoT in several
areas including: online smart parking
systems, systems for managing gas and
water resources, home healthcare
systems, variable road pricing,
connected learning, and military
systems.

“Industrial Internet: Pushing the Boundaries of Minds and Machines, ” GE Report, 2012.
Ibid.
3
"Internet Of Things: 8 Cost-Cutting Ideas Fo r Government – InformationWeek,” In formationWeek, Information Week, Jan.
2014.
1
2
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4.

IoT Current and Emerging Standards

4.1

Current IoT Standards Landscape

Industry experts generally agree that current cellular standards are limited to
‘mobile broadband’ and are not suit able for the IoT, which requires connectivity to
many more nodes, with less data traffic per node bu t more data traffic overall.
While the 4G standard works well for sending a large amount of data to a
smartphone or to a tablet, IoT devices are more likely to send and receive smaller
amounts of data over many more devices. 1
According to predictions made in a white paper by ARM and Freescale, it may take
10-12 years for the IoT market to launch in full scale. By then, the communications
standards and technologies needed to support the unique needs of the IoT
environment may be different from those we know today . Existing Wi-Fi standards
may need to be converted to support mesh networking and longer -range control of
sensor networks.2
Morgan Stanley’s study presents the following chart (originally from Atmel), laying
out the communication topologies that exist today, comparing the range and data
range of the leading standards today:

Source: Meunier, Francois, and Adam Wood. “The 'Internet of Things' Is Now: Connecting the
Real Economy,” Morgan Stanley Blue Paper, Morgan Stanley, May 2014

1 Meunier, Francois, and Adam Wood. “The 'Internet of Things' Is Now: Connecting the Real Economy ,” Morgan Stanley Blue
Paper, Morgan Stanley, May 2014.
2 ”What the Internet of Things Needs to Become a Reality ,” Freescale and ARM White Paper, 2014.
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The following sections provide an overview of the key existing standards, the attributes that make them uniquely
suitable for the IoT, and the companies leading the efforts in each of these standards. We also included an early
look at the new IEEE P2413 standard for IoT architectural framework, based on information provided by the IEEE
Standards Association.

4.1.1. The Zigbee Standard : Home Automation
Zigbee is the leading standard in several home automation products, such as Nest
(Google), Hue (Philips), and Hive (British Gas). The ZigBee Alliance is an open, non profit association of members including businesses, universities and government
agencies that work together to create wireless solutions for use in residential,
commercial and industrial applications. 1 The foundation of every ZigBee standard
and specification is the IEEE 802.15.4 physical radio standard operating in
unlicensed bands worldwide at 2.4GHz (global), 915Mhz (Americas) and 868Mhz
(Europe). It delivers raw data throughput rates of 250Kbs at 2.4 GHz (16 channels),
40Kbs at 915Mhz (10 channels) and 20Kbs at 868Mhz (1 channel). Transmission
distances are relatively high for a low - power solution, ranging from 10 to 1,600
meters, depending on power output and environmental conditions, such as other
buildings, interior wall types and geographic topology. 2
Unlike Bluetooth and Wi-Fi, Zigbee is a mesh network, where a new node in the
network (such as a light bulb) can be used to extend the network . The Zigbee mesh
network allows as many as 65,000 nodes to be connected, while Bluetooth is limited
to eight, and WiFi to 32. Zigbee’s mesh topology makes it suitable for IoT industrial
applications due to its potential to communicate over greater distances (300 meters,
which is better for factories). Wi-Fi can be integrated with ZigBee to extend Internet
connectivity, which works well for industrial control and automation in Wi- Ficovered areas. Standby current can reach a really low level and theoretically a
remote control with Zigbee could last over 20 years on one coin cell, so the battery
could outlast the expected lifetime of the product. 3
4.1.2 The Bluetooth Standard: Wearable Devices
Bluetooth Smart is currently the standard of choice for wearable devices. It was first
introduced as Wibre e by Nokia in 2006 based on the vision that any object could be
connected to a smartphone. Wibree was merged into the Bluetooth standard in
2010 and has been known as ‘Bluetooth Smart’ since 2011. Bluetooth Smart is a
smaller, simpler and cheaper chip than a full Bluetooth chip and it can run on a
small battery for a year or two. It is compatible with any mobile device and
operates as lower cost and lower power usage as compared to WiFi. Bluetooth
Smart is expanding beyond wearables with a mesh topology o ption that is similar to
Zigbee. Consequently, Bluetooth Smart could also be used in applications such as
connected light bulbs where any smartphone could be used to take control of the
bulbs. Bluetooth Mesh has just been introduced and is in its early days. It is designed
to compete more directly with Zigbee, applying the same mesh architecture and
targeting a similarly large number of potentially connected devices.
Companies involved in Bluetooth Smart are CSR, Dialog Semiconductor, Nordic Semiconductor,
STMicroelectronics, and Texas Instruments.
1
2
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"ZigBee Standards Overview," ZigBee Standards Overview, ZigBee.com, 2014.
Ibid.

3 Meunier, Francois, and Adam Wood. “The 'Internet of Things' Is Now: Connecting the Real Economy,” Morgan Stanley Blue
Paper, Morgan Stanley, May 2014.

4.1.3 The 6LoWPAN Network Technology for IPv6 Traffic
With the introduction of the Internet Protocol version 6 (IPv6), almost every device
can be assigned an IP address and communicate over a network . Connected
processors and microcontrollers can now communicate both ways. 6LowPAN is a
networking technology that allows IPv6 packets to be carried efficiently within
small link layer frames such as those used by IEEE 802.15.4. 1 The 6LoWPAN
standard originated from the idea that "the Internet Protocol could and should be
applied even to the smallest devices," and that low- power devices with limited
processing capabilities should be able to participate in the Internet of Things. 2 It
works by compressing 60 bytes of I Pv6 headers into just seven bytes and then
optimizing mechanisms for wireless embedded networking.
6LoWPAN was first envisioned as a competitor to Zigbee, using a different network
layer on the top of the same RF connection (802.15.4) . It has since developed to be
hardware-agnostic and can connect any device via IPv6 over any type of hardware
connection, such as power -line communications, sub-GHz ISM bands, and even
RFID. ARM recently acquired Sensinode, a Finland-based company that was behind
promulgating the 6LoWPAN standard. 3
4.1.4 The Ultra Narrow Band & Weightless Standards
Some European companies provide alternatives involving the use of radio
whitespace or the use of spectrum left over between TV channels: 4
·

SigFox (France) is promoting the Ultra Narrow Band standard, with Silicon
Labs, Simtec, Intel, and STMicroelectronics as ch ip partners. SigFox has now
become a Special Network Operator in France and can cover a whole country
with only 1,500 antennas, potentially handling 1.5 billion connections.

Neul (UK) promotes Weightless with ARM, Freescale, CSR, and Vodafone. The
objective is to have a 10 km range, 10 -year battery life for less than $2 module cost.
Neul plans to license the implementation of Weightless on silicon so that it can be
integrated with any other chip (with MEMS, GPS, or any other sensor and
microcontrollers).
4.2

New IEEE P2413 Standard

Oleg Logvinov of STMicroelectronics, who leads of IEEE IoT standardization efforts,
shared presentation materials laying out the IEEE’s vision for the new IEEE P2413
IoT standard. The IEEE views existing standardization activities as ‘islands of
disjointed and often redundant development ’ as they are often confined to very
specific verticals and stakeholder groups. The architectural framework defined in
the P2413 standard is aimed at promoting cross-domain interaction, system
interoperability and functional compatibility, which will further fuel the growth of
the IoT ecosystem.
Mulligan, Geoff. "6LoWpAN," 6LoWpA N ,6LoWpAN.org, Sept 2007
Shelby, Zach, and Carsten Bormann. “ 6LoWPAN: The Wireless Embedded Internet - Part 1: Why 6LoWPAN?, EE Times,"
EETimes, May 2011.
3 Meunier, Francois, and Adam Wood. “The 'Internet of Things' Is Now: Connecting the Real Economy,” Morgan Stanley Blue
1
2

Paper, Morgan Stanley, May 2014.
4 Ibid.
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Based on a presentation from an IEEE Standards Association, 1 the IEEE P2413
Standard is set to accomplish the following goals:
1. Define an IoT architecture framework that covers the architectural needs of
the various IoT application areas;
2. Promote cross- domain interaction by increasing system interoperabi lity and
functional exchangeability to further fuel the growth of the IoT - based
application market ;
3. Increase the transparency of system architectures to support system
benchmarking, safety, and security assessments ;
4. Reduce industry fragmentation and create a critical mass of multi stakeholder activities around the world.
The P2413 architectural framework includes descriptions of various IoT domains,
definitions of IoT domain abstractions, and identification of commonalities between
different IoT domains. The architectural framework for IoT provides:
· Reference model that defines relationships among various IoT verticals (e.g.,
transportation, healthcare, etc.) and common architecture elements
· Blueprint for data abstraction and the quality "quadruple" trust that includes
“protection, security, privacy, and safety.”
The architectural framework for IoT also provides reference architecture that:
· Builds upon the reference model
· Defines basic architectural building blocks and their ability to be integrated
into multi-tiered systems.
· Addresses how to document and, if desired, mitigate architecture divergence.
The chart below depicts the IEEE P2413 interactions with various vertical markets
and stakeholders:
IOT Markets & Stakeholders*
Consumer equipment providers
Hospitals & Doctors

Consumers
Healthcare

ICT Infrastructure providers

Insurance companies

Home &
Building

Media

Appliances providers

Regulators
Logistics companies

Logistics

IOT
architecture
framework

Retail

Retail Stores

Public transport companies
City authorities

Application developers

Mobility /
Transportion

Energy

Utilities

Manufacturing

Manufacturing industries

Facility management

Automation equipment providers

IEEE STANDARDS ASSOCIATION
*due to the wide applicatoin area of IOT only selected markets and stakeholders are shown

Source: IEEE Standards Association, July 2014

For a unified IoT architecture framework, the IEEE views it essential to interact with
standardization activities for IoT -based vertical applications to cover their
requirements and to ensure that the framework can be referenced by these
standardization activities as the base for their specific architecture definition.
Besides interactions with standardization activities within IEEE, the P2413 standard
will strive to establish liaisons w ith other standardization bodies like IEC (e.g. Smart
Manufacturing, Smart Grid) and ISO (e.g. Intelligent Transportation Systems, eHealth) on IoT matters.
1 Logvinov, Oleg. Interview, IEEE Standards Association, July 2014.
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5.

Value Creation Opportunities in the IoT Ecosystem

5.1

IoT Value Creation Models

From 2013 to 2020, the digital universe is
expected to grow by a factor of 10x, from 4.4
trillion to 44 trillion gigabytes.1 From an
economic standpoint, this explosion of data
can be translated into monetary value only if
companies manage to capture and analyze
this large volume of data to uncover new
insight about customers, products, markets,
and operations. The ability to access
information generated by connected devices,
remotely and in real-time, can enable a
fundamental shift in how companies operate
and how they generate revenues. By being
constantly connected, companies can offer
their customers a 'product utility as a
service', shifting the value from the actual
product, to the service this product provides.

5.2

Value Creation Case Study: The Connected Vending Machine

Coca Cola has been developing vending
machines since 1929, with the goal of
deploying products in a convenient way to
satisfy the needs to consumers. There is now
one vending machine per every 55 people in
the US, and the global installed based is
4
expected to reach 35 million units by 2015 .
Almost 100 years after vending machines
were first deployed, traditional vending
machines have evolved with technology to
include more digital capabilities, turning
them form “dumb terminals” into smart,
connected devices. Coke has secured 16
million IP addresses in 2010, which are used
for installations such as Freestyle, its new
breed of smart vending machines.

1

Companies are gradually beginning to realize
the continuously evolving relationship
between products and services. In their
2
Digital Universe Study , EMC and IDC see the
IoT creating opportunities for higher revenue
streams, improved processes and operational
efficiency, higher market performance, and
increased customer loyalty. One important
aspect of that is the diversification of existing
revenue streams by creating new services
and new revenue sources on top of
traditional products. The IoT will also make it
easier for enterprises to implement end-toend supply chain management, across
functions and geographies, thus operating
more profitably and efficiently. Intelligent
operations by accessing information from
autonomous end points will allow
organizations to make dynamic, real-time
decisions about pricing, logistics, sales, and
support.

Supplying the machines with network
connectivity allows Coke to identify each
individual machine, track inventory stock
levels, conduct real time test marketing, and
probably most importantly: track trends and
drinking preference and adjust the selections
accordingly. More than 2,000 Freestyle
machines are currently deployed in fast food
locations throughout the US and the UK.

EMC Digital Universe Study, 2014

2

Ibid
3 Eurotech research : www.curotech.com
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Tech giants SAP and Intel are each developing a range of platforms and solutions for
wired and wireless machines. SAP’s Smart Vending solution (based on the SAP
HANA real-time data platform) provides brands the opportunity to engage with
their customers through access to real -time management dashboards and
visualization tools, displaying timely sales and maintenance information across the
entire network and at each individual point of sale. 1 Intel’s new Reference Design
for Intelligent Vending provides an easy way to retrofit traditional vending
machines into Internet-connected machines. Brands and machine operators can
take advantage of new business opportunities, cloud services, and data analytics
through a suite of related products and applications . 2
Smart Vending machines are a great example of the impact of the IoT on revenue
streams and business models. With improved security, user customization, smart
payments, and constant monitoring of inventory and consumption patterns,
opportunities are abound for dispensing new products more profitably using a
network of connected devices.
The Chart below presents the transition from the traditional vending machine to the
smart vending machine. It displays several examples of how connected machines
can enhance economic returns: increased revenues, improved profitability and a
better user experience. These categories are further discussed in the following
sections.
Traditional Revenue Source:
Product Sales

Smart Vending Machine:

Additional Value Streams
Higher Product Sales
Inventory Management
Smart Payments
Digital Content Delivery
Social Commerce
Operational Savings
1
2

“Smart Vending – The Future Will Be Connected and On Display at SAP TechEd! ” SAP.com, October 2013.
“Intelligent Vending Gives Your Customers a Unique Shopping Experience ,” Intel.com, July 2014.
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Enabling Platforms:

5.2.1.

Digital Content Delivery

Intelligent software solutions enable the
delivery of digital content to every screen of a
vending system, with greater impact. Vending
machines can act as billboards, providing
custom content, such as promotions, videos,
games, and TV commercials on a unit's touch
1
screen. By placing these machines at high
traffic sites, like stadiums and theaters,
vendors are able to create an immediate
connection with consumers.

5.2.2.

This helps brands reach unique audiences in
a timely manner and allows the brand to
remotely manage messages in near real time
and launch customized content dynamically.
This also helps generate new sources of
content and advertising revenues that could
be distributed between the machine
operators, the venues or any entity that
controls the facility where the machines are
stationed.

Smart Payments

Users can pay for items using Near Field Communication (NFC) payments, a credit/debit
2
card, or other mobile wallet apps . Coke has developed its own cashless gateway called
“SWIPE” to lower transaction costs and increase control over payments. Consumers can
also use mobile wallet payment systems such as Google Wallet, a downloadable mobile
app, to tap smartphones against vending machines readers to make purchases with one
3
swipe . This provides new sources of revenues for the payment platforms as well as
provides better user experience, which in turn can increase usage and customer loyalty.

5.2.3.

Social Commerce

Smart vending solutions provide brands the
opportunity to engage with their customers
in highly personalized ways. Consumers can
use smartphones to identify themselves,
build profiles, connect to their social network,
play social games, and receive promotions
and tailored ads. Social interaction via gifting
allows users to send gifts to their friends.
Gifting occurs when users enter their social
media accounts for recognition and choose a
recipient, which allows for the vending
machine to send a notification message to the
friend, along with a code that allows the
recipient to pick up the gift at a participating
4
vending machine .

Vending machines can also utilize
gamification to get people to check-in and
interact, increasing overall user engagement.
For example, Coke is affixing QR codes to its
vending machine to motivate consumers to
create avatars, check-in to machines on a
regular basis, and receive rewards such as
avatar virtual gifts.

“Intelligent Vending Gives Your Customers a Unique Shopping Experience ,” Intel.com, July 2014.
Pitch, Avram. “ Smart Vending Machine Scans Your Face to Serve Up Snacks ,” March 2014.
3 Miller, Ron. “This Smart Vending Machine is the Future of Technology,” C iteworld.com, March 2014.
4
“Smart Vending – The Future Will Be Connected and On Display at SAP TechEd! ” SAP.com, October 2013.
5 “How Coca-Cola is Gamifying Vending Machines in Japan ,” Games in Asia.com, July 2014.
1
2
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5.2.4.

Inventory Management

Machines using sensor data and built-in
intelligence can make the right inventory
decisions. Connected platforms allow
manufacturers and distributors to track
shipments to distribution centers and to
vending machines, as well as collect
consumer data from machines to monitor
usage for accurate consumable resupply,
track sales trends by geography and time of
year, and remotely troubleshoot system
issues. Software combines the service and
stock alerts with sales data so companies can
dispatch their service people to the most
1
profitable machines first . The system also
makes smart inventory decisions based on
the data it has collected from the vending
machine and all of the others owned by this
company, as well as data from outside
sources.

5.2.5.

For instance, just because it's low on ice
cream doesn't mean the system will place
orders for more ice cream -- not if the
weather is supposed to be cold for the next
several days. It also takes into consideration
other factors, such as popularity, when
setting inventory levels, so the right amount
of each snack is delivered to the truck for
2
delivery each day.

Maintenance & Energy Savings

Device management applications allow
vendors to remotely identify, diagnose, and
repair machines remotely. Coca-Cola unveiled
A011 ultra-energy-saving vending machine in
Japan that cools beverages down at night yet
keeps them cool in daytime with air tight
doors and vacuum insulated material.3 Peak
time energy conservation allows vendors to
control and shift power used to cool
beverages from day to night. This makes it
possible for the machines to offer cold
products without using any power, cutting
daytime power consumption. Such platforms
present endless opportunities for the vending
industry to maximize productivity and
profitability.

“Smart Vending – The Future Will Be Connected and On Display at SAP TechEd! ” SAP.com, October 2013.
Miller, Ron. “This Smart Vending Machine is the Future of Technology,” Citeworld.com, March 2014.
3 Linder, Tim. “The Evolution of Smart Coca Cola Vending Machine ,” Connected World Mag , July 2014.
1
2
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6. Conclusions

One of the earliest visions of the IoT was articulated by Kevin Ashton, an MIT
researcher credited with coining the term “Internet of Things”. In a presentation
from 1999, Mr. Ashton is quoted as saying: “If we had computers that knew
everything there is to know about things – using data they gathered without any help
from us … we would know when things needed replacing, repairing or recalling… The
Internet of Things has the potential to change the world, just as the Internet d id.
Maybe even more so”.
Since then things have moved pretty much in that direction, and although today’s
descriptions of the IoT seem more technically savvy than Mr. Ashton’s original
vision, it is words like those that appear on the Ericsson website that tell us how far
we have come in making this vision a reality: “The next Big Thing is actually a
Trillion Small Things. Networked microcontrollers with sensors and actuators are
about to be embedded in any tangible object or place, ready to observe an d control the
real world… Included in this vision is the Networked Society where all aspects of
people’s lives… are impacted by the proliferation of communications. The Internet of
Things will be a major cornerstone of an emerging networked society”.
In this paper we have provided a snapshot of the end of 2014: the infrastructure,
key sectors, standards and enabling technologies. We focused on the challenges and
opportunities ahead. The outlook and growth projections are all very exuberant,
and although the specific figures may vary among the various analysts and
companies following the industry, all predict that by 2020 we will be seeing many
billions of connected devices, and trillions of dollars of economic gains to industries
around the world. New v alue creation opportunities will emerge through additional
revenue sources, operating efficiencies and new ways to leverage the vast amount of
data collected through these billions of connected devices. The success of the IoT
ecosystem hinges on innovatio n in key enabling technologies such as security
protocols, battery life and communication standards. It also hinges on new
business models deployed to exploit the data in ways in which solutions are
provided almost instantaneously to the targeted clients who may only want to pay
per use of the information or solution delivered to them. This new way of engaging
with clients will require creativity and innovation in ways that will impact the
bottom line of companies for decades to come.
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