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Introduction
M. Scott Koller, CISSP, CIPP
Partner, Digital Risk Advisory and Cybersecurity Team
Baker & Hostetler, LLP

▪ Advised companies in more than 1,000 privacy 
and data security incidents involving malware, 
network intrusions, phishing, inadvertent 
disclosures and ransomware.

▪ Defends clients on data protection issues and 
regulatory investigations (Office for Civil Rights 
(OCR), Financial Industry Regulatory Authority, 
Securities and Exchange Commission, the 
Federal Trade Commission (FTC), and various 
state Attorneys General)
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A Simplified View of a Data Breach
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What Kinds of Information are at Risk?

Information of Residents

▪ Social Security numbers 

▪ Driver’s License Numbers, Passport Numbers, State Issued ID Numbers. 

▪ Credit cards, debit cards, and other payment information

▪ Financial information such as account balances, loan history, and credit reports

▪ Protected healthcare information (PHI), including medical records, test results, appointment 

history, and insurance information

▪ Non-PI, like email addresses, phone lists, and home addresses that may not be 

independently sensitive, but may be more sensitive with one or more of the above

Employee Information

▪ Employers have at least some of the above information on all of their employees

Business Partners

▪ Any of the above with respect to Business Associates and/or Vendors
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Where are the Threats?

External Threats

▪ Hackers

– Financially Motivated

– State-Sponsored Attacks

– “Hacktivists” (Anonymous)

▪ Corporate Espionage

– Domestic and foreign commercial rivals

– Domestic and foreign start-up companies

▪ Organized Crime

▪ Vendors
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Where are the Threats?

Internal Threats

▪ Employee Negligence

– Security failures

– Lost mobile devices

▪ Employee Ignorance

– Improper disposal of personal information (dumpsters)

– Lack of education and awareness

▪ Malicious Employees
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Most Common Types of Attacks

▪ Phishing Attacks

▪ Network Intrusion

▪ Lost or Stolen Records

▪ Inadvertent Disclosures
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Phishing Examples
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Goals of Phishing Emails

▪ Execute Malware

– Steals Credentials

– Remote Access

– Ransomware
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Goals of Phishing Emails

▪ Disclose Credentials

– Account Takeover

– Execute Malware

– Used to Send Phishing Emails
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Goals of Phishing Emails

▪ Social Engineering

– Gift Card Scam

– W2 Scam

– Wire Fraud / Invoice Scam
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Phishing vs. Spear Phishing 

Spear phishing:

the scammer customizes the email with personal information of the recipient 

such as the recipient’s name, position, phone number, etc., to trick the 

recipient into believing there is a personal connection.
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Phishing vs. Spear Phishing 
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Phishing Emails

Source: Google, Behind Enemy Lines in our war against account hijackers (Nov. 2014)
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How to Spot Phishing Emails

Source: https://it.ucmerced.edu/phishing
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Best Defense Against Phishing

▪ Learn to Recognize Common Phishing 

Scams

▪ Be Careful With Attachments and Links

▪ Verify unusual requests by phone

▪ Implement Multifactor Authentication
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Evolving Phishing Attacks

▪ More Sophisticated 

▪ Voicemail / SMS / Automated Dialers

▪ Targeting MFA
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Network Intrusion
Involves Unauthorized Access to a Network Device 
or Cloud Asset

▪ Vulnerability

– Log4J

– SolarWinds

▪ Configuration Error

– User Error (public vs. private AWS)

▪ Compromise of Credentials

– Via Phishing

– Brute Force

– Credential Stuffing
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Compromised Credentials –

Brute Force
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Compromised Credentials –

Credential Stuffing
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Best Defense Against 

Credential Stuffing

▪ Use a password manager such as 

1Password or LastPass.

▪ Change Passwords on a regular 

basis.

▪ Consider Checking 

“HaveIbeenpwned.com” for 

compromised passwords. 
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Lost or Stolen Devices

▪ According to the FBI, a laptop is 

stolen every 53 seconds in the 

United States.

▪ Be Careful where you park.

▪ Apply these same measures to 

laptops, USB sticks, and portable 

hard drives. 

▪ Where possible, ensure all 

Portable Devices Are Encrypted. 
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Inadvertent Disclosures

▪ Double Check the Recipient when sending emails or faxes. 

▪ Avoid sending sensitive information via email.



RANSOMWARE PRIMER

How These Attackers Operate And Evolve
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Anatomy of an Attack – Phase 1

Destroy Destroy Backups

Collect Collect Information on the organization

Elevate Elevate Privileges to act as a system administrator

Access Initial access

Data Theft Attacker steals sensitive data from systems
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Anatomy of an Attack – Phase 2

Attacker deploys 
ransomware

Waits for contact Negotiates payment
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How to Respond to a Security Incident

▪ Learn to Identify Common Security Incidents 

▪ Be Wary of Suspicious Emails and Attachments

▪ Verify Changes to Account Numbers or Payment Methods

▪ Don’t ignore suspicious activity. If you see something, say something. 

▪ Be familiar with the breach reporting process at your organization and report 

potential incidents.  

▪ Not just an IT Issue. Everyone is responsible for keeping the organization’s 

systems and data secure. 





These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 

a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 
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