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What is Multi-Factor Authentication (MFA)?

LGC now offers multi-factor authentication (MFA) named Sentry. Sentry
is powered by industry leader, Duo Security. Adding MFA to your office
doesn’t have to be disruptive to your staff. Sentry is fast and easy to use!

Multi-factor Authentication (MFA) is an authentication method that
requires the user to provide two or more verification factors to gain access
to a resource such as an application, online account, or a VPN. MFA is a
core component of a strong identity and access management policy. Rather
than just asking for a username and password, MFA requires one or more
additional verification factors, which decreases the likelihood of a
successful cyber-attack.
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How Does Sentry Work?

Verifying your identity using a second factor (such as your phone or other
mobile device) prevents anyone other than you from logging in, even if they
know your password.
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. Enter username & password as usual on your computer

. Receive a push notification on your registered device

. Use your registered device to approve & verify your identity
. You will then be securely logged in

Why Does My Office Need Sentry?

It is no secret that passwords are increasingly easy to compromise. They
can often be stolen, guessed, or hacked. You might not even know someone
is accessing your account.

Sentry adds a second layer of security, helping to keep your account secure
even if your password has been compromised. Sentry powered by Duo,
helps you log in securely. You’ll use this app to approve your logins after
entering your username and password on your computer. This will also
allow you to be alerted right away on your mobile device if someone is
trying to log in as you, giving you the ability to deny access immediately
via the push notification.

Many cyber insurance carriers now have an MFA requirement in
place and the remaining carriers will likely require MFA in the next
few years. If your office plans to renew or purchase a cyber insurance
policy, you may find MFA is a requirement for approval.




Computer View - After Push Is Sent

N

.

Device: Android (XXX-XXX-2598

Choose an authentication method

=
Duo Push

Powered by Duo Security @ Phone Call

=
Passcode

(0 Remember me for 1 hour How does this work?

Pushed a login request to your device...

LGC

Are you logging in to Microsoft RDP?

© 10:03 AM

& Your Username

Approve




Request More Info Or A Quote For Sentry!

If you would like to request more information or a quote for Sentry
powered by Duo for your office, please contact LGC’s Marketing
Department via email at Marketing@localgovcorp.com, online at

Localgovcorp.com, or give us a call at (800)381-4540.
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