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Part 1 Introduction

Notice
THE COQUILLE INDIAN TRIBE

REQUEST FOR PROPOSALS

CIT CYBERSECURITY AUDIT
Through this Request for Proposals ("RFP”), the Coquille Indian Tribe (“CIT”, “the Tribe”), is seeking competitive
proposals from qualified and experienced individuals or firms (hereafter, "Proposers", “Contractor”) to conduct a
comprehensive cybersecurity audit. (“Project”). The purpose of this solicitation is to secure proposals to assess our
current security posture, identify vulnerabilities, and provide actionable recommendations to enhance our cybersecurity
framework. CIT will accept proposals until 2:00 p.m. PST on August 26, 2025.

Electronic copies of the RFP and all required forms and attachments may be obtained by emailing
projects@coquilletribe.org.

One (1) digital copy shall be submitted via email to the contact listed below with the subject line to read:
Coquille Indian Tribe - Cyber Security Audit

Russell Crochetiere

IT Director

Office of Strategic Operations
Coquille Indian Tribe
projects@coquilletribe.org

Please note that no formal opening of the proposals will take place.

Proposals will be evaluated, and the successful contractor will be determined and approved by the Tribe. The Tribe
reserves the right to reject any or all proposals and to select the contractor and services that best meet the needs of
The Tribe.

Inquiries should be directed by e-mail to Russell Crochetiere, IT Director, at projects@coquilletribe.org no later than
August 19, 2025, at 2:00 p.m PST.

Procurement Schedule: (dates are estimates and subject to change)

RFP Issued July 24, 2025

Last Day for RFls August 19, 2025

RFP Proposals Due August 26, 2025, at 2:00 p.m. PST
Notification of Intent to Award August 29, 2025

Project Start October 1, 2025
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Changes to RFP

Any change or clarification of the Scope of Work, procurement process, contract terms and conditions, insurance
requirements, or any other matter contained in this RFP will be issued in the form of a written Addendum to this RFP. CIT
will make a good-faith effort to notify interested parties of any addenda issued for this RFP. However, it is the responsibility
of all parties interested in this or any other CIT contract opportunity to check for any addenda that have been issued for
this or other contract opportunities, up to the solicitation closing time.

Purpose

The Coquille Indian Tribe is seeking to retain an experienced cybersecurity firm to assess the current cybersecurity posture
of the Tribal Governments IT Environment. This would involve identifying vulnerabilities and risks within the environment,
providing actionable recommendations to enhance security, and ensuring compliance with relevant federal, state, and
tribal regulations. The Coquille Indian Tribe has approximately 250+ employees, including a Medical, Dental, and Behavioral
Health division called Ko-Kwel Wellness Center. The Tribal Government and Wellness Center has a presence in Coos Bay
and Eugene, Oregon.

Project Schedule
The following is the anticipated project timeline. A preliminary schedule is outlined below. Dates are subject to change.

RFP Issued July 24, 2025
Last Day for RFls August 19, 2025
RFP Proposals Due August 26, 2025, at 2:00 p.m. PST
Notification of Intent to Award August 29, 2025
Project Start October 1, 2025
80% draft with recommendations October 31, 2025
Review with Tribal Council November 5, 2025
Final Draft December 1, 2025
Contract

The contract will become effective upon execution by both parties.

Authorization to proceed with a subsequent phase will occur only after CIT and the Contractor have successfully negotiated
the scope and cost of the contemplated Corrective Actions. The Coquille Indian Tribe, at its sole discretion, may also wish
to execute a services contract with the successful contractor at the conclusion of the project, which may include ongoing
maintenance.

Proposers should state their willingness to execute a negotiated agreement as outlined in this RFP. Proposers should
expressly state their reservations, if any, regarding the form of agreement and identify changes, if any, in their proposal.
Proposers should be aware that CIT will value specificity and clarity regarding both the reservations expressed and the
requested modifications, as well as their rationales.

Contract Requirements
The Proposer will be required to furnish proof of the following types of insurance:

A. Insurance Coverages. The Proposer shall procure and maintain at its expense during the Period of Performance
and thereafter as required below the following insurance from one or more companies authorized to do business
in the State of Oregon with a policyholder’s rating of not less than A-IX in the most recent edition of Best’s Rating
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Guide. Except as approved otherwise by the Owner in advance, such insurance shall protect against claims which
arise out of or relate to all of the Proposer’s services under the Agreement, whether performed by the Proposer
or a consultant or a person or entity for which either of them may be responsible.

1. Workers’ Compensation Insurance, if required by law, with statutory limits.

2. Employer’s Liability Insurance, if employees are employed for other than secretarial or bookkeeping
services, with a limit of not less than $1,000,000 each accident, $1,000,000 disease each employee and
$1,000,000 disease policy limit.

3. Commercial General Liability Insurance, applicable to all premises and operations, including Bodily Injury,
Property Damage, Personal Injury, Contractual Liability, Independent Contractors, Products and
Completed Operations, Broad Form Property Damage (including Completed Operations), and coverage for
explosion, collapse and underground hazards, with minimum limits of not less than $1,000,000 per
occurrence, $2,000,000 aggregate applicable specifically to the Project, $1,000,000 personal and
advertising injury and $1,000,000 Products and Completed Operations aggregate. Proposer shall notify
the Owner, prior to signing the contract, of any “Residential Construction” exclusions and/or limitations of
coverage that may be part of the Commercial General Liability Insurance.

4. Business Automobile Liability Insurance, applicable to owned, non-owned and hired automobiles, with a
limit of not less than $1,000,000 combined single limit each accident.

5. Professional Liability Insurance, applicable to all acts and omissions of Proposer and its consultants at all
tiers, with limits of not less than $1,000,000 each claim and $2,000,000 aggregate.

B. Deductibles. The Proposer shall pay all deductibles on all policies required by Paragraph 1.

C. Waivers of Subrogation. The Workers’ Compensation and Employer’s Liability policies shall be subject to a
waiver of subrogation in favor of Owner and its members, directors, agents and employees, and the successors in
interest of the foregoing.

D. Cross-Liability Coverages. The Commercial General Liability and Automobile Liability policies shall provide cross-
liability coverages as would be achieved under the standard International Organization for Standardization
(“1SO”) separations of insureds clause.

E. Additional Insureds. The Commercial General Liability and Automobile Liability policies shall name the Owner and
its members, directors, agents and employees, and the successors in interest of the foregoing, as additional
insureds, using ISO additional insureds endorsement CG 20 10 11 85 or a substitute providing equivalent
coverages. Such coverages provided to the additional insureds shall (a) be primary and noncontributory with
respect to any insurance or self-insurance retention of the additional insureds, including but not limited to any
Excess Liability coverage maintained by the additional insureds, (b) provide the same types and extents of
coverages as the coverages provided to the primary insured, and shall not be limited to the “vicarious liability” of
the additional insureds, (c) waive all rights of subrogation against the additional insureds, and (d) be maintained
for the same durations as the coverages provided to the primary insured, including but not limited to the
continuation of the Products and Completed Operations coverage until ten (10) years after final payment to the
Owner’s prime contractor on the Project, and shall not be limited to “ongoing operations”.

F. Duration of Coverages. The insurance coverages required by Paragraphs 1 through 5 shall be written on an
occurrence basis, except the Professional Liability Insurance. All other policies shall be in effect as of the date of
commencement of the Proposer’s services under the Agreement. All policies shall be maintained and remain in
effect until one (1) year after final payment to the Owner’s prime contractor on the Project and thereafter when
the Proposer is assisting or advising the Owner regarding the correction of defective or nonconforming Work;
provided that the Products and Completed Operations policy and the Professional Liability policy shall remain in
effect until three (3) years after final payment to the Owner’s prime contractor on the Project. The Proposer shall
notify the Owner, in writing, of any claims against the Professional Liability policy and Commercial General Liability
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policy, in which event the Owner shall have the right to require the Proposer at its expense to obtain additional
Professional Liability Insurance in order to restore the required coverage available for the Project.

G. Proof of Insurance. The Proposer shall file with Owner, upon execution of the Agreement, certificates of insurance
acceptable to the Owner as well as copies of all insurance policies, with all riders and endorsements, all separate
exclusions, conditions and waivers, and all other amendatory documents attached, evidencing the insurance
required by this Exhibit. These certificates and policies shall contain a provision that coverages afforded under the
policies will not be cancelled or allowed to expire until at least thirty (30) days’ written notice has been given to
the Owner. If any of the required coverages are to renew during the period when such coverage is to remain in
effect or are required to remain in force after final payment to the Owner’s prime contractor on the Project, an
additional certificate evidencing continuation of such coverage shall be submitted upon renewal or with the
Proposer's final invoice.

H. Effect of No or Insufficient Insurance. The Proposer’s failure to comply with the requirements of this Exhibit shall
constitute a material breach of the Agreement entitling the Owner to terminate the Agreement for cause. In the
alternative, the Owner in its sole discretion may purchase the insurance required of, but not obtained or
maintained, by the Proposer pursuant to this Exhibit and charge such costs thereof to the Proposer. The Owner’s
rights under this Paragraph shall be in addition to, and without waiver of, its other rights and remedies under the
Agreement or applicable law.

I. Limitation of This Exhibit. Nothing in this Exhibit shall negate, abridge, or reduce the Proposer’s responsibilities
or liabilities under the Agreement or applicable law, the meaning and effect of the provisions of this Exhibit being
limited to setting out the Proposer’s express obligations with respect to insurance.

J. Professional Liability (aka "Errors and Omissions") insurance with a combined single limit of not less than
$1,000,000, on a claims-made basis, for indemnity of the insured for liability claims arising from or due to the
negligence in the performance of professional services under an awarded contract.

As evidence of adequate insurance coverage and prior to contract execution, the selected Contractor(s) will provide to the
CIT certificates of insurance listing the “Coquille Indian Tribe” as a certificate holder.

The certificate(s) shall provide that the Selected Contractor's insurance shall not be terminated or cancelled without thirty
(30) days prior written notice to CIT. Insuring companies or entities are subject to CIT's acceptance and must be licensed
to provide insurance in the State of Oregon. Contractor's insurance shall be primary insurance, and any commercial
insurance or self-insurance maintained by the Coquille Indian Tribe and/or CIT shall not contribute to it.

Part 2 Scope of Services

Statement of Work
Cybersecurity Audit Scope:

A. Conduct a Pre-Audit Planning meeting with Key stakeholders, reviewing existing IT policies, procedures, and
documentation

B. Technical Assessment
a. Perform vulnerability scanning and penetration testing
b. Assess network architecture, firewalls, and endpoint security
c. Evaluate cloud services, remote access, and mobile device security

C. Policy and Compliance Review
a. Review of cybersecurity policies and procedures
b. Assess compliance with NIST, HIPAA, PCI-DSS, CJIS, and other relevant standards
c. Evaluate incident response and disaster recovery plans

D. Social Engineering Assessment
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a. Conduct phishing simulations and/or social engineering tests.
b. Evaluate employee awareness and training effectiveness
E. Reporting and Recommendations
a. Provide a detailed report of findings, including risk ratings
b. Deliver prioritized recommendations for remediation
c. Present findings to Tribal Leadership and IT Staff

Part 3 Submission Requirements

General

Proposals submitted in response to this RFP shall be of sufficient length and detail to demonstrate that the Proposer has a
thorough understanding of the needs of the Project described in this RFP. Proposals should address the submittal
requirements of this RFP in a clear, succinct, and direct manner. Proposals submitted in response to this RFP will be
evaluated in accordance with the following Submittal Requirements and Evaluation Criteria. Please organize the proposal
corresponding to the order of the sections below.

Responses should be of sufficient length and detail to demonstrate the Proposer's understanding of the requirements
described in Part 2 of this RFP, "Scope of Services."

Content Specifications

A selection committee will assess each proposal as to completeness, qualifications, experience, project understanding, and
approach. CIT may waive informalities and accept any given proposal as submitted and/or request further information.
CIT’s decision will be final and is not subject to appeal.

Prerequisites: In order to be considered, Proposer must:

A. Be alegal entity that has the authority to transact business in the State of Oregon.

B. Provide adequate proof of insurance, as set forth in Part 1 of this RFP, “Contract Requirements.”
C. Execute, provide, and comply with the Proposer’s Certification (Attachment A).

D. Provide a proposal sheet, including a rate sheet as outlined in “Cost Proposal and Fee Schedule.”

To be considered for selection, submit the below information, clearly labeled, and in the following order. The consultant
shall submit one (1) digital copy of the submission in pdf format.

1. Cover Letter
The cover letter should include a brief history of your firm, a short biography of the lead or primary person and
description of the services your firm proposes to provide CIT. Summarize in a concise manner the proposer’s
understanding of the scope of work and proposed approach, activities, and deliverables to meet the scope of work.
Additionally, include the mailing address, phone/fax numbers and email address of the individual signing the cover
letter, as well as contact information for your firm's primary contact(s) for this RFP, if different.

2. Cybersecurity Team

A. Narrative and/or graphic that identifies the key personnel at the corporate and field levels that will be
assigned to this project. Describe their relevant experience, responsibilities, and approximate amount of
time each will devote to this project during each phase.

B. Provide proof of valid State of Oregon licensure for all team members required to be licensed by state law.

C. State whether any member of the team is currently, or has been during the last five years, involved in
defending, negotiating, mediating, or litigating any claims, liens, or allegations of theft relating to or arising
from cybersecurity services, data breaches, security incidents, or failure to meet contractual obligations in
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information security or privacy-related engagements. Provide a brief description of the circumstances that
led to the claim(s) and the final resolution(s).

3. Experience of Cybersecurity Team
Describe capabilities for the following:
A. Company background and qualifications
B. Experience with tribal governments or similar organizations
C. References from past clients

4. Cost Proposal and Fee Schedule
Provide Not-to-Exceed Cost for items outlined in Part 2 “Scope of Services”.
A. Provide Standard Fee Schedule for field technical service including travel and incidental expenses.
B. Describe payment terms, including travel and incidental expenses.

5. Tribal Preference/Tribal Employment
Any proposals submitted by an Indian Owned Business (I0B) will be prioritized. Contractor shall work with CIT to
set forth preferences in employment and contracting utilizing CIT owned business and qualified Tribal Members
to provide labor and supplies for the construction of the project.

Proposal Preparation and Submission Instructions
All proposals must comply with the following instructions. Failure to comply with these instructions will result in the
disqualification of the proposal.

Proposal Due Date/Proposals must be received by CIT no later than August 26, 2025, at 2:00 p.m.
Proposals and questions should be submitted electronically and addressed to:

Russell Crochetiere

IT Director

Office of Strategic Operations
Coquille Indian Tribe
projects@coquilletribe.org

Respondents are responsible to ensure receipt of electronic submission by the specified due date.

There will be no public opening of the proposals.

Part 4 Proposal Evaluation and Award

Evaluation Process

A Selection Committee will be formed to evaluate responsive proposals and shall apply the evaluation criteria set forth
below. The Committee will determine which proposals are in the competitive range. CIT may, in its sole discretion, find
that proposals not adhering to all terms and conditions of this RFP, or that are otherwise non-responsive, do not meet the
minimum requirements and may be rejected or given a low rating in the evaluation process.

The following process will be generally followed for the evaluation and award of a contract:

A. Determine if proposals meet minimum requirements.
B. Evaluate proposals.
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C. Determine which proposals are in the competitive range.
D. Selection of candidate.

Evaluation Criteria

The Tribe will evaluate respondents based upon the written response to this RFP and any other information requested by
The Tribe.
Criteria Description

Consultant’s understanding of and approach in providing RFP services. Responsiveness
Approach and completeness of the proposal and any value-added component. The degree to
which the proposal offers a clear, comprehensive, and collaborative process.

Cost Overall cost, cost effectiveness, and resource allocation.

Experience Working with

Tribes Demonstrated qualifications and experience working with other tribal communities

Consultants' experience with similar projects and references from their clients. Ability to

Project Management . . .
J 8 perform and complete the work in a professional and timely manner.

Preference is given to firm/consultant owned or operated by Coquille Tribal members

Tribally Owned Business . Lo .
v or other tribal or indigenous owned businesses.

Women, Veteran, and Preference is given to firm/consultant owned or operated by minority, veteran, or
Minority-Owned Business women-owned or designated DBE.

CIT reserves the right to investigate the qualifications of all Proposers under consideration and to confirm any part of the
information furnished by a Proposer, or to require additional evidence of managerial, financial, technical, or other
capabilities that are considered necessary for the successful performance of the work.

Award of Contract
A. CIT reserves the right to select for contract award the Proposer that offers the best overall value, benefit,
convenience, and service to CIT, taking into account the cost. However, cost is only one of several evaluation and
selection criteria, and on its own, is not determinative of the best overall value, benefit, and service to CIT.
B. After completion of the evaluation process, CIT will name an "apparent successful Proposer" and issue a "Notice
of Intent to Award" a contract to this Proposer.

Part 5 Clarifications

Requests of Information

All requests for clarification or change regarding any technical, procedural, contractual or insurance requirement(s), or any
other matter regarding this RFP must be submitted in writing via e-mail to projects@coquilletribe.org. All requests for
clarification or change must be submitted by August 19, 2025. CIT will consider all timely-received questions and requests
for change and, if reasonable and appropriate, will issue an addendum via e-mail to all recipients to clarify or modify this
RFP.

Proposer Offer, Withdrawal, and Modification
Any proposal submitted in response to this RFP will be regarded by CIT as a binding offer by the Proposer to complete the
work described above for a period of ninety (90) calendar days from the date proposals are due. This period may be
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modified upon the mutual agreement between CIT and Proposer. Proposals may be withdrawn or modified prior to the
date and time proposals are due by written request. Proposals may not be withdrawn or modified after the date and time
proposals are due unless agreed to by CIT in writing.

Part 6 Reservations of Rights

The Coquille Indian Tribe reserves all rights (which may be exercised by The Tribe in its sole discretion) available to it under
applicable laws, including without limitation, and with or without cause and with or without notice, the right to:

A. Cancel this RFP in whole or in part, at any time before the execution of a contract by The Coquille Indian Tribe,
without incurring any cost, obligations, or liabilities.

B. Issue addenda, supplements, and modifications to this RFP.

C. Revise and modify, at any time before the RFP submittal due date, the factors and/or weights of factors The Tribe
will consider in evaluating RFP submittals and revising or otherwise expanding its evaluation methodology as set
forth herein.

Extend the RFP submittal due date.

E. Investigate the qualifications of any firm under consideration and require submittal confirmation of information
furnished by a firm.

F. Require additional information from a firm concerning the contents of its RFP until such time as The Tribe declares,
in writing, that a particular stage or phase of its review of the responses has been completed or closed.

G. Reject at any time, any or all submittals, responses, and RFP submittals received.

H. Terminate, at any time, evaluations of responses received.

I. Appoint an evaluation committee to review RFP submittals or responses, make recommendations, and seek the
assistance of outside technical experts and consultants in RFP submittal evaluation.

J.  Hold interviews and conduct discussions and correspondence with one or more of the firms responding to this
RFP to seek an improved understanding and evaluation of the responses to this RFP.

K. Seek or obtain data from any source that has the potential to improve the understanding and evaluation of the
responses to this RFP.

L. Waive deficiencies in an RFP submittal, accept and review a non-conforming RFP submittal or seek clarifications or
supplements to an RFP submittal.

M. The Tribe reserves the right to terminate this process or to cancel or modify this solicitation process at any time.
In no event will The Tribe or any of its respective agents, representatives, consultants, directors, officers, or
employees, be liable for, or otherwise obligated to reimburse the costs incurred in preparation for this RFP or any
other related costs. The prospective firms shall be fully responsible for all costs incurred in the preparation and/or
presentation of the RFP submittals. The RFP submittals will become the property of The Tribe.

N. The Tribe reserves the right to reject any or all proposals submitted or make modifications to the scope of work,
subject to appropriate negotiation, during the design process.

O. The final decision is the sole decision of The Tribe, and the respondents to this formal request have no appeal
rights or procedures guaranteed to them.
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Exhibit 3 — Example Contract

Coguille Indian Tribe

CONTRACT FOR SERVICES ACCOUNTING LISE DMLY
oW

Tintking
Coniraciors Name:

Thiz Agreement between the Coigqualle Indion Trike (“the Tribe ™) of 2050 Tremont Street, Rorth
Bemd, DR 974559 aml {“Conmracios™) of 5 Jor Coneracior i
provide the services po the Tribe & more filly desonibed below,

1 P,
The purpese of this. Agreemsgns is for the Tribe so hirg Congragtor o

& leom,
This Apreament will become effactive on the date of the bast signature andd shall cxpire oa
» umless hoth parties sign o document exiending this comirsct 12rm

Soscops ol Work aeil [hliverables,

| Plense mse parapraphs A asid B, below, whengver aitaching & deiadled spipe ol work amdar
tardget 1o this ogrecment. Alteraathely, s na} write the seope of work kere aml delede
paragraphs A amd B, Foel Tree o ask the Triball Legal or Financial Managemieni
IRepartments i ass o &l &l 1he Follpwing II:‘B#iﬂhJ“h’ 1o ks Agrecisenl, Pleeo
afere- dmfii |h||ll:1 ¥ |

A Anached s Exhiba A and incorpesined inlo this Agreement, = a Seope of Wesk detailing
Coneractor's work ebligations and required dedivershles. The Tribe"s receipl of these
deiverahles s o condstion precedent 1o Contractor’s compensation.

B, Arnnached as Exhibil B and imconporated indo this Agreement, & o Project Budget detsiling
the types and amesnts of allowable costs anhorined under this Agrevmend.

4 ¥y & Compenaptinn,

Subject 1o the provisions of this Agreement ased (ke availability of Tribal appropriations,
Cosractor shall be paid en smount s b exceed 5 Vo all feen sl oot of poschoet
enpenses. Contractor most sobmit invosces before the Tribe will authorize paymend. IF progress
pavments are awthorized, Contratorn may subniil invoices no more freguently than monthly. The
Tribe will cnly eosmider mvobes including the valid Tribal purchase onder nuiben s ) assigaad 1
this Agreement. [nvoices must deseribe the services provided, including the dates ol service, snd
olber detail as required by the Tribe. The Trbe will pay Contracios’s inveice wilkin thiry {31)
days afier the Trobe authoribes Contracsor’s imvoiced charges. Befone issuing pasments under this
mﬁrr-:m the Tribe may lr:ql.llr: E‘mmmﬂu nrn'mr:n completed and signed IRS Form W9,

For all purposcs umder this Agreoment, the Tribal Contact Person s 3

Tiel: (541) 156-0004: Fax: (541) T56-0847; Emal: . Canlmciod mis
dlirect any quesiion of comcems reganding any aspect of this Agreement s this Comnct Person o
hisher delegate.

Bpvimnl Jure J7. M0BALG il Contract Cantisues to Signed Pago Pags -
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Coguille Indian Tribe

CONTRACT FOR SERVICES
For ol purposes umder this Agreement, the Contractor”s Conlact Person s =
Tebl:id___} ; Email: Tribeg must direct any

question ar concems regarding any aspect of this Agreement b s Contact Person or theis
delegnte,

7, indempificati
Contrgtor will defend snd indemnify the Trbe, its members, direciors, officers, emplovess,
ropresentsives andd apents and hald sach of them hannless (rom, agaanst, and in respect of any
amd all nctions, causes of action, clamms, cosis, damages, demands, expenscs, labilities, and losses
{ieclisding legal and necounting fees and other expenses incumred in coanection with any of the
foregomg) resulting from, in conpection with, of arsing oul of amy one or meore of the fallowmg:
faj amy breach of any agreemsent, covenant, represeniation, or wamanty of Contracior made in
commection with this Agreement or in any agresnsnt, mstnament, or oiber docement delivered
puersiant 5 or i connection with this Agreement, or any vidation of applicable fimding
condlitions or regulatiens; and (&) any liahility of the Tribe or any of iz officers, directors,
nscnshers, employess, representatives of agenls ansing from this Agreemenl and'or Conlraction’s
services provided ander this Agreemeont other than as & resuli of Tribe's sobe regligence,

Contractor shall nol assign this Agrecment, in wholdc or in par witlsout the advanee wrrken
congem of the Tribe.

2. Lt
Controgtor agrees 10 comply with applicable laws, regulations: procedures, aml other
requircments cstabliskbed by the funding agencics o the Tribe for work or wse of funds under 1his
Apresment, Cnnlmclnrumm lirmit omd not advize, recosmmend, II':?ﬂfﬂl'm wiwrk beyond
Contractor's capertise of the appeoved Scope af Work of this Agreement.

|
Mothimg inthis Agrecemnent waives the sovercign immunity of the Coguille Indian Tribe.
Conirnctor does oot bave the lw-llh" or authanty 1o waive the Tribe's sovercagn u'rlmu.uil:.r ar
corsent 8o be sued an behallof the Trebe,

1L, Amendments,
This Agreement may be amemded, modified, or changed only by mutesl consent amd approval, in
writing, by boah parties,

5
Contracior shipulates that he'she is an independent contractor and not an employee of the Trbe;
and therefore is responsible for | licenses, foes. warker compensation insurnee premiums,
uncmpdoy el Imsurnoe prennw, pontits, of taixcs regquired as a condition for eperating as a
busimess. The Tribe will pot withkold any money from Contmctor”s pay for xes, FICA, FUTA,
ar for amy other purpese. Costractor’s work may be done on and’or off-site o sccomplish the
Scope of Work of this Agreement,

i Terini
Either party may ferminate thes Apgreement al any time for any reason by sending wiilten nolice
via certified or registered mail o the opposite party 81 the address writien abowe, Unless a
termination nolioe sdates ollserwrse, lermanation shall ke elMect seven days after the dste of
receipt of the termimation notice as indicated on the registered mail recoipt.

Boviscd: Sarc 37, 201673000 tmany Contract Continues Bo Signed Fage Page - T
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14, Boconts Acpess,

Conlractor agrees 16 provide acoess 10 books, documents, papers and records of the Contractor
which nre directly pertinent to the Contractor’s work under this Agreement for the purpose of
making il examinwibon, excenpis, and impscripts to the applicsble Federal agencies, the
Controller Ceneral of the Unibed States, amd any of their duly ambsorecd representalives, or
Coquille Indian Tribe representatives, for o time period of not less than three years from the
iermanation and'or completion of this Agreement.

15, Couxille Tribal Jariadict
Ciemerally, and for ike purposes of enforcement of righis under this Agreement, Contracior
consenls b0 the junsdiction of the Coguille Indian Trbe, Coguilbe Trbal Couneil, and the
Cogqualle Trikal Court.

Whenever possihle, the panties shall attempt 10 amicably resolve digputes under thas Agreement.
Subject to paragraph 10 of this Agreement and its junizdictional bar 10 ¢ourt scteon between the
partics, il Coquille Tribal Court shall exclusively hear all desputes ansing oul of of relating 1o
this Agreecment. ;

|7, Confidenuiali
Any reports, information or data given to or prepared or assembled by ibe Contractor under this
Agreement which the Coguille Indion Tribe requests to be confidential shall ot be msde
available 1o any ndividual or organization without the prior watten spproval of the Coguille
Indian Tribe's Contact identified i paragraph 5.

W
The Coquille ladsn Tribe chall ewn all mbelbocties] property dights i all reports, dala, plans,
images, recordings, or other medenals or fhems F‘qﬂl‘ﬂdh} the Coniractor.

19, Integration,

This Agreemend, including all algached exhibits, contams the eotire Agreensent between the
panies a5 1o the above described subject matier, This Agreement supersedes all prior agreements
between the partics penaining 1o the subject matier,

b

20, Bemedics Cumulative,
The rights and remedics of the Coguille Indian Tebe and the Conmactos provided in this
Agreement are camulative Bo any ofher mghts amnd remedics avaalable urder applicable law.

Time is of the exsence in Contracior's performance of services under this Agreemeni.

22 levalidiny of Provisiors,

In ihe event any provisson of ihis Agrecment {5 declared invalid o is unenforceable by a coun
exercising proper suhjec! matier jurisdiction, such provision shall hecome void amd shall not
imvalidate any other provision comaimed in this Agreement,

23 _Applicable Law; Required Background Investigations,

The bawrs of the Coguille Indian Tribs shall govern, in all respecis, the interpretation of this
Agreement. While camymmg oul this Agrecment, Contractor agrees 1o comply with all
requirements under Coguille Trbal Law, Contractor agrecs that all of Contracior’s emplovees
will submit o criminal backproend investigations, and if mecessary, adjudicaiions, 1o determing
whelher they satisfy the Trbes Mirimum Sandards of Clharscier.

Riovispd: Jara I7, 2006750 | resin | Contract Continues o Signed Pags Page - 1



CIT Cybersecurity Audit

Page | 13

Coguille Indian Tribe
CONTRACT FOR SERVICES

h = 'l

Trbal Human Resources Darectar (or designec) shall determane whether a ba-rl:gm-lu:ui check 15
redquiired el indteal below:
[] Background is required

] Background is not reguired
[] Backpground is on file

A hackground check is required for employees, contraciors. iemporary hires, and all other types
of persormel, when ibeir writlen or unweiten duties bnvolve: (1) Personal imeraction with
chaldren 2t least ence per week; (2) The authonity o dircct, supervise, menior, care for, detain, or
comtral children, in any manmer, or {3} Serving within the chain of command over a person
deseribed 1) or (2), above.

24, Insurance.

Coailracios mas cary insuranee policics offenng the following mbnmmam coverage levels, if
checiked as requered by ihe Trabal Legal Department, (ConErachor must ;|1r|:|l.-id|: a currend arsd valud
cenificase of insurance demorstrating all requinsd coverage levels Before working under this
Agreement. Thse Tribe shall have no obligation lo pay Conracior until Contracion has flly
complied with this Paragraph.

Mt
Bequired Required Ispe Minimum Coverage Levels
| | Gemeral Liability® 51,000,000 Each Okcurmence
52,000,000 Policy Aggregate
55,000 Premise Medical
*All covenng opemtions, completsd opemtions, contract disputes and
personal imjurics
L] O Antamabille 51,0000, 06000 Combined Single Limii
O [0  Errors & Omissions 52,000,000 Policy Aggregate
Approvals:
D _

By: Executive Direcor, Coquille Indian Tribe (o designee)

e

By [TYPE COMTEAUTORS NANE HERT
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ATTACHMENT A - PROPOSERS CERTIFICATION

A. The undersigned acknowledges receipt of Addendum numbers through or N/A.

B. Proposer certifies it is an independent contractor as defined by ORS 670.600 and under penalty of perjury is, to
the best of the undersigned's knowledge, not in violation of any local, state, or federal tax law.

C. Proposer certifies this proposal is genuine and not made in the interest of or on behalf of any undisclosed person,
firm, or corporation; Proposer has not induced any person, firm, or corporation to refrain from proposing; and
Proposer has not sought by collusion or fraud to obtain for itself any advantage over any other Proposer or over
CIT.

D. Proposer certifies that the firm has no business or personal relationships with any other company or person that
could be considered a conflict of interest or potential conflict of interest to CIT.

E. Proposer agrees to make their proposal a binding offer to CIT for a period of ninety (90) calendar days from the
date proposals are due.

F. The undersigned warrants that he/she is an authorized representative of the Proposer; has read, understands and
agrees to be bound by all RFP instructions, insurance requirements and contract terms and conditions contained
herein (including all addenda issued for this RFP); that the information provided in this proposal is true and
accurate; and that providing incorrect or incomplete information may be cause for proposal rejection or contract
termination.

Legal Business Name:

Mailing Address:

Contact Person Printed Name & Title:

Phone Number: Email:

Federal Tax Identification Number (FEIN):

Signature: Date:
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