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INTRODUCTION
The healthcare sector has always been a
prime target for hackers.
With the move to Electronic Medical Records
(EMR), this great tool for medical providers to
instantly send or receive a patient's chart has
also become a cyber criminal's dream,
containing valuable data like credit card
numbers, patient medical histories, insurance
information, addresses, and even social
security numbers.
In the addition to the loss of patient data,
there is increased regulation such as HIPAA
and HITECH.

INTRODUCTION, CONTINUED
While the goal of a regulatory environment
should be to ensure higher quality of care,
many physicians feel as though the exact
opposite is taking place – ever increasing
federal regulations have made patient record
keeping even more complicated.
As hackers continue to target the healthcare
sector at an alarming pace, the need to
protect the infrastructure, data, and daily
operations of a provider organization is
paramount.
Part of that protection should be cyber
insurance, designed to help organizations
manage the risk associated with cyber
activity.

PRIVACY LAWS
Federal laws including HIPAA and HITECH,
require prompt notification if protected
health information (PHI) that is not
encrypted is lost, stolen or disclosed.
These notification laws apply both to the
"Covered Entity" itself as well to "Business
Associates" of the healthcare organization.

PRIVACY LAWS
Unlike the European Union with its General
Data Protection Regulation (GDPR) there is
no overall data privacy protection law in the
U.S., but rather a hodge-podge of protected
areas. That being said, the federal
government has passed some laws to
regulate private companies with respect to
data privacy protections, however, it's
important to remember that other
protections exist in state laws.

PRIVACY LAWS

Federal Trade Commission Act – The

Federal Trade Commission (FTC) provides
the greatest overall data protection to
consumers, but it does so based on its
general authority as a federal agency and not
on a specific data privacy law. Its authority
comes from the Federal Trade Commission
Act which authorizes the FTC to seek to
prevent unfair or deceptive trade practices.

PRIVACY LAWS

Michigan Data Breach Notification Law
445.72 – Identify Theft Protection Act; Notice

of security breach; requirements:
A person or agency must provide to each
Michigan resident of unauthorized access or
acquisition of their personal information if it
is unredacted and unencrypted, or of
unauthorized access or acquisition of access
credentials to encrypted personal
information.

PRIVACY LAWS

U.S. Privacy Act, 1974 – Rights and

restrictions on data held by government
agencies.
Gramm-Leach-Bailey Act, 1999 – Protects

financial non-public personal information.
COPPA, 2000 – Children's Online Privacy

Protection Act protects the personal
information of those 12 and younger.

PRIVACY LAWS

GDPR – General Data Protection Regulation

is a regulation that requires businesses to
protect the personal data and privacy of
European citizens for transactions that occur
within all 28 EU member states.

PRIVACY LAWS
California Consumer Privacy Act (CCPA)

The CCPA covers any data identifying a
single person or household, or capable of
doing so if combined with additional data.
The CCPA became effective on January 1,
2020, It is the nation's broadest, most
comprehensive consumer privacy and data
protection legislation.

PRIVACY LAWS
The CCPA applies to any for-profit company

that processes data of California residents
{and meets any of the following criteria:
– Annual revenues >$25M
– Obtains personal information of 50,000 or
more California residents annually
– Derives 50%+ annual revenue from selling
California residents' personal information}

The most profound change introduced by the
CCPA is that consumers are potentially no
longer required to prove actual harm.

PRIVACY LAWS

Payment Card Industry Data Security
Standards (PCI-DSS)

The PCI-DSS was established by the major
credit card companies. If you accept,
transmit, or store credit card data, these
rules apply.
Even if a third-party vendor is used for
payment processing, you, as the merchant,
are still liable for a breach.

PRIVACY LAWS
Cyber insurance will pay for:

– investigators to identify the source and
extent of a breach
– attorneys to determine whether notification
is required
– draft necessary letters
– breach response specialists to provide
notification and credit monitoring services
to affected individuals.

BUSINESS ASSOCIATES
HIPAA and HITECH apply to Business
Associates of a healthcare organization:
third parties providing certain functions
to the organization involving use or
disclosure of PHI.

Business Associates do not have a statutory
requirement to notify patients, only the
Covered Entity has that obligation.
Cyber coverage will pay for notification
expenses even if the breach occurred while
PHI was in the hands of a Business Associate.

FINES | PENALITIES
Failure to comply with privacy laws can lead
to significant fines or penalties.
The Office of Civil Rights (OCR), charged with
enforcing HIPAA, has made enforcing data
privacy laws one of its top priorities.
The OCR has received 125,000+ possible
HIPAA privacy violation complaints and
thousands of enforcements actions resulting
in civil fines of $28 million.
Cyber coverage can pay for the defense of
these types of regulatory enforcements
actions and the payment of any resulting
fines or penalties.

DATA DESTRUCTION
Hackers and rogue employees can destroy or
damage electronic healthcare records or
other critical business information.
Cyber coverage can pay for the costs to
restore or recreate these records.

RANSOMWARE | EXTORTION
Ransomware is malicious software that
encrypts hard drive files. Hackers threaten
to steal or disclose patient records, encrypt
a healthcare organization's network, or
wreak other complex havoc on a network
if a ransom is not paid. In some cases,
patient records are impossible to recover and
could lead to permanent practice closures.

PAPER RECORDS

Paper patient records are still being lost
or stolen at alarming rates.
In a 2018-19 review of U.S. Department of
Health and Human Services publicly
reported breaches, 14.4% included paper.
OCR Breach Portal, ocrportal.hhs.gov

Cyber insurance extends to paper records
as well as electronic data.

EXPERTS
Cyber coverage can provide a team of cyber
experts to assist in responding quickly to a
data breach, including forensic experts,
attorneys, breach response specialists and
credit monitoring companies.
Leading cyber insurers provide pre- and postbreach services to assist clients. This may
involve a review of cyber risks and IT
assessment controls, along with a breach
preparedness report.
The insurance industry has extensive data
that will provide useful information about
causes and financial impacts of cyber losses.

BALANCE SHEET
Cyber coverage is an inexpensive way to
protect the corporate balance sheet from
losses that are not typically covered under
traditional insurance policies.
In addition to first-party costs like forensic
investigation and notification, cyber coverage
also extends to third-party claims alleging
unauthorized disclosure of protected health
information or other confidential data.

TARGET
Healthcare organizations are a major target
for hackers, given the data value.
Healthcare records are 10-20 times more
valuable to hackers than credit card
numbers or other financial data.
58% of healthcare security breach attempts
involve inside actors, which makes it the
leading industry for insider threats today.
forbes.com

REPUTATION
Public trust can be eroded if private
healthcare information is compromised.
Public relations experts can help maintain
an organization's reputation with patients if
a data breach goes public.
Cyber coverage will pay for their services.

RANSOMWARE EXAMPLES
Brookside ENT and Hearing Center | Battle Creek, MI
Even though the practice's computer system was
completely encrypted, hackers utilized ransomware
to gain patient information, appointment schedules,
and payment data. When the owners refused to pay
the $6,500 demand to decrypt the files without
guarantee of data retrieval, the hackers erased all
data. The data wasn't copied or shared prior to
erasure. The owners decided to shutter operations
in mid-2019 rather than rebuild the practice.
healthitsecurity.com

Wood Ranch Medical | Simi Valley, CA
Catastrophic consequences struck Wood Ranch
Medical in August 2019 when hackers encrypted
patient files as well as backup hard drives. It is
believed the hackers only wanted ransom and not
the data. It was impossible for the practice to
rebuild its medical records, and closed permanently
at the end of 2019.

healthitsecurity.com
woodranchmedical.com

CLAIM EXAMPLES
HEALTHCARE CLAIM SCENARIO

Employees of a hospital discovered that their email
accounts were not accessible. The hospital's IT
department investigated and discovered that a
ransomware attack infected 70 servers and 600
workstations. The hospital had to close operations
for two business days and suffered losses in relation
to the event. Cyber insurance covered a total of
$567,350 as follows:
IT Expenses, $417,000 – Consultants were retained to

immediately address the ransomware attack, secure data,
investigate if any patient health information was
compromised, and rebuild the hospital's network.
Business Interruption Expenses, $65,000 – Several

surgeries had to be cancelled resulting in loss of income.
Data Recovery, $76,000 – Numerous employees had to

work overtime to recreate lost data from back-ups.
Ransom Amount, $9,350 – The hospital paid the ransom

demand to regain system access.
NAS Insurance, Cyber Claims Digest

TRUSTWORTHY EXPERTISE
HERE TO HELP
At Mason-McBride, our cybersecurity liability policy
experts will identify your healthcare group's
cybersecurity risks and create customized and
appropriate coverage to reduce your exposure.

MISSION
Mason-McBride is a premier provider of insurance,
group benefits, and financial services.
We continuously strive to set the standard for
integrity, professionalism, and dedication.

VISION
We help our clients reduce their risk of living and
operating in an increasingly complex world.

3155 W. Big Beaver Road
Suite 125
Troy, MI 48084
248.822.7170
mason-mcbride.com

