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Ferretingoutand preventingfraud and abuse by providers in federallyfunded healthcare programs has been
identified as one of the federal government’s highest priorities. The significance of implementing corporate
compliance programs has been underscored by the multimillion-dollar penalties that healthcare organizations
and providers have paidto resolve cases of alleged fraud and abuse brought by the government. The Patient
Protection and Affordable Care Act of 2010 mandates the establishment of effective compliance programs for
a broad range of healthcare providers. If they have not already, healthcare entities should implement corporate
compliance programs as soon as possible. If a federal audit reveals noncompliance inthe absenceofa
compliance program (including honest mistakes), the government will morethan likelyimpose financial
penalties. It will also mandate the creation of a more onerous compliance programthan a voluntarily created
program that was in effect before a governmentinvestigation. The government has unequivocally stated that
onlyan effective corporate compliance program will be considered as a mitigating factor if it is goingto seek
sanctions against a healthcare facility.

Healthcare regulatory compliance deals with many areas that are regulated by agencies such asthe
Occupational Safety and Health Administration, the U.S. Environmental Protection Agency, and the U.S. Food
and Drug Administration. Because government investigations and audits related to Medicare and Medicaid
fraud and abuse are the areas of greatest financial vulnerability and significantly more intense enforcement
activity, this self-assessment questionnaire (SAQ) focuses primarily on these areas. ECRI suggests that risk
managers and corporate compliance officers complete this SAQ annually and that relevant sections be
repeated more frequently, if necessary. Although this SAQ suggests basic componentsof a corporate
compliance plan, itis notintendedto be all-inclusive but ratheris intended as a guide to some of those
questions risk managers may wish to address.

The following sources were used to develop the questions in this SAQ; this list is not intended to be
comprehensive:

» ECRI. Creatingand maintaining an effective compliance and ethics program. Health System Risk
Manage 2015.

ECRI. Fraud and abuse laws. Health System Risk Manage 2015.

Troklus D, Warner G. Compliance 101. Minneapolis: Health Care Compliance Association; 2011.

Troyer GT. Corporate compliance: a risk management framework. In: Carroll R. Risk management
handbook for health care organizations. 6th ed. Chicago: American Society for Healthcare Risk
Management; 2011.

U.S. Department of Health and Human Services. Office of Inspector General:
— Compliance program guidancefor hospitals; 1998.
— Supplemental compliance program guidance for hospitals; 2005.
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» U.S. Departmentof Health and Human Services Office of Inspector General, American Health Lawyers

Association. Corporate responsibilityand corporate compliance: a resource for health care boards of

directors [online].

https://oig.hhs.gov/fraud/docs/complianceguidance/04 020 3CorpRespRsceGuide.pdf

Structure

Does the organization have a corporate
compliance department ora designated
individual with responsibility for compliance?

Doesthe organization have adequate
staffing, resources, training, and authority to
effectively carry out compliance efforts?

Does the healthcare organization’s
governingboard oversee corporate
compliance efforts?

Does the healthcare facility have a corporate
compliance officer (CCO)?

Has the facility developed minimum criteria
and qualifications forthe CCO?

Is the CCOfree from any conflicts of interest
that can potentially hinder performance (e.g,
responsibility for billing or preparing cost
reports)?

Doesthe CCO have the authorityto report
directlyto:

a. The chief executive officer (CEO)?

b.The board of trustees orthe governing
board of the healthcare facility?

Doesthe CCO have an effective working
relationship with other key departments (e.g.,
internal audit, coding, billing)?

Doesthe CCO have the authorityand
resources to independentlyinvestigate all
compliance-related issues that he orshe
determinesto warrantinvestigation?

Has your healthcare facility provided
sufficient funding forthe compliance effort so
as to ensure adequate performance of the
corporate compliance program (CCP)?

Does the facility have a corporate
compliance committee (CCC)?

Doesthe CCO oversee and monitorthe CCC?

* N/I stands for “Needs Improvement.”
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Doesthe CCC meetregularly?

Doesthe CCCinclude the risk manager?

Do otherkeypersonnel (e.g., director of
reimbursement, director of patient accounts,
director of human resources, director of
medical records, director of information
technology) sitonthe CCC?

Is the CCP structured to reflect the unique
needs of the healthcare facility (e.g.,
psychiatric facility, subacute unit)?

Are adequate reporting systems in place that
ensure thatthe CCO, CEO, and board

of directors are keptinformed about all
compliance-related issues?

Functions of the CCP

Do CCC members know thatan operationally
effective CCP may mitigate government
administrativeand criminal sanctions in the
eventthatanaudit or investigation reveals
fraud and abuse?

Doesthe CCP have a written document that
contains basic philosophies and standards of|
ethical conduct,t as well as detailed policies
forsignificantrisk areas (e.g., codingand
billing)?

Is the code of conduct distributed to all
directors, officers, managers, employees,
and contractors?#

Is the code of conduct writtenina manner
thatis comprehensible to all affected
employees (i.e., translated as appropriate
and written atan appropriate readinglevel)?

Is an annual conflict-of-interest disclosure
required of all directors, officers, managers,
employees, and contractors?

Does the facility communicateits CCP goals
toall employees?

Are all employees required to signan
acknowledgmentindicating that they:

a. Have received and reviewed a copy of the |

T The U.S. Department of Health and Human Services’ OIG describes a facility’s code of conduct as a basic set of standards
that articulate the facility’s values and framework for action; express a commitment to compliance by the governing body,
management, and employees; summarize basiclegal and ethical principles; and tell employees how to respond to
practices that might violate the code of conduct.
¥ The term “employee(s)” in this SAQ also refersto independentcontractors and other agents, including suppliers, of the
healthcare organization.

» ECRI

©2015 ECRI. May be disseminated for internal educational purposes solely
at the subscribing site. For broader use of these copyrighted materials,
please contactECRI to obtain proper permission.



Health System Risk Management Self-Assessment Questionnaire
Corporate Compliance

July 2015

facility's CCPand understand it?

b. Agree to conduct themselves within the
guidelines established by the CCP?

c. Agree to reportanysuspected violation of
the CCPtothe CCO?

10. Have the CCOand CCC reviewed the Office
of Inspector General (OIG) compliance
program guidelines applicable to the
organization (e.g., hospital, physician
practice, home health agency, clinical
laboratory)?*

10.1. Havethe CCOand CCC reviewed OIG’s
published work planforthe current fiscal
year?

10.2. Doesthe CCOorCCC review all special fraud
alertsissued by OIG?

10.3. Doesthe CCOorCCC review advisory
opinionsthat OlGissues?

11. Is the status of the implementation process
ofthe CCProutinelyreported to the board of
directors, CEO,and CCC?

12. Doesthe CCOrevise the CCPas the needs of
the facilityand relevant laws, statutes, and
guidelines, includingthose affecting private
payer plans, change?

12.1. Doesthe CCP make provisions fortraining
and educatingall employees?

12.2. Doesthe CCPrequirethata human
resources exitinterview program be
implemented that solicitsinformation from
departingemployees and staff regarding
potential misconduct and suspected
violations of policies and procedures?

13. Is there a mechanismto perform
background checks and identify individuals
and entities that have been excluded from
participation in Medicareand Medicaid that
includes:

a. Reviewing OIG’s monthly listing of
excluded individuals and entities (published
in the Federal Registerand available online
at http://exclusionsoig.hhs.gov)?

b. Usingthe National Practitioner Data Bank
to check medical staff and independent
contractors?

c¢. Checkingthe General Services
Administration’s Excluded Parties List
System (available onlineat
https://www.sam.gov)?
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13.1. Isthe mechanism for performingbackground
checks stratified by type of employee (e.g,,
executive staff, licensed personnel)?

14. Is there a mechanismto verify licensure and
relicensing of employees?

15. Doesthe CCPrecognize that while it may
provide services from an excluded party (i.e.,
provider), it may not submit bills forany
services rendered by an excluded party,
exceptinverylimited emergency situations?

16. Doesthe CCPaddress the healthcare
facility’s financial management by
coordinatinginternal compliance reviewand
monitoring activities, including periodic
reviews of individual departments?

17. Doesthe CCP have polices for retention and
destruction of records of its activities,
including outdated policies?

17.1. Doesthe CCOrealize thatretention of
outdated policies may be necessary as proof
that the organization had a policy of
adheringto prior regulations whenthose
regulations were applicable, in the event that
past practices are questioned?

18. Is the CCOfamiliar with the section of the
U.S. Sentencing Commission’s Federal
Sentencing Guidelines Manual that deals
with the minimum elements of an effective
CccP?

18.1. Has the healthcare facility taken reasonable
stepsto achieve compliance with the U.S.
Sentencing Commission’s standards?

Coordination and

Communication

19. Doesthe CEOor otherseniormanagement
communicate to allemployees that the
facilityhasa CCPto which itrigorously
adheres?

20. Has the healthcare facilityimplemented and
published a reporting system that requires
employees and agents to report known
noncompliance and encourages reporting of
suspected wrongful activity?

20.1. Areemployees permitted to make
anonymous disclosures (e.g., suggestion box,
post office box) to the CCO or hisor her
designee (e.g., the risk manager)?

20.2. Istherea toll-free orotherwise dedicated
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phone number (hotline) that employees
cancall to:

a. Reportknown or suspected violations?

b. Requestinformation or guidance (e.g.,
regarding billingand coding)?

Are all reportsto the hotline documented
and monitored fortrends overtime?

Are employees madeaware of the
importance of reporting known or suspected
compliance violations?

Has the organization clearly conveyed to
employees thatthere will be no retaliation
forreporting of known noncompliance with
the CCPor for good-faith reporting of
suspected violations?

Are employees who communicate known or
suspected violations informed that their
confidentiality will be protected to the extent
possible?

Are lines of communication in place that
help ratherthan hinderopen and candid
conversations with the CCO?

Has the legal significance of adheringto the
CCPbeen effectivelycommunicated to all
employees?

Are all employees’ compliance questions and
the CCO’s (orhis orher designee’s)
responses (and correctiveactions)
documented?

Does the facilityinvestigate all potential
cases of fraud and abuse in atimely
manner?

Are investigation results regularly reported to
the governingbodyand relevant
departments?

Is the governing bodyactivelyinvolved in
identifying recurring problems and taking
actionsto remediate the problems?

Do billing, medical records, and other
personnelinform the CCO orrisk manager if
theysuspectan investigation is underway?

Doesthe CCO conduct a root-cause or
similaranalysis of any discovered violations?

If noncompliance is discovered, does the
healthcare facility, to the extent possible,
modifyits internal procedures and its CCPto
avoid repetition of similaractivity, as well as
to preventand detect further
noncompliance?

Corporate Compliance
July 2015
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Is a processin place to notifythe appropriate
governmentagencyinatimelymannerwhen
a complianceviolation requires reporting or
self-disclosure?

If the CCO either knows or suspects thatthe
healthcare facilityis underinvestigation by
OIG, is legal counsel immediately notified?

Are allegations of noncompliance
communicated to the governing board and
CEO?

Is legal counsel asked to be presentwhen
someone presents information that
implicates an employee in potential criminal
or otherillegal conduct so as to provide
attorney-client privilege?

Is there a written policy that clearly
establishes the degree of disciplinaryactions
forany employee who violates the
healthcare facility's CCP, including failureto
report known noncompliance?

Is it communicated to all personnel that
appropriate disciplinary measures will be
takenforviolations of the CCP?

Have allemployees beeninformedthat if
theybecome cognizant of a problemand fail
toreportit, their employment maybe
terminated, and they may be legally liable for
wrongdoing?

Is it adequatelycommunicated thatthe
healthcare facility has a zero-tolerance policy
toward fraud and abuse?

Are all new personnel oriented to the CCP?

Are all appropriate employees prepared for
respondingto a Medicare and Medicaid
audit?

Is there a detailed policyand procedure for
coordinatingan appropriate responseto a
governmentinvestigation?

Are “compliance drills” (e.g., role playing)
conductedto ascertain the level of
preparedness for governmental audits or
investigations?

Have lines of communication and
appropriate reinforcement of positive
behavior been established to sufficiently
minimize the risk of quitam relators (i.e.,
whistleblowers)?

Compliance Auditing and Monitoring

» ECRI
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39. Areaudits performed of targeted areas (e.g.,
billingand codingdepartments) on a regular
basis (e.g., everyyear)?

39.1. Inadditionto conductingannual audits,
does the facility conduct periodic compliance
program monitoringand communicate
resultsto individuals responsiblefor
operational performance?

40. Has the healthcare facility considered
engagingthe services of outside legal
counselto conducta compliance audit?

41. Has the healthcare facility considered
engagingthe services of a competent
externalaccounting or consulting firm to
review billing procedures?

41.1. Isthe organization aware thatif an external
consultantis requested bysomeone other
thanthe facility’s legal counsel, any
information discovered may not be attorney-
client privileged?

42, Are periodic audits conducted that
specificallyexamine:

a. Relationships withthird-party contractors?

b. Adherence to prohibitions on kickback
arrangements?

c. Adherence to prohibitionsof unauthorized
physician self-referrals?

d. Appropriate coding?
e. Claim verification and submission?

f. Previously known orsuspectedweak
areas?

g. The frequency of certain diagnostic
codes?

h. Increased submission of claims for
diagnosis with complications and
comorbidities?

i. Treatment of protected health information
(accordingto the Health Insurance Portability
and Accountability Act of 1996 privacyand
securityrules)?

j. Target areas identified by OIG?
43. Do audits focus on current practices?

43.1. If an auditormonitoringreveals anincorrect
practice, doesthatauditautomatically go
back as far as the statute of limitations (i.e.,
6 years, which maybe extended to 10
years)?

43.2. Doesthe CCO participate inthe setting of
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priorities forinternal audits?

43.3. Doesthe CCO participate inthe setting of
priorities for external audits?

43.4. Doesthe CCPinclude guidance regarding
reportingand returning overpayments and
notifyingthe government, intermediary,
carrier, or contractor of the reason forthe
overpayment?

43.5. If an auditormonitoringreveals wrongdoing
or anoverpayment, doesthe CCOrealize
that self-reportingand a papertrail may
eliminate a quitam (whistleblower) action?

44, Does the facility’s legal counsel have
adequate experience in providingadvice and
counsel to healthcare organizations
regardinglaws and regulationsintended to
prevent fraud and abuse in healthcare?

44.1. Doesthefacility’'slegal counsel have a good
relationship with the U.S. Attorney’s Office
forthe region?

45, Doesthe CCOrecognize the link between
qualityand compliance enforcementin light
of financial relationships that implicate
quality-of-care issues?

45, Do managers and supervisors conduct and
provide the CCO with performance
evaluations regarding compliance fromtheir
respective areas forauditing purposes?

Billing and Cost Reporting

47. Are all employees and agents responsible for
billingtrained on appropriate coding
procedures?

47.1. Areall employeeswhoare responsible for
billing familiar with appropriate billing
procedures?

48. Do all employees who are involved in billing
recognize that:

a. Billingforservices notactuallyrendered is
submission of a fraudulent claim underthe
federal False Claims Act (FCA)?

b. The intentional submission of billing for
services not “medically necessary” is
considered a violation of FCA?

c. “Intent” is not required for proof of an FCA
violation?

d. “Reckless disregard” or “deliberate
ignorance” is the legal standard for civil FCA
violations?
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e. Dual billing (e.g., billing both Medicare and
the Department of Veterans Affairs) isa
violation?

f. “Samples” may not be billed for or
otherwise sold?

g. Billingfor nonphysician outpatient
servicesthatwereincluded in the hospital’'s
inpatient payment underthe prospective
payment system (PPS) may be considered
the submission of duplicate billing?

h. False cost reportingis a violation?

i. “Unbundling” otherwise inclusive
laboratorytests or proceduresisan FCA
violation?

j. Billingfor discharge in lieu of transfer (i.e.,
when a PPS hospital transfers a patient to
another PPS hospital and the transferring
hospital charges the full diagnosis-related
group [DRG] rate in lieu of the Medicare per
diemamount)isaviolation?

k. Upcoding, or “DRG creep,” isan FCA
violation?

Are all employees whoare involvedin billing
educated on self-administered drugs that
are not covered for out-patient claims?

Is the billing department aware of
appropriate codingfor outpatient clinicand
ambulatory surgery services?

Are all codes periodically reviewedwith a
team approach, including coding experts,
information services, clinical managers, and
otherappropriate personnel?

Are ambulance services billed to Medicare
onlywhen no other means of transportation
fora patientare available (i.e.,in compliance
with Medicare’s medical necessity
guidelines)?

Does the facility check the statistical data
regarding submission of billing (claims filing
and costinformation) forsimilar services
from other facilities in the region with
Medicare’s data banks?

Do the healthcare facility’s written policies
and procedures reflect and reinforce current
federal and state statutes and regulations
regarding the submission of claims and
Medicare cost reports?

Do billing policies and procedures specify
that:

Corporate Compliance
July 2015
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a. All physician and other professional
services are timely documented before
billing?

b. All claims should be submitted onlywhen
appropriate documentation supportsthe
claim and that documentation is available
forauditand review?

c. Physician records, hospital records, and
medical notes used forthe submission of a
claim are organized in a legible form that will
facilitate auditand review?

d. The diagnosis and procedures reported on
the reimbursement claim should be based
onthe medical record and other
documentation and that the documentation
necessaryforaccurate codingis available to
the coding personnel?

e. Compensation for billing department
coders should not provide anyfinancial
incentivesto improperly code claims?

f. Any billing consultants will have their
references checked and that any suspicious
billing practices will be questioned?

g. Consultants are paid a flat fee, ratherthan
an incentive arrangement (e.g,,
compensation linked to amount billed or
revenue generated)?

56. Are periodic reviews performed to ascertain

the accuracy of the coding personnel (i.e.,
quality control mechanisms)?

57. Are periodic reviews performed to determine
the appropriatenessof billing procedures?

58. Doesthe healthcare facilityfollow
appropriate billing practices for clinical
laboratorytests (e.g., billingfor laboratory
testsonlyon completionof those tests)?

59. Do codingemployees accept diagnostic
information onlyfrom qualified personnel?

59.1. Intheeventthatanindividualwho ordereda
specifictest has failed to provide the
diagnostic information, isthere a
mechanism for billing personnel to contact
the appropriate personto obtain that
information?

59.2. Doesthe CCP provide that claims should be
submitted onlyforservices the healthcare
facility has reason to believe are medically
necessaryand thatwere ordered bya
physician or otherappropriate provider (e.g,,
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nurse practitioner, physician assistant)?

60. Is there effective oversightof all billing
practices and patterns within the facility,
includingtrackingallinstances when
charges are waived orreduced and when
something of value (e.g., a gift card) is given
to reduce the probability of a liability claim?

61. Does the healthcare facility follow
appropriate billing practices regarding
Centersfor Medicare and Medicaid Services
(CMS) payment rules for “serious
preventable events” (e.g., pressure ulcers,
catheter-associated urinarytractinfection)?

62. Are written policies and proceduresin place
to guide compliancewith applicable federal
and state laws, as well as regulations
regarding cost reportingfor both
government-fundedand private payer plans,
and otherreporting requirementsincluding
reportingto CMS as required by the
Medicare secondary payer reporting statute?

Physicians at Teaching Hospitals

63. Are physicians who are responsible for
supervisingclinical services provided to
patients held responsibleforensuringthat
documentation supports the clinical services
rendered?

63.1. Do all physicians who are required to sign
medical records do so, as appropriate,and
ensure that evidence of services they
provide orsupervise isdocumented in
patients’ medical records?

63.2. Do all physicians documenttheir presence
during any procedure performed by residents
forwhom paymentis sought?

64. When a physician provides evaluation and
management services, does the patient’s
medical record include the basic elements of
that service (e.g., history and physical,
physician examination) in addition to
documentation regarding any specific
servicesthat were performed and ordered by
the physician?

Training and Education

65. Does policy require all corporate officers,
managers, employees, and independent
contractor physiciansto be trained initially
and periodically (at leastannually) regarding

©?2015 ECRI. May be disseminated for internal educational purposes solely 12

E ( R I at the subscribing site. For broader use of these copyrighted materials,
please contactECRI to obtain proper permission.



66.

67.

68.

68.1.

69.

70.

71.

72.

73.

» ECRI

Health System Risk Management Self-Assessment Questionnaire

the facility’'s CCP?

Doesthe CCO maintain training
documentation, including content, the
numberand name of employees receiving
compliance training, and the number of
hours of training peremployee?

Doesthe CCPtraining contain current
information regarding fraud and abuse
laws, including:

a. Codingissues?

b. Claims submission?
c. lllegal kickbacks?
d. Self-referrals?

e. Bad debts?

f. Credit balances?

g. Other appropriate compliance issues
relevant to respective job functions?

Are training programs updated when
regulations change orwhen new information
(e.g., OIG advisoryopinions, guidance) is
issued?

Is the need fortargeted training considered
aftera compliance question or problem is
reported?

Are the reimbursement guidelines of private
payers reviewed with appropriate medical,
billing, and coding personnel?

Are employees encouraged to ask questions
regardingthe CCP?

Are appropriate incentives in place for
employeesto “buyinto” the CCP?

Are employees internally rewarded (e.g.,
commendation in personnel records and
performance appraisals, employee of the
month, meritincrease, eligibility for bonuses)
fordemonstrating positive behavior (e.g.,
communicating known or suspected
violations, as well as legjtimate billingand
coding questions, to the CCO)?

Forappropriate personnel, are the following
areasincludedinthe training program:

a. Reimbursement principles of government
and private payers?

b. The general prohibitions against providing
or receivingremuneration, orany form of
compensation, madeforthe purpose of
inducingreferrals?

Corporate Compliance
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c¢. Confirmation of patients’ diagnoses?

d. Signing a form fora physician without
authorizationto do so?

e. Falsifying oraltering medical records?

f. The provision of services orthe prescribing
of medications without proper authorization?

g. Adequate and accurate documentation of
all services rendered?

h. The critical importance of reportingany
known orsuspected violationsto the CCO or
his or her designee?

i. Issues relatingto suppliers?

Is there a minimum annual number of hours
of trainingallocated based on the needs of
specific positions (e.g., physicians,
managers, coders, billing personnel)?
Forareassuch as billingand coding, is
trainingand retraining provided more
frequentlythan on anannual basis?

Do all physicians receive appropriate
education onaccurate and complete
documentation?

Is the participation of employees and staff,
including physicians, mandatory (i.e.,
reflected in job descriptions) and considered
a condition of employment orthe provision
of staff privileges?

Do training programs involve employee
participation (i.e., are theyinteractive)?

Are arrangements made to facilitate training
forweekend and night-shift workers?

Is posttraining testing always performed to
test the effectiveness of corporate
compliance education?

Corporate Compliance
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Question Target Action Completed
No. Action Required Responsibility Date Date Initials
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