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What Is Social Engineering, and How Does It Work?
Social engineering is when cybercriminals look to psychologically manipulate victims using emotions like urgency, fear, and the natural human instinct to want to help and solve problems. The goal of these attacks is to trick the target into performing an action — clicking on a link, sharing credentials, or even providing payment in some form — that will allow the hacker to infiltrate your organization or profit in some way.
· 75% The percentage of organizations ranked social engineering as their top cybersecurity threat.
· Over 90% of cyber-attacks involve some form of social engineering, a manipulation tactic where a hacker exploits human frailty to gain private information.
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Description automatically generated]Red flags are signs of danger or a problem. Protect yourself and your organization from cybercriminals by being aware of common red flags and actions you can take to stay safe.
This week’s flyer highlights common red flags to look out for Social Engineering Red Flags.
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KnowBe4 Training - Complete by Nov1! Head over to KnowBe4 and complete your Quarter 1 Cyber Security Training. By gaining knowledge and expertise in identifying phishing scams, your personal data becomes more secure and less likely to become a victim of phishing and identify theft. Complete the course TODAY!


In your KnowBe4 Library you will find elective modules under the Recommended by Your Organization heading. Complete each module, video, or game and gain greater skills in becoming a MSCS Cyber Hero! All module/training completions are tracked through your KnowBe4 portal.

This Week's Recommendations: 
· Cyber Snaps Series: Social Engineering 
· Social Engineering Game Show
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Red Flags!

Always stop, look, and think
before you click on a link, open an
attachment, or take any action!
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