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NJ LAW ENFORCEMENT DATA & TRENDS

Total Arrests Statewide (4/15-4/21 vs 4/22-4/28)
e Arrests decreased from 849 to 842 (-0.8%)

Pandemic-Related Crime Arrests (4/15-4/21 vs 4/22-4/28)
e Burglaries decreased from 90 to 70 (-22.2%)
e Robberies increased from 16 to 18 (+12.5%)
e Shoplifting increased from 31 to 50 (+61.3%)
e Weapons possession decreased from 35 to 34 (-2.9%)

Shooting Hit Environment (4/22-4/28 this year compared to same time last year)
e Shooting hit victims decreased from 11 to 4 (-64%)

e Shooting homicide victims decreased from 3 to 2 (-33%)

e Total shooting victims decreased from 14 to 6 (-57%)

e Shooting hit incidents decreased from 11 to 4 (-64%)

e Shooting murder incidents decreased from 3 to 2 (-33%)

e Total shooting incidents decreased from 14 to 6 (-57%)

Crimes
e Fraud (homemade sanitizer, herbal supplements, PPE, COVID-19 kits, etc.)
e  Reference FBI LIR: Indicators of Fraudulent 3M PPE (TLP: GREEN)
e Price gouging, hoarding, and/or kickback schemes
e  Spitting/coughing on LE/citizens while claiming to be infected with COVID-19
e Violations of social distancing/stay-at-home orders/business closures
e Compliance Violation Reports (as of 4/28): 2,387
e Littering of PPE
e Bias threats/attacks - Orthodox Jewish & East Asian communities
e Statewide phone bail scam targeting the elderly

NJ Coronavirus Density Map
Statewide Confirmed Cases: 121,190
Updated: 5/1/2020
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“Threats from groups across the ideological spectrum—from anarchist extremists to white supremacist extremists—have increased public calls for attacks on members of the first re-
sponder community. In addition to calls for ideologically motivated attacks on first responders, numerous incidents nationwide involved members of the public purposely attempting
to infect officers with COVID-19. During these attacks, individuals cough and/or spit on officers while claiming to be infected with the virus. Many of the individuals committing the
attacks do not have the virus but claim to be infected in hopes of escaping arrest or avoiding prosecution...New Jersey Attorney General Gurbir Grewal recently announced increased pen-
alties for individuals who purposely attempt to infect law enforcement and other first responders with COVID-19. These charges include fourth-degree aggravated assault on an officer
and second-degree charges of making terroristic threats.” - Excerpt from Joint NJROIC-NJOHSP IDR: COVID-19 Threats to First Responders (U//FOUO)
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REPORTED IN OTHER NORTHEAST STATES

Bomb threat received by State Police substation via phone from a male subject.
e  Multiple bombs in multiple buildings that would go off in 16 hours.
e He would not tell them what buildings or why.
e Per the station, he also made mention of bombs located in Washington
D.C., Chicago, and NYC (Empire State Building).
Health care workers wearing scrubs and masks counterprotested at rallies.
Although one state expected an increase due to their expanded unemployment
benefit program, that state is seeing a much larger increase than anticipated.
Healthcare facilities personnel - extortion scam emails.
Unsolicited offers to establish testing sites which may or may not be legitimate.
Plans announced for partial re-opening of economies.
New York State Contact Tracing
e The state will begin its contact tracing efforts to track residents who
have contracted the virus and everyone they have been in contact with.
e According to an official, New York state will need 30 contract tracers for
every 100,000 people (that could mean 6,400 to 17,000 tracers across
the state).
e In its contact tracing efforts, the state will use three new smartphone
apps to assist with contact tracing.
e App #1 will help contact tracers find information and data
quickly.
e App #2 will help the public provide information to the health
departments.
e App #3 will allow those in quarantine to access the services.

STATE PARKS—PARTIAL REOPENING (EXECUTIVE ORDER 133)

State parks to partially reopen on Saturday, 2 May.

County parks may also open on 2 May at discretion of county government.
Parking capped at 50% of capacity.

STILL CLOSED: Playgrounds, pavilions, visitor centers, restrooms.

STILL PROHIBITED: Picnics, organized activities, team sports.

RECOMMENDED: Wear a face covering when social distancing is difficult to main-
tain.

IMPLICATIONS FOR LAW ENFORCEMENT

Staffing Statewide

e SLEO II/1ll Temporary Waivers (document uploaded to LES HSIN sitrooms).

e Executive Orders 115/129: Rehiring retired LEO/extending carry permits.

e New Jersey police academies are temporarily suspended until further notice.
New Jersey State Police (NJSP) Field Operations Section is supporting numerous operations
throughout the State.
New Jersey Office of the Attorney General (NJOAG) is currently reviewing requests for clari-
fication to EOs and AOs as well as requests from businesses requesting to be deemed essen-
tial. See Daily SEOC sitreps for additional information.
New Jersey Department of Corrections (NJDOC) has temporarily suspended visits in order to
mitigate the spread of the COVID-19 virus. This remains in effect.
Federal Bureau of Investigation (FBI): “(U//FOUQ) Incarcerated gang members granted early
releases due to COVID-19 concerns likely will engage in criminal activity on streets, endanger-
ing public safety.”- FBI EIR, released 22 April 2020 (Product is U//FOUO)
Anarchist Extremists: “...(A March 2020 post was) observed on a Philadelphia pro-anarchist
site that encouraged followers to utilize the COVID-19 pandemic to further their ideological
goals through various criminal activity including: organizing looting expeditions, organizing
rent strikes/open squats, hacking into databases to destroy utility/property records, ob-
struction of policing/arrests/deportations, and build the capacity to assault/empty pris-
ons.” - (U//FOUO) PaCIC Report: Anarchist Extremist Group Encouraging Criminal Activity
during COVID-19 Pandemic
Civil Unrest: Armed protesters in Michigan entered the Statehouse. BBC News
FBI Report: “(U) Family Members Who Sexually Abuse Children Very Likely Will Capitalize on
COVID-19 Social Distancing Restrictions To Exploit Children, Further Endangering Them and
Impeding Intervention Efforts” - FBI EIR, 27 April 2020 (Product is U//LES)
FBI Report: “(U//FOUQ) Outlook: Amid the COVID-19 pandemic, the FBI anticipates vulnera-
ble individuals aged 65 and older and those with pre-existing medical conditions likely will
be more susceptible to mass health care fraud schemes in the next 12 to 24 months. Pa-
tient harm may increase due to provisional drug prescriptions and counterfeit testing kits. As
social distancing measures are enacted to combat COVID-19, increasing the ease of and the
necessity for telemedicine coverage, threat actors likely will continue to exploit government
and private insurance programs through these platforms.” - FBI SPEAR: (U//FOUQ) Health
Care Fraud Actors Almost Certainly Are Exploiting the Coronavirus Pandemic, Causing Patient
Harm and Significant Financial Losses, 28 April 2020
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TRANSPORTATION

Travel by Rail (Ridership Stats)

Amtrak: Down 90% across country (modified schedule)

NJ Transit: Down 90% system-wide (modified schedule)

PANYNIJ: Down 60-70% (modified schedule with 10 min headway between trains)
PATCO: Down 90-92% (modified schedule with 20 min headway between trains)
SEPTA: Operating on Lifeline Schedule. Transit down 91% (with backdoor board-
ing/no fares) and regional rail down 99%

Travel by Air

Nationwide passenger traffic remains down an average of -95% from previous yr.
COVID at TSA: To date, a confirmed 505 employees, both screeners and non-
screeners, tested positive for COVID-19. 212 employees have recovered, and 5 (2
in Newark) have died as a result of the virus. TSA Travel Numbers 2019-2020
Airlines Note: American, Delta, Jet Blue, Frontier and United now require face-
masks on all passengers from the time they check in until they deplane.

NYC MTA Disinfection Schedule

New York City will suspend subway services from 1lam to 5am every night begin-
ning 6 May to allow the Metropolitan Transit Authority (MTA) to disinfect trains.
The MTA has already been disinfecting subway trains every 72 hours. Buses,

L]
shuttle vans, and for-hire vehicles will be provided at no charge to essential work- .

ers so they can be transported to their jobs.

Travel by Water/Ports

CBP: “(U//FOUQ) Narcotics: Cocaine and Heroin concealed in shipments of COVID
-19 Personal Protective Equipment” - CBP Intelligence Alert, 27 April 2020
e Note: International Incidents. Not yet reported in Sector NY.

CIVIL UNREST

COVID-19 Protests For/Against Various Issues:

Economic (back to work, rent strike)

Freedom (anti—quarantine, Amendments: 1A/2A/9A/14A)

Release ICE detainees/inmates

Lack of PPE (ex. Amazon company worker strikes, medical staff, etc.)
Anti-LE/Government (ex. Anarchist Extremists)

Political protests (with 2020 Presidential Election in mind)

The ROIC recognizes that Americans have constitutionally protected rights to assemble, speak,
and petition the government. The ROIC safeguards these First Amendment rights, noting that
violent extremists could disrupt legal activities, interfering with otherwise peaceful events.

POTENTIAL ISSUES
Ramadan travel/mass gatherings and plans for Memorial Day Weekend
NJ ROIC & NJOHSP Joint IDR: Upcoming Dates May Inspire Extremist Activity (U//FOUOQ)
CDC/FEMA/health worker/LE impersonation
Online gaming complaints/swatting
Attacks on noncompliant persons concerning stay-at-home orders when infected
Civil unrest
Supply chain interruption
Drones over FEMA/military hospitals & threats to medical personnel/infrastructure
Increased alcohol/narcotics addiction relapses & mental health issues, including suicide

Analyst Note: Law enforcement should expect many of the problems caused by COVID-19 to rip-
ple long after the state reopens. Financial problems/loss of work/closed businesses and medical
concerns (ex. lack of PPE/ventilators) will likely result in continued civil unrest, lawsuits, homeless-
ness, increases in burglary/theft/robbery, extremist recruitment, etc.

OFFICE OF DRUG MONITORING & ANALYSIS

NJ’s Drug Monitoring Initiative (DMI) has created a “New Jersey Resource Guide” to provide partners and the public with a comprehensive directory/list of programs, links, and infor-

mation to relevant national, state, and county resources for a variety of topics.

For law enforcement use, these topics include recovery support, social services, mental health, crisis, food bank, emergency shelter, business, home, and first responder resources.
DMI recently updated the testing sites information for first responders and added ‘Substance Use Disorder & Treatment Services’ and ‘Grief Support Services’ tabs to the Re-

source Guide.

Also reference DMI’s Recommendations for Administering Naloxone During COVID-19 for guidance on how to reduce exposure by wearing proper PPE when responding to potential

overdose incidents.
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NJ CYBERSECURITY & COMMUNICATION INTEGRATION CELL (NJCCIC)

COVID-19 email/social media-based phishing scams: Attempt to convince recipi-
ents to open links or attachments to direct users to malicious websites or deliver
malware, reveal sensitive information, or donate to fraudulent causes.
Malicious COVID-19 websites distributed via emails, malicious advertisements,
and social media. Approx. 4,000 coronavirus-themed websites created since Janu-
ary 2020, with at least 5% deemed malicious.
The Garden State Network’s email content filtering systems detected and
blocked 8x as many emails referencing COVID-19 between March-April 2020
compared to January-February 2020.
Threat actors are likely to take advantage of the rapid increase of telework and
attempt to remotely access networks and hide within the increased remote traffic.
Threat actors will likely target individuals and small businesses with payday loan
and quick cash scams related to the stimulus package or other relief efforts.
Additional information

e NJCCIC's Weekly Bulletin

e NJCCIC's Telework Program Security Recommendations

LAW ENFORCEMENT STAFFING SURVEY—5/1 UPDATE

598 LE Statewide COVID Positive

o Decrease by -4.63% last 24 hours
467 Statewide Quarantined

o Decrease by -9.85% last 24 hours
880 Statewide Out for other reasons

e Increase by +4% last 24 hours
1945 Total LE Out
199 Total LE returning to Duty

e  Within the next 48 hours
104 COVID-19
95 Self-Quarantined
8 Total Line of Duty Deaths
400 Total agencies reporting
Total available LE force: 29,055

e -6.27% (Decrease) from pre-COVID-19 outbreak availability
Top 5 Impacted Counties: Essex, Bergen, Hudson, Union, Passaic

OPEN SOURCE INTELLIGENCE
The ROIC recognizes that Americans have constitutionally protected rights to assemble, speak,
and petition the government. The ROIC safeguards these First Amendment rights, noting that
violent extremists could disrupt legal activities, interfering with otherwise peaceful events.

e The Cyber Threat Intelligence Unit (CTIU) continues to provide key intelligence reporting of
potential mass social distancing violations to its state, county, and municipal partners for
heightened caution and situational awareness.

e CTIU continues monitoring the Bergen County Community College and PNC Bank Arts
Center FEMA testing sites. As of 0700 hours on 5/1, there appears to be no disruptions or
access issues were reported via social media or open source outlets.

e CTIU is monitoring three (3) Field Medical Stations (FMS) sites in Secaucus, Edison, and
Atlantic City.

e CTIU is monitoring for threats made against personnel assigned to the tri-state COVID-19
contact tracing partnership.

e CTIU is providing analysis of the Attorney General's website and social media platforms for
potential emerging threats as a result of site postings of statewide social distancing
violators.

e CTIU, Threat Analysis Unit (TAU), & NJ Office of Homeland Security & Preparedness (NJ
OHSP) are partnering on cyber trends for racially-motivated extremism during the COVID-19
pandemic joint intelligence product for dissemination.

e CTIU and TAU co-authored an Intelligence Dissemination Report related to COVID-19
demonstrations, trends, and tactics in NJ for dissemination.

e CTIU will continue to monitor for real-time information and significant threats to the State
of New Jersey and will remain in communication with the ROIC-SEOC concerning
developments related to current and emerging threats.

EXTREMISM

e “The New Jersey European Heritage Association (NJEHA)...has begun using the coronavirus

(COVID-19) as an avenue to progress its rhetoric.” Source: Sl Live

e “A 29-year-old Frenchman who claimed allegiance to the Islamic State group is facing possi-

ble terrorism charges after he rammed his car into police, injuring three officers. The incident
occurred Monday (27 April) in the northwestern Paris suburb of Colombes, while police were
conducting an ID check. The driver slammed into police cars and police motorcycles, sending
three officers to the hospital.” Source: US News & World Report

e  Anarchists continue to advocate for unlawful civil unrest citing government overreach.
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FIRE INFORMATION—4/28 UPDATE PUBLIC SAFETY ANSWERING POINT (PSAP/911 CALL CENTERS) SURVEY—4/29 UPDATE
e  Fire personnel survey opened from 7:00AM, Thursday, April 23 until 12:00PM, 9-1-1 Call Volume:
Monday, April 27 e There continues to be reports of general uptick in medical calls, consistent with earlier
e 427 responses surveys; however, several PSAPs that previously reported an increase in EMS calls are
e -10.5% decrease from last week’s 477 and 60% of departments statewide reporting a downward trend towards ‘normal’. Reports indicate a continued rise in
e 18,878 fire personnel accounted for via survey domestic violence calls as well as administrative inquiries.
e 54% of total statewide, which is ~35,000 ® Two shore resort communities continue to report increased administrative calls related to
e 1,362 total fire personnel out via survey traveling to secondary homes.
* 207 fire personnel tested COVID-19 positive ® This reporting period, only one PSAP, Monmouth County, is reporting their 9-1-1 call
e -38% decrease from last week volume as much higher.
e 17 are being hospitalized e In 7 counties, 12 PSAPs reported their call volume is somewhat higher than normal, 5 less
e 9-Sussex; 3-Bergen; 2-Passaic; 1-Union; 1-Middlesex; than last report.
1-Essex e The remaining 125 PSAPs reported call volume continues to be much lower, somewhat
e 272 fire personnel are self-quarantining for possible exposure lower, or the same, with many PSAPs continuing to report that while overall call volume is
e -32.5% decrease from last week down, EMS and administrative calls are higher.
e 883 fire personnel are out for other reasons Staffing Concerns:

e -14% decrease from last week
e 17,516 total fire personnel available for duty via survey
e 33,638 total personnel available based on the approximate statewide

® During this reporting period, there continues to be no reports of serious staffing concerns.
e Of the 138 PSAPs responding, 4 PSAPs reported staffing concerns as bad, down from 5 from

number of 35,000 last reporting period.
e 157 fire personnel recovered from COVID-19 and returned to work ® 53 PSAPs reported staffing either good or very good—10 more than the last report .
e Note: First reporting for this topic ® The remaining 81 PSAPs were neutral in their staffing concerns.
e 822 fire personnel previously quarantined and have since returned to full duty Staff Shortages Related to COVID-19:
*  -16% decrease from last week ® 31 PSAPs reported staff issues to some extent related to COVID-19 - either quarantined or

e  Majority of departments (90%) report they are at 90-100% working capacity
e Sussex and Ocean have one department at 50% working capacity or less
e  Byram FD (Sussex) reports 50% personnel availability (4 self-quarantined;
17 out for other reasons)

tested positive (essentially the same as the last reporting period).

e Of the 31 PSAPs reporting COVID-19 related staffing issues, 4 indicated staffing concerns as
Bad, a slight decrease from 5 during the last reporting period.

e Seaside Park FD (Ocean) reports 30% personnel availability (2 self- ® 25 PSAPs indicated they have had call takers/dispatchers as confirmed COVID-19 positive.
quarantined; 2 out for other reasons) ® 35 PSAPs indicated they have call takers/dispatchers that are currently under quarantine.
e Chatham Borough and Holmes Marshal (Piscataway) report 50% capacity | ® 44 PSAPs indicated they’ve had call takers/dispatchers that have returned from quarantine.
or less ® This reporting period: No PSAPs reported call taker/dispatcher COVID-19 related deaths.
®  73% of departments report that PPE may become critical The staff of the Office of Emergency Telecommunications Services (OETS) will continue our efforts
e 50% of departments report cleaning supplies/staff may become critical to increase participation in the surveys going forward. OETS staff continue to engage with each
e 12% of departments report that support personnel (EMTs/volunteers) may County 9-1-1 Coordinator during the pandemic.

become critical
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SAMPLE COVID-19 CONSPIRACY THEORIES

5G cell phone towers: (Theory A): 5G will be used to create a surveillance state. (Theory B): 5G towers
spread the virus.
The Chinese government is responsible for COVID-19. (Theory A): Designed as bioweapon and released on
purpose/by accident. (Theory B): Natural outbreak but government allowed it to spread in some capacity. In
either theory, the government might’ve sought to hurt Western economies/purchase cheap stocks.
Military bases/facilities are sometimes singled out in COVID-19 conspiracy theories. See Port of LA Incident.
States are confiscating ventilators from rural hospitals to send to cities, thus sacrificing the lives of citizens
living in rural areas in favor of those in/around more populated areas. This idea has been shared on conspira-
cy theory and non-credible news websites/social media platforms, particularly Gab and 4chan.
Militias and anti-government extremists view the registration of firearms as the first step towards confis-
cation. They sometimes argue this may be precipitated by a national crisis, evoking of martial law, and in-
volve FEMA “camps”. The deployment of the National Guard, pop-up hospitals, and FEMA personnel as well
as the misunderstanding of what martial law actually entails may fuel civil unrest.
Medical Martial Law aka Martial Law Lite aka Soft Tyranny conspiracy theorists argue “hyper-exaggeration
and hyper-inflated paranoia and hysteria surrounding the virus” was actually a “conspiratorial plan against
the liberties of the American people.” The Jewish community, Democrats, and the New World Order have
been named as being behind Medical Martial Law, with some arguing it is a Phase 2 false flag attack of a
multi-phase plan for global control (with the Phase 1 false flag operation being the 9/11 attacks). To them,
martial law is currently “disguised as executive orders, public safety enforcements, and health mandates,”
stay-at-home orders are equivalent to mass house arrest, and the end result is forced vaccinations, which
may be used to alter the DNA of recipients in some way.

e Note: The conspiracy theory that hospitals are not really overcrowded (#FilmYourHospital move-

ment) is a component of this idea.

NJOHSP FACTS ON COVID-19 RUMORS AND DISINFORMATION
A false infographic circulated on social media appears to contain information from legitimate health organi-

zations, but it intentionally promotes purposely infecting public spaces with COVID-19.

False information in the form of audio, texts, and social media postings have stated that the use of ibuprofen

can exacerbate COVID-19 symptoms and strengthen the virus.

No action is needed by most Americans to receive the COVID-19 economic stimulus check. Beware of scams

via mail, phone, email, and social media that ask you to verify your identity or pay a “processing fee.”

A police department in Maine warned of a potential phishing scam telling text message recipients that some-

one they recently came in contact with tested positive for COVID-19 or has symptoms.

Emails and social media posts describing a self-check exercise to determine if an individual has COVID-19. Self

-check assessments are not recommended at this time.

NJOHSP Rumor Control/Disinformation Updates

IMPORTANT LINKS
NJ Department of Health: Current COVID-19 Cases

Johns Hopkins University Coronavirus Dashboard
State Employee FAQs

MVC Updates

Police Foundation COVID-19 Resources for LE

CDC COVID-19 Guidance for Law Enforcement

EMS Dispatch Cards

OSHA'’s Rule Relaxation (N95’s)

NJOHSP Rumor Control/Disinformation Updates
Executive Order 107 Violation Reporting Form

PPE Donations Intake

New Jersey Executive Orders

New Jersey Administrative Orders

NJCCIC Telework Tips

Police One

NJ State Association of Chiefs of Police - COVID-19 Resources
International Association of Chiefs of Police

DMI New Jersey Resource Guide

Certified Childcare Facilities for Essential Employees
CDC COVID-19 Information for EMS & PSAPs

FEMA Coronavirus Response

DHS COVID-19 Information for First Responder Community

Note: If you need more information on any products, reports, or links in this
document, please contact the NJ ROIC Threat Analysis Unit at the following

email: NJROICTHREAT@GW.NJSP.ORG
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https://www.nj.gov/health/cd/topics/covid2019_dashboard.shtml
https://coronavirus.jhu.edu/map.html
https://www.nj.gov/governor/news/news/562020/approved/20200310c.shtml
https://www.state.nj.us/mvc/press/archives/2020/031320.htm
https://www.policefoundation.org/covid-19/
https://www.cdc.gov/coronavirus/2019-ncov/community/guidance-law-enforcement.html
https://www.nj.gov/911/home/highlights/EMD%20Guidecards%202020%20Final.pdf
https://www.nj.gov/health/workplacehealthandsafety/documents/peosh/covid19resp_faqs.pdf
https://www.njhomelandsecurity.gov/covid19
https://covid19.nj.gov/violation
https://rutgershcwd.co1.qualtrics.com/jfe/form/SV_6uiC7xTOe4xWMol
https://nj.gov/infobank/eo/056murphy/approved/eo_archive.html
https://nj.gov/governor/news/ao/approved/ao_archive.shtml
https://cyber.nj.gov/this-is-security/tips-for-teleworkers-remote-access-security
https://www.policeone.com/coronavirus-covid-19/
https://www.njsacop.org/content.asp?admin=Y&contentid=217
https://www.theiacp.org/resources/document/law-enforcement-information-on-covid-19
https://www.njcares.gov/ohh/downloads/DMI_COVID-19_Resource-Guide.pdf
https://www.nj.gov/dcf/coronavirus_licensedchildcare.html
https://www.cdc.gov/coronavirus/2019-ncov/hcp/guidance-for-ems.html
https://www.fema.gov/coronavirus
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