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ATTENTION—SURFACE TRANSPORTATION STAKEHOLDERS 

The Transportation Security Administration (TSA) is providing this Security Awareness Message for the 
upcoming Labor Day holiday period, August 31 to September 4, when large numbers of travelers will be 
taking to the roads, rails, and skies. Additionally, soon after Labor Day will be the 17th anniversary of the 
9/11 terror attacks. Homegrown violent extremists may seek to take advantage of this peak travel period 
to launch attacks.   

The National Terrorism Advisory System Bulletin issued May 9, 2018 highlights the threat posed by 
homegrown terrorists who use readily available weapons and tactics such as improvised explosive 
devices, small arms, edged weapons, and vehicle ramming. At present, TSA Intelligence and Analysis is 
unaware of information suggesting any imminent plots against surface transportation systems in the 
United States. However, the potential remains for individuals who are radicalized or otherwise motivated 
to violence to attack the nation’s surface transportation assets. 

A recent report from the United States Military Academy’s Combating Terrorism Center at West Point 
highlighted the use of unmanned aerial systems (UAS) by the Islamic State of Iraq and ash-Sham (ISIS) 
and discussed the potential employment of this technology by other terrorist organizations. While UAS 
have beneficial uses such as search and rescue and border security, they can also be used by individuals 
with nefarious intent, as was the case in a July 2018 incident in which an environmental activist group 
crashed a drone into a French nuclear power plant to illustrate its vulnerability. Similarly, a camera-
equipped drone could be a useful tool to conduct preoperational surveillance in preparation for a terror 
attack. The attached pocket reference card provides tips for responding to a UAS incident. Additional 
information on the security challenges posed by UAS can be found on the DHS website.  

TSA encourages surface transportation operators to remind employees to be aware of their surroundings 
and to report suspicious activities in accordance with company procedures. Persons whose behavior does 
not fit their circumstances or surroundings should be brought to the attention of law enforcement—“If 
You See Something, Say Something.™”  

For mass transit and passenger rail operators, Operation RAILSAFE is scheduled for August 31 and 
September 11, 2018. Law enforcement agencies are encouraged to increase security at transit stations, 
railroad stations, and rights-of-way. If eligible under program guidance, transit and passenger rail systems 
that have received funding through the Transit Security Grant Program may reprogram funds to cover 
costs associated with implementing the actions recommended in this message, including operational 
overtime expenses, between August 30-September 4 and September 10-12, 2018. 

Sincerely, 

Sonya T. Proctor 
Director, Surface Division 
Security Policy and Industry Engagement 
Transportation Security Administration 
Department of Homeland Security 

https://www.dhs.gov/sites/default/files/ntas/alerts/18_0509_NTAS-Bulletin_0.pdf
https://ctc.usma.edu/islamic-state-drones-supply-scale-future-threats/
https://www.dhs.gov/uas-ci
https://police.amtrak.com/operation-railsafe


Critical Infrastructure Security & Operations Officers 

Tips in Responding to a UAS Incident 

 D irect attention outward and upward to attempt to locate individuals who are holding 

a controller or device (laptop, notebook, cell phone) and appears to be operating a 
UAS.  Look at windows, balconies, rooftops, and open spaces.  For special events, 
predetermine likely locations that would enable a person to control a UAS. 

R eport incident to state or local law enforcement immediately and request a response 

if necessary. Execute organization’s emergency response action plan if appropriate. 

O bserve the UAS and maintain visibility of the device.  Look for the direction of travel,

damage to facilities, and individuals.  NOTE:  Battery life is typically 20-30 minutes. 

N otice features and identify the type of device (i.e., Fixed-wing/Multi-rotor/Retail or 

Custom), size, shape, color, payload, video camera equipment, and activity. 

E xecute appropriate security/emergency response action by maintaining a safe 

environment for the public and first responders in accordance with Federal, State, 
and local laws and regulations.  Document event details including photos if possible. UAS QUICK REFERENCE TIPS 

Category Range Payload 

Retail Quadcopter Up to 3 

Miles 

0-2 lbs. 

Retail or Custom 
Multi-rotor 3—10 

Miles 

3-15 lbs. 

Commercial 
Applications Varies 15-30 

lbs. 

INCIDENT REPORTING QUICK TIPS* 

 Identify Operator and Witnesses 
(Name & Contact Info) 

 Type of Incident (Commercial, 
Hobby, Public/Governmental) 

 Type of Device (s) and UAS 
Registration Number 

 Event Location and Incident Details 
(Date, Time, and Place) 

 Evidence Collection (Photos, Video, 
Device (s) 

* Always follow state and local laws and regulations.
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