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ATTENTION—SURFACE TRANSPORTATION STAKEHOLDERS 

 
A recent DHS Alert and Department of Justice indictments of cyber actors have highlighted 
efforts by adversaries, both criminals and nation-states, to target the computer networks on 
which our nation’s critical infrastructure relies. This underscores the importance of good 
cybersecurity practices. Surface transportation operators should remain alert for intrusions 
occurring in their industrial control systems and enterprise IT systems.  

Surface transportation systems, like all critical infrastructure, can mitigate some of the risk from 
our adversaries’ malicious cyber activity by implementing a defense-in-depth strategy for cyber 
assets, particularly industrial control systems (ICS). There are a variety of resources available to 
assist you in your cybersecurity efforts, such as the attached fact sheet Improving Industrial 
Control System Cybersecurity with Defense-in-Depth Strategies. It describes the cyber-attack life 
cycle and the fundamentals of ICS security practices.  

TSA has compiled a list of resources and a cybersecurity toolkit to assist you. Additionally, to 
receive regular updates regarding the most frequent, high-impact types of security incidents, 
tactics, and vulnerabilities currently being reported by DHS, subscribe here.  

Surface transportation operators are encouraged to review their procedures for reporting cyber 
incidents. If you believe you have been a victim of a cybersecurity incident, report it to your 
local FBI field office or to the National Cybersecurity and Communications Integration Center 
(NCCIC) at (888) 282-0870 or NCCICCUSTOMERSERVICE@hq.dhs.gov. As part of its 
mission, NCCIC bears a significant responsibility to protect the information it receives and to 
ensure that it safeguards privacy, business confidentiality, civil rights, and civil liberties. 

 
 
 
Sincerely, 
 

 
 
Sonya T. Proctor 
Director, Surface Division 
Security Policy & Industry Engagement  
Transportation Security Administration  
Department of Homeland Security 
 
 

Cyber Incident Reporting: 

 

(888)282-0870 

 

 

https://www.us-cert.gov/ncas/alerts/TA18-074A
https://www.tsa.gov/for-industry/surface-transportation-cybersecurity-toolkit
https://www.us-cert.gov/ncas/current-activity.xml
https://www.fbi.gov/contact-us/field-offices
mailto:NCCICCUSTOMERSERVICE@hq.dhs.gov
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Characterize systems 

• Find weaknesses and 
vulnerabilities 

• Exploit vulnerable 
people, processes 
and components 

• Data exfiltration, denial 
of service, command and 
control operations 

Improving Industrial Control System 
Cybersecurity with Defense-in-Depth Strategies 
Industrial Control Systems play an integral role in 
facilitating operations in each of the Nation’s 16 critical 
infrastructure (CI) sectors, and 
they face increasing risk from 
cybersecurity threats. An 
organization’s strategic 
cybersecurity goal is to 
protect the assets 
it deems critical 
to successful 
operation. 
Defense in 
Depth provides 
a fexible 
and usable 
framework for 
improving control 
system cybersecurity. 
Defense in Depth is based 
on a combination of people, 
technology, operations, and 
adversarial awareness.This fact 
sheet provides an outline of a holistic 
approach that an organization can use to improve its 
overall cybersecurity posture. 

Basis for ICS Security Controls 

• Identifcation and • Using Communications 
Characterization of Risk Monitoring 

• Criticality-Based Asset • Physical Security Controls 
Inventory • ICS Network Architecture 

• Understanding Company Risk • Network Security Architecture 
Appetite 

• Implementation of Tailored 
Security Controls 

As technology evolves, it works its way into the ICS 
environment.This fact sheet highlights considerations 
associated with emerging technology. 

Emerging Topics in ICS Security 

•  Bring Your Own Device (BYOD) •  Security Information and 
•  Virtual Machine  Event Management (SIEM) 

Technologies technologies 
•  Security Monitoring in an  •  ICS Supply Chain Management 

ICS environment •  Managed Services  
•  ICS Intrusion Detection and and Outsourcing 

Prevention Systems •  Leveraging Cloud Services  
in ICS 

Understanding some of the more notable cyber attacks 
on ICS provides better understanding of how to apply 
security control improvements to your organization and 
ICS infrastructure.The cyber attack life-cycle includes 
three basic phases: discovery, attack, and intrusion. 
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Become familiar with different ICS attack methods and 
attack campaigns that use them: 

ICS Attack Methods 

• Exploiting Weak • Brute Force Intrusion 
Authentication • Abuse of Access Authority 

• Network Scanning/Probing • Spear Phishing 
• Removable Media • SQL Injection 

Cyber attackers use attack methods to exploit 
cybersecurity weakness in people, technology, and 
processes. Attack campaigns discussed in the full 
document include Black Energy, Unauthorized Access 
Attacks, Database and SQL Data Injection Attacks, 
Dragonfy/Havex Attacks, and other scenarios. 

The Defense-in-Depth Recommended Practice document 
provides the following recommendations for securing ICS: 

• developing a proactive security model, 

• leveraging sector and industry groups for standards and 
support, and 

• accessing freely available tools and services from the 
DHS NCCIC program. 

The full Defense-in-Depth Recommended Practice 
document is available on the https://ics-cert.us-cert.gov/. 

About NCCIC 
The National Cybersecurity and Communications Integration 

Center (NCCIC) is a 24x7 cyber situational awareness, incident 

response, and management center that is a national nexus of 

cyber and communications integration for the Federal Govern-

ment, intelligence community, and law enforcement. 

http://www.dhs.gov/national-cybersecurity-communica-

tions-integration-center 

https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/
http://www.dhs.gov/national-cybersecurity-communications-integration-center
http://www.dhs.gov/national-cybersecurity-communications-integration-center



