CROSS TIMBERS

Procurement Technical Assistance Center

February 2022 CTPTAC/CMMCsmart Basics Webinar Series

Following is a listing of the Cross Timbers Procurement Technical Assistance Center’s (CTPTAC)
February cybersecurity webinars and their descriptions. Register for these free virtual workshops
using the link on the right. Unless listed, all webinars are one-hour and are in cst.

Date Webinar Registration
Feb 8 Cybersecurity Awareness: How to https://center-
1pm Comply with DFAR 252-204-7012 & | gateway.com/2/gateway/047000/events/641
NIST SP 800-171 Rev. 2 79
Feb 9 CMMCsmart Basics 1: CMMC? https://center-
1pm What happened to the DFARS 252- gateway.com/2/gateway/047000/events/641
204-7012 requirements? 81
Feb 11 | CMMCsmart Basics 2: What's the https://center-
1pm Big Deal about FCI and CUI? gateway.com/2/gateway/047000/events/641
85
Feb 14 | CMMCsmart Basics 3: Overview of https://center-
1pm the CMMC Framework & Model gateway.com/2/gateway/047000/events/641
84
Feb 16 | CMMCsmart Basics 4: https://center-
1pm Understanding Requirements for gateway.com/2/gateway/047000/events/641
CMMC Level 1? 87
Feb 18 | CMMCsmart Basics 5: https://center-
1pm Understanding Requirements for gateway.com/2/gateway/047000/events/641
CMMC Level 2? 88
Feb 21 | CMMCsmart Basics 6: Determining, | https://center-
1pm Handling, and Safeguarding CUI? gateway.com/2/gateway/047000/events/641
89

*At this time, CTPTAC is NOT offering live events. Please check the
website, www.uta.edu/crosstimbers/pages/events-workshops/upcoming-events.php, for a listing of
current workshops/webinars and locations.

Contact Spelile Rivas, spelile.rivas@uta.edu, for questions.

This procurement technical assistance center is funded in part through a cooperative agreement with the

Defense Logistics Agency.




CROSS TIMBERS

2022 CTPTAC Cybersecurity Workshop Descriptions

Cybersecurity Awareness: How to Comply with DEARS 252-204-7012 & NIST SP 800-171
Rev. 2

Instructor: Spelile Rivas

Description: By signing a Department of Defense (DoD) contract, the contractor (prime/sub)
agrees to comply with the terms of the contract and all requirements of the DFARS Clause 252.204-
7012. The deadline for compliance was Dec 31, 2017. The regulations apply to any company doing
business with DoD and its prime contractors. The Cybersecurity Maturity Model Certification
(CMMC) Accreditation Board (CMMC-AB) will have auditors who will determine if the contractor
is in compliance and issue a certification level for future contract awards.

This workshop will help contractors comply with the DFARS 252-204-7012, and NIST SP 800-171
v2. The workshop includes Self-Assessment, POAMS, System Security Plan, Incident Response
Plan and Reporting and Subcontractor Flow Down Requirements. We will also discuss the
impending CMMC requirements and potential audit elements.

This free, virtual workshop is for all contractors and subcontractors doing business with the DoD.

CMMCsmart Basics 1: CMMC? What happened to the DFARS 252-204-7012 Requirements?
Instructor: Regan Edens
Description: This free webinar, presented by Regan Edens of DTC Global, is a follow up to the
Cross Timbers Procurement Technical Assistance Center’s (CTPTAC) Cybersecurity webinar. In
this webinar, you will learn:

e If the current Department of Defense (DoD) DFARS 252.204-7012 requirements apply to

your company

e About the CMMC rollout timeline

e About which CMMC Level- Level 1 or Level 2- applies to your company
Recommended Prerequisite: The CTPTAC cybersecurity webinar.

CMMCsmart Basics 2: What's the Big Deal about FCI and CUI?
Instructor: Regan Edens
Description: This free webinar, presented by Regan Edens of DTC Global, is a follow up to the
CMMCsmart Basics 1: CMMC? What happened to the DFARS 252-204-7012 Requirements?
webinar. In this basic introduction to what FCI and CUI is and why it matters, you will:

e Receive an overview of the fundamentals of FCI and CUI- classified information

e Understand the BIG WHY driving DFARS and CMMC requirements

e Understand the risks and the challenges in DFARS and CMMC certification
Recommended Prerequisite: CMMCsmart Basics 1 webinar.

This procurement technical assistance center is funded in part through a cooperative agreement with the
Defense Logistics Agency.
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CMMCsmart Basics 3: Overview of the CMMC Framework & Model
Instructor: Regan Edens
Description: This free webinar, presented by Regan Edens of DTC Global, is a follow up to the
CMMCsmart Basics 2: What's the Big Deal about FCI and CUI? webinar. In this webinar,
designed to provide additional details to the CMMCsmart Basics 2 webinar, you will learn about:
e The CMMC Framework and Stakeholders
e The impact of "maturity" and institutionalization on an organization's CMMC processes,
capabilities, and practices
o Key aspects of the CMMC Model
Recommended Prerequisite: CMMCsmart Basics 2 webinar.

CMMCsmart Basics 4: Understanding Requirements for CMMC Level 1?
Instructor: Regan Edens
Description: This free webinar, presented by Regan Edens of DTC Global, is a follow up to the
CMMCsmart Basics 3: Overview of the CMMC Framework & Model webinar.
This webinar, which is significantly different from the prior CMMCsmart Basics, will focus on the
types of data your company will be in possession of and the practices that are required to protect it.
Additionally, you will:

e Receive an overview of the fundamentals about FCI and CUI.

e Understand the BIG WHY driving DFARS and CMMC requirements.

e Understand the risks and the challenges in DFARS and CMMC certification.
Recommended Prerequisite: CMMCsmart Basics 3 webinar.

CMMCsmart Basics 5: Understanding Requirements for CMMC Level 2?
Instructor: Regan Edens
Description: This free webinar, presented by Regan Edens of DTC Global, is a follow up to the
CMMCsmart Basics 4: Understanding Requirements for CMMC Level 1? webinar.
This webinar will build on the foundation your company has received from the prior webinars and
will provide additional details that will help your company:

e Receive an overview of the fundamentals about FCI and CUI

e Understand the BIG WHY driving DFARS and CMMC requirements

o Understand the risks and the challenges in DFARS and CMMC certification
Recommended Prerequisite: CMMCsmart Basics 4 webinar.

CMMCsmart Basics 6: Determining, Handling, and Safeguarding CUI?
Instructor: Regan Edens
Description: This free webinar, presented by Regan Edens of DTC Global, is a follow up to the
CMMCsmart Basics 5: Understanding Requirements for CMMC Level 2? webinar.
In this webinar, you will:
e Receive an overview of the fundamentals in determining CUI
e Understand the fundamentals of safeguarding and handling CUI
e Learn the "reasonable expectation rule" for CUI
Recommended Prerequisite: CMMCsmart Basics 5 webinar.

This procurement technical assistance center is funded in part through a cooperative agreement with the
Defense Logistics Agency.



