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What is the Cybersecurity Maturity Model Certification 
(CMMC)? 
 
Cybersecurity Maturity Model Certification (CMMC) is the newest acronym to hit the 
Department of Defense (DoD), and it will have a big impact on SBIR/STTR companies.  
 
 What is CMMC?  According to Ellen Lord, the undersecretary of defense for 
acquisition and sustainment, "The cybersecurity maturity model certification, or CMMC 
program, establishes security as the foundation to acquisition and combines the various 
cybersecurity standards into one unified standard to secure the DOD supply chain,” 
(defense.gov, 2021).  A CMMC assessment is the methodology to certify that a 
contractor is compliant with the CMMC standard. There are five levels of certification 
under CMMC with Level 1 being the most basic level of cybersecurity and Level 5 being 
the most sophisticated. Unlike the previous NIST 800-171 self-certification, CMMC 
assessments are conducted by CMMC Third-Party Assessment Organizations 
(C3PAOs) and Certified Assessors. 
 
What is CUI?  In 2020 the DoD replaced DoDM 5200.01 Volume 4 with DoDI 5200.48 
Controlled Unclassified Information (CUI) was created and the classifications For 
Official Use Only (FOUO) and Sensitive But Unclassified (SBU) were removed.  
Unclassified information requiring safeguarding and dissemination controls, consistent 
with applicable law, regulation, or government-wide policy.  
 
What does that mean to an SBIR/STTR company?  It means that in the very near 
future, CMMC will be a requirement prior to an award of a contract, including 
SBIR/STTR contracts, to do business with the DOD. If a company does not possess, 
store, or transmit CUI but possesses Federal Contract Information (FCI), it is required to 
meet FAR (Federal Acquisition Regulation) clause 52.204-21 and must be certified at a 
minimum of CMMC Level 1.  According to Lord “DOD expects some challenges for 
small businesses to meet the program's requirements. DOD is aware of industry's 
concerns, and efforts are being made to alleviate some of those concerns” 
(Defense.gov, 2021).   
 
We at BBC have reached out to Department of Defense SBIR/STTR Program Offices to 
prepare for these changes. In the 21.1 SOCOM SBIR solicitations the use of TABA 
(Technical and Business Assistance) for CMMC compliance was allowed. DOD 
SBIR/STTR Program Offices are still in the process of determining their approach to 
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CMMC.  BBCetc will continue to reach out for updates to help ensure our clients have 
access to any relevant resources.  
 
When will an SBIR/STTR company need to become compliant? The DoD has 
already started implementing CMMC requirements for contract awards and expects by 
FY26 to have the model fully integrated into the contracting and acquisition process.  If 
an SBIR/STTR topic has access to CUI, then a level 3 CMMC certification will be 
necessary eventually.  The CMMC rollout is still in its early stages and changes to 
requirements and timelines are expected to change. The instructions regarding the 
CMMC level should be stated in the solicitation and proposal instructions.   
 
Where can a small business start? The site projectspectrum.io/ is sponsored by the 
Office of Small Business and offers self-assessment tools for small business.  Project 
Spectrum also has tools and forums for Small Business to guide them through the 
CMMC process. While a small business cannot self-certify, they can complete the 
assessment based on the contract required model level to determine which processes 
need action at projectspectrum.io/#!/assessment.  Only a third party C3PAO approved 
by the CMMC AB can provide certification.   
 
Additional resources 
acq.osd.mil/cmmc/faq.html 
 
sprs.csd.disa.mil/  
 
securityawareness.usalearning.gov/cui/content/story.html 
 
cdse.edu/documents/glossary/IF141-glossary.pdf 
 
defense.gov/Explore/News/Article/Article/2036713/cybersecurity-requirements-likely-for-
defense-contracts-by-june-2020/#pop3864158 
 
projectspectrum.io/ 
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