
InfoSec – July 2019 
 

Why is this important? Identity theft is a real threat which has troubling and possibly long lasting 

ramifications. Regaining one’s identify is neither easy or straight-forward. Such an issue will assuredly 

require – time, effort and resources. Businesses can also be impacted. A cyber criminal can use phishing 

to gain access to corporate resources, steal database information or place ransomware on a system or 

systems. 

For DoD contractors, under DFARS 252.204-7012, the discovery of Malware or any cyber incident must 

be reported. Additionally, companies that experience a cyber incident must also conduct a forensic 

investigation as well as comply with other requirements. 

Don’t talk to strangers! Don’t accept rides from strangers are just two of many parental reminders 

uttered on a routine basis. These reminders are as applicable today to our cyber worlds as they were 

many years or decades ago when we were going to the playground or just riding our bicycle around the 

neighborhood.  

Then we grow up, go out in the world, jump on the Internet and forget this sage advice. Soon we are 

bombarded with emails from a Nigerian Prince who needs help in accessing his inheritance or a great 

vacation offer that expires shortly so – click here; click Now!, or you receive an email from “your bank” 

stating that there has been an issue with your account and you need to log-in to correct it. The web 

page looks like the right one and once you enter your user id and password; you submit the form and 

receive a confirmation that the issue was successfully resolved and a thank you note for your continued 

use of their services. These are just a few of the phishing schemes that one may see on any given day in 

their inbox. 

Stranger – Danger is real; it may not apply to every online interaction but it is something that really 

should be considered when communicating or conducting business online as it is for everyday 

encounters in the real world. Unfortunately, all it takes is one errant or thoughtless click and what 

follows can be big trouble. 

Phishing is a general term that is used to describe online behavior and activities by a stranger to lure a 

user to click a link or enter sensitive data in response to an unsolicited request. Phishing is real, it’s a real 

threat to both individuals and to businesses Phishing is a generic term used to describe any unsolicited 

email that attempts to motivate a user to do something such as – to entre information, click on a link or 

pay a ransom in bitcoin. There are many variations of phishing involving email. Categories described in 

Phishing: Detection, Analysis and Prevention, Amrita Mitra are - 

 Bulk phishing blasts out the same email to a list of recipients. 

 Spear phishing sends out emails targeted to specific recipients. 

 Whale phishing is like spear phishing but the sender has amassed a great deal of information 

about the recipient and thus the email is highly tailored and very personal 



Unfortunately, phishing can be viewed as a zero-sum game; one wins and the other loses. In this case, It 

is successful for the bad actors, the perpetrators and can be costly at either the individual and/or 

organizational levels. 

Verizon’s 2019 Data Breach report stated that 32% of breaches were attributable to phishing – Summary 

of findings, Page 5 

Additionally, Phishing was present in 78% of Cyber-Espionage incidents and the installation and use of 

backdoors and/or C2 malware was found in over 87% of incidents. Page 25 

Phishing is one of the attacks that is predominately targeted at the individual users. According to 

Technical Trends in Phishing Attacks, US-Cert, there is a “Social component – Criminals often use social 

engineering along with vulnerabilities in applications such as web browsers or email clients to trick users 

into installing malicious code on their computer.” 

Unfortunately, the criminals also have a variety of tools that they can use – a Tackle Box. “These tools 

serve a variety of functions, including email delivery, phishing site hosting, and specialized malware. US-

Cert 

 Bots/Botnets  

 Phishing Kits  

 Technical Deceit  

 Session Hijacking  

 Abuse of Domain Name Service (DNS)  

 Specialized Malware” 

Given the prevalence of phishing attacks and their success rate, those who go online need to become 

more familiar with these types of attacks and how they present to the recipient. Keeping anti-virus 

software up to date is certainly important but some of the phishing emails sent will arrive in your in-box 

with a incredibly convincing message that makes you want to click here. Education, awareness, training 

and vigilance are some of the main defenses that are needed. Offers to go to be true should be ignored, 

awareness that companies will not send emails asking for the user to enter their password and prior to 

clicking on a link, one should move the mouse over it so that the URL that will be used by the browser 

can be seen. 

Other common suggestions are to make sure that you install updates as they are available, use two-

factor authentication and not only just manage your passwords but create strong passwords.  


