
Cyber Attacks, Phishing Scams, Wire Fraud: How can Realtors protect themselves? 
By Sam J. Saad III and Jeff Jones 
 
It happens every day. We all know a victim. As Realtors, fraud is all around us. Online and in 
our email. How do we stop this multi-billion-dollar criminal enterprise from affecting us? There 
is only one solution – VIGILANCE.  
 
As Realtors we must be vigilant at all times to protect ourselves and our customers. Why is this 
your responsibility as a Realtor®?  
 
On June 25, 2018, the United States District Court for Kansas issued a court opinion in the case 
of Jerry Bain v. Platinum Realty, LLC. In Bain, the buyer lost $196,622.67 when he wired 
money to a fraudster who absconded with the funds.  The buyer received the fraudulent wire 
instructions from his Realtor®.  The district court found the Realtor® who forwarded fraudulent 
wire instructions 85% liable for the loss and ordered the Realtor® to pay $167,129.27. 
 
Therefore, as a Realtor®, you need to care about the issue of wire fraud because you could be the 
next on paying back your buyer. So how does the scam work?  
 
Hackers target real estate transactions by intercepting emails and sending emails that appear to 
be from real estate agents, brokers, attorneys, title companies, lenders and others involved in the 
transaction to the sender of the wire.  These criminals intercept wire transfer instructions obtain 
account information, and, by altering some of the data, use email to convince buyers, title agents 
and others to redirect the money to the Hacker’s fraudulent account. These emails are 
sophisticated and look like legitimate emails from parties involved in the transaction.  It is sad to 
say, but typically, it is the Realtor’s email that gets hacked because the Realtor® is using a 
Yahoo or AOL or even a Gmail account and does not have a sophisticated password or two-
factor authentication turned on. 
 
How can you avoid these issues as the Realtor®?  
 

1. NEVER TOUCH Wire Instructions. Do not ask for them. Do not forward them. 
2. Advise your customer that you will never send them requests for wire instructions, and 

that any request from you for wire instructions should be viewed with suspicion. 
3. Do not use generic email hosts.  Use your broker’s email or set up your own domain.   
4. However, if you do use a generic email provider, use a complicated password for you 

account, change it often and turn on the “Two Factor Authentication” feature. 
5. Do not forward emails regarding a transaction from your Brokerage secure email to your 

personal email.  The forwarding of emails is a key target point for Hackers. 
6. Carefully scrutinize emails from all participants in your transaction to make sure they are 

valid.  This is especially important for any email communications that involve changes or 
actions requested of you as the agent or of your Customer.   

7. Be aware of email signatures and of the Senders email address.  Often a barely noticeable 
modification is made to the signature or email address which is generated by the Hacker 
to insert themselves into the transaction.  



8. If the content of the email seems at all unusual and requests any action be taken, there is a 
good possibility this message involves the Hacker. Requests such as an increase in 
deposits, repair credits, or date changes are suggested to be verified independent of an 
email reply via phone or text message. 

 
According to the FBI Business Email Compromise specialists, many wire fraud cases involve 
a temporary local account or “mule” account with account numbers very similar to the 
original wiring instructions.  The monies are often held in these accounts until being 
transferred to overseas accounts in a few days to avoid detection. This is another reason why 
Agents should “not ever consider” being involved in any way with wiring instructions. 
 
If you suspect that your transaction has been involved in a wire fraud case, notify the FBI 
immediately.  A step by step list of actions to take if you are involved in a wire fraud event is 
attached to this article. You are encouraged to save this information in an easily accessible 
place.  After following the steps shown to gather the necessary information, the contact 
information for the FBI Business Email Compromise crime section in Tampa is  
813-253-1000. 
 
If you have not experienced or been associated in some way with a wire fraud case, consider 
yourself very fortunate.  The area served by the FBI Tampa region Business Email 
Compromise unit is the #2 area of the entire country for losses incurred in wire fraud /BEC 
situations.  
 
You are encouraged to remain vigilant in monitoring all events that take place during your 
Customer’s Sale or Purchase transaction.  If you spot or suspect of any suspicious 
communications “SEE SOMEHING SAY SOMETHING” immediately to your Broker and 
to your Customer. 
 
Best of Luck to All of you who remain diligent and who practice safe communications 
practices for each of your transactions !! 
 
Sam Saad and Jeff Jones 
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