
Red Five Safe Traveler  
 

Pre-Departure Physical and Digital Security Checklist 

 
 

Pre-Departure Task  Task Completed 

Check your passport expiration date  

Obtain the necessary visas (if any) 
 
 

Obtain the necessary vaccinations (if any) 
 
 

Sign up for U.S. Department of State Safe Traveler Enrollment Program 
(STEP) 

 

Photocopy passports in case they are lost or stolen  

Pack a sufficient supply of personal prescriptions  

Leave itinerary with friends/family  

Purchase burner phones if traveling to a high-risk country  

Check your cellular voice and data plan to ensure coverage  

Load all mobile phones with: 
- Hotel address and phone number 
- Embassy address and phone number 
- Home base POC phone number 

 

Advise bank and credit card companies of travel dates  

Confirm privacy settings on all online accounts  

Set up strong passwords/passcodes  

Enable two factor authentications for email and banking accounts  

Avoid publicly posting or sharing information online about your upcoming 
trip 

 

 
Ensuring bad things don’t happen to good people. 
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