Entra Download Instructions

Instructions for downloading Microsoft Authenticator (iPhone, Android, CoR account)

1. Download Microsoft Authenticator to your mobile phone using the link:

https://www.microsoft.com/en-us/security/mobile-authenticator-app

or scan QR code: for Android (Play Store) or iOS (App Store)

If you have a city issued iPhone, you can download Microsoft Authenticator from the
Application Catalog or Comp Portal on the device.

*Note: If you already have Authenticator installed, skip this step.
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2dd your CoR Microsoft 365 account to the Authenticator App by first going to :
https://mysignins.microsoft.com/security-info and select on “Add sign-in method”

(&) (2] htips://mysignins.microsoft.com/security-info

My Sign-Ins -~

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.
Sign-in method when most advisable is unavailable: Phone - call +1 B043716315 Change

-+ Add sign-in method

% Phone +18049716315 Change Delete
@, office phone +1 8046466649 Change Delete
Last updated,
[  Ppassword sl Change
a month ago

Lost device? Sign out everywhere

3. Select Microsoft Authenticator and then Next:

Add a sign-in method X

Microsoft Authenticator
Approve sign-in requests or use one-time codes

®

Microsoft Authenticator X
IEI Hardware token
Sign in with a code from a hardware token

Start by getting the app

Alternate phone On your phone, install the Microsoft Authenticator
% Get a call to sign in with a code app. Download now

After you install the Microsoft Authenticator app on

your device, choose "Next",
% Office phone

Get a call to sign in with a code

| want to use a different authenticator app

MNeed more info? Learn more about each methed. m

4. Select Next again:

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an
account, and select "Work or school”.
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B.pen Microsoft Authenticator and scan the QR code with the QR code scanner inside the
Authenticator app.

Microsoft Authenticator x

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This

will connect the Micresoft Authenticator app with your account. g I 2] ]
After you scan the QR code, choose "Next”™. [?J

Secure Your Digital Life

& Signin with Microsoft

(4] Add work or school account

BE Scana QR code

Restore from backup

*Note: Your menu may look different based on the version of your device/phone.

You will then be prompted to sign in. Sign in with your City of Richmond Microsoft 365 account
credentials.

B® Microsoft

.com
B® Microsoft

Sign in Enter password

Email, phone, or Skype

Forgotten my password

Next Sign in with another account

@\ Sign-in options

After successfully signing in, your Microsoft 365 account has now been successfully added
to Microsoft Authenticator.

See next page for instructions for adding Microsoft Authenticator (Voice Call method)



1. Goto: My Sign-Ins | Security Info | Microsoft.com, select Add sign-in method

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in mathod whan mest advisabla is unavaliable: Phans - call +1 8043716315 Char

-+ Add sign-in method

Qg Phone +1 8oasTiems e Detete
R, Office phone +1 8046466649 change Delete
=l Pessword i

Lost device? Sign out everywhere

2. Choose Phone as your sign-in method

Add a sign-in method X

@ Microsoft Authenticator
Approve sign-in requests or use one-time codes

[izz] Harchware token

Sign in with a code from a hardware token

Q) Phone
Get a call or text to sign in with a code

Q: Alternate phone

Get a call to sign in with a code

Qj Office phone
Get 2 call to sign in with  code

Need more info? Learn more about each method.

3. Add phone number, then select call me under choose how to verify

Phone s

You can prove who you are by answering a call on your phone or
receiving a code on your phone.

What phone number would you like to use?

Country code Phone number

‘ United States (+1) ~ 8046466649 !

Choose how to verify

O Receive a cod,

@ Call me

Message and dat3 rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.
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4. Youwillthen choose the number to receive a voice call to confirm your identity. You will receive
a call from Microsoft and will need to follow the instructions.

B® Microsoft
shawn.robinson@rva.gov

Verify your identity

[ text «x 000000015
QY call +x 30000015

QY cail +x 300000049

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

5. After verifying your identity, this prompt will appear, select done.

Phone

° Call answered. Your phone was registered successfully.

X

Your phone is now successfully added to your sign-in methods.

-+ Add sign-in method

Q: Phone

E| Password

Microsoft Authenticator
Push multi-factor authentication (MFA)

+1 8046466649 Change
Last updated:

ast update R
a month ago

3M-5721U

Delete

Delete



