E33E3L3

Internet Safety

Guide for
Caregivers

Developed by the CT Human Anti -trafficking Response Team




)

Cell Phones & the Internet

Resources for Caregivers

The internet can be exciting but also a bit scary for children. Often, they
know more about it than adults do. It's important to teach them how to

be safe online before they start using the internet. The National Center
for Missing and Exploited Children (NCMEC) has great resources,
including a Safety Pledge Toolkit, to help keep children safe online.

@ Caregiver Guide to Smart Phone Safety: and
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https://ncmec-resources.s3-us-west-1.amazonaws.com/ncmec-safety-pledge-toolkit.pdf
https://www.missingkids.org/netsmartz/resources
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/Parents'%20Guide%20to%20Smartphone%20Safety.pdf
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/Parents'%20Guide%20to%20Smartphone%20Safety%20ES.pdf
https://www.dhs.gov/sites/default/files/2024-04/24_0408_k2p_internet-safety-checklist.pdf

Internet Safety Controls

Besides knowing what children do online, adults can use parental controls on computers
(like Windows), internet browsers (like Safari), and search sites (like Google). These controls
help limit what kids can see and do on the internet.
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https://support.microsoft.com/en-us/windows/help-protect-your-family-online-with-windows-security-5e8b9fd8-8372-dba0-eba2-46da8e407026
https://support.google.com/websearch/answer/510?hl=en
http://www.wikihow.com/Restrict-Web-Browsing-Using-Internet-Explorer
https://support.google.com/chrome/search?q=How+to+protect+children+online&sjid=5086208167519909444-NA
https://www.bark.us/tech-guide/browsers-safari/
https://support.microsoft.com/en-us/microsoft-edge/learn-more-about-kids-mode-in-microsoft-edge-4bf0273c-1cbd-47a9-a8f3-895bc1f95bdd
https://www.bark.us/tech-guide/browsers-firefox/#:%7E:text=It%20does%20not%20have%20any,extensions%2C%20to%20implement%20parental%20controls
https://www.internetmatters.org/wp-content/uploads/parent-controls-docs/parental-control-apple-iphone-and-ipad-parental-control-guide.pdf
https://www.internetmatters.org/wp-content/uploads/parent-controls-docs/parental-control-android-smartphone.pdf
https://www.internetmatters.org/wp-content/uploads/parent-controls-docs/parental-control-google-family-link.pdf

Internet Monitoring Resources

Filtering and monitoring software is another way for adults to restrict (filter) and monitor
the information children can access on the internet. Below are software options that have
received some of the best ratings from and
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https://www.pcmag.com/picks/the-best-parental-control-software
https://buyersguide.org/parental-control-apps/t/best?m=e&d=c&c=658921058822&p=&oid=kwd-330098617408&lp=9003323&li=&nw=g&nts=1&gclid=CjwKCAjw9pGjBhB-EiwAa5jl3G8oJIqI-ceve1KDqDQtbXZCJsNpY5OI7CCLzVA3rQ8jY0YWYHgiaxoC9uIQAvD_BwE&tdid=10934686&gad=1
https://www.bark.us/learn/ap-parental-control/?irclickid=ynSXLX2vkxyKWeWzAYVCPxuaUkHSwVQYsVb9V40&irgwc=1&ref=&rt=
https://www.netnanny.com/
https://www.webwatcher.com/?gad_source=1&gclid=Cj0KCQjwsaqzBhDdARIsAK2gqnfi11MQWqiw-ut8bnEqJ3pGkC5Hrq4fZ3nUJgFwOkQG3VQ8KAaL_ewaAqcAEALw_wcB
https://us.norton.com/products/norton-family?SID=037oJceNdw1X6F1jzeYq3Wb&cjid=5226272&clickid=a92e123f299011ef8290009a0a82b821&af_sub4=aff&af_sub5=CJ&c=CJ&cjevent=a92e123f299011ef8290009a0a82b821
https://www.qustodio.com/en/30-free-trial-exclusive-offer/?source=aw&utm_source=awin&utm_medium=221667&utm_campaign=Ziff+Davis,+Inc.&utm_term=Editorial+Content&awc=7874_1718288709_ee3c69d858032a46cc86adb1137a971d&utm_content=text
https://www.mobicip.com/?tap_a=&tap_s=30551-00a9bd&tm_subid1=05N0hXwwgQfLNfv6VabCwhx
https://useboomerang.com/
https://familytime.io/
https://locategy.com/
https://buy.aura.com/parental-controls-4-rdj?irclickid=2zuUka2vkxyKWeWzAYVCPxuaUkHSwVz4sVb9V40&iradname=Gtwy-PC:%20PC%20Family%20Bundle%20Dedicated%20-%20No%20Price%20-%20Desktop&iradid=1597515&irgwc=1&c1=59486&camp=12398&utm_source=wickfire&utm_medium=ir_affiliate&mktp=IR_Affiliates&sharedid=&utm_gateway=parental-controls
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Social Media

Resources for Caregivers

There are resource guides to assist parents in protecting their children
available through
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https://connectsafely.org/allguides/
https://connectsafely.org/parents-guide-to-tiktok/
https://connectsafely.org/video-5-minutes-with-tiktok/
https://connectsafely.org/wp-content/uploads/2021/03/Parents-Guide-to-Snapchat-.pdf
https://connectsafely.org/zepeto/
https://connectsafely.org/zepeto/
https://connectsafely.org/wp-content/uploads/2021/10/Quick-Guide-to-Instagram-2021.pdf
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Gaming

Resources for Caregivers

There are resource guides to assist parents in protecting their children
available through

Gaming Safety Tips: and
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https://connectsafely.org/gaming-topic/
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/gaming-safely.pdf
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/gaming-safely-es.pdf
https://www.commonsensemedia.org/articles/parents-ultimate-guide-to-fortnite
https://connectsafely.org/roblox/
https://connectsafely.org/questpro/
https://connectsafely.org/discord/
https://connectsafely.org/twitch/
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A good place to hide something is often in plain sight. This is precisely what certain hiding apps
do. These apps create a password -protected vault where users can store anything from photos
and videos to text messages and even other apps. They then conceal their true purpose by
disguising themselves as ordinary utilities like a calculator, flashlight, or camera, or by being
otherwise inconspicuous. These apps are particularly popular among individuals who wish to
keep certain content private, including teenagers. Here are a few examples:

. AppLock “ Vaulty

: Calculator Vault * : HideU: Calculator Lock

Content Hiding Apps

S 4

2% Apex Launcher 0‘ App Hider
3
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% Private Browser Parallel Space
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Online Enticement and Sextortion \'/

Online Enticement and Sextortion are happening at alarming rates across the country. It is critical we
educate our children as early as possible to equip them with information, so they do not fall victim to the
many bad actors trolling the internet. Below are some excellent resources that can be a great discussion
starting with your child(ren). When you think it is too late and your child’s images have been sent, know
there is additional support through the National Center for Missing and Exploited Children (NCMEC).

Talking To Teens about Sexting: and
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https://takeitdown.ncmec.org/
https://www.missingkids.org/netsmartz/topics/onlineenticement
https://www.missingkids.org/netsmartz/topics/sexting
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/Talking%20to%20Teens%20About%20Sexting.pdf
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/Talking%20to%20Teens%20About%20Sexting%20ES.pdf
https://www.stopsextortion.com/
https://www.youtube.com/watch?v=a440H146l14

Online Enticement and Sextortion

Resources Cont'd

Sexting Tips for Parents and Youth: and

You Sent a Sext, Now What: and

Sextortion parent guide from NCMEC: and


https://icactaskforce.org/resource/RS00135444
https://connectsafely.org/sextortion/
https://icactaskforce.org/assets/ICAC%20Safer%20Internet%20Day%202021%20Sexting%20Tip%20for%20Parents-Youth.pdf
https://icactaskforce.org/assets/ICAC%20Safer%20Internet%20Day%202021%20Sexting%20Tips%20for%20Parents-Youth%20SPA.pdf
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/You_Sent_A_Sext_Now_What.pdf
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/You_Sent_A_Sext_Now_What%20ES.pdf
https://childrescuecoalition.org/educations/the-dark-side-of-ai-risks-to-children/
https://www.missingkids.org/netsmartz/topics/sextortion?utm_source=pardot&utm_medium=email&utm_campaign=sextortion-videos#resources
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/sextortion-what-parents-should-know.pdf
https://www.missingkids.org/content/dam/netsmartz/downloadable/tipsheets/sextortion-what-parents-should-know-es.pdf?utm_source=pardot&utm_medium=email&utm_campaign=sextortion-videos
https://teenpregnancy.acf.hhs.gov/sites/default/files/resource-files/talking-with-teens-about-sex.pdf?utm_medium=email&utm_source=govdelivery
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Youth Resources

Children and youth have reported they wish they
knew what exploitation and trafficking meant before
it happened to them.



https://www.dhs.gov/bluecampaign/protect-yourself
https://www.dhs.gov/sites/default/files/publications/blue_campaign_youth_poster_series_508.pdf
https://www.dhs.gov/medialibrary/collections/36284
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Know the Law

Caregivers are encouraged to report suspected internet
violations to their foster care worker for help in reporting
suspected violations to the:

Online Enticement of Children for Sexual Acts

It is a crime to use the Internet to knowingly persuade, induce, entice, or coerce a
younger than the age of 18 to meet for sexual acts or to attempt to arrange such
meeting (18 U.S.C. §2422(b)).

Unsolicited Obscene Material Sent to a Child

It is a crime to send obscene material to a child younger than the age of 16 if the
sender knows the recipient is younger than the age of 16 (18 U.S.C. §1470).

Misleading Domain Name

It is a crime to knowingly use a misleading domain name on the Internet with the
intent to deceive a minor into viewing material that is harmful to minors (18 U.S.C.
§2252B(b)).

Misleading Words or Digital Images on the Internet

It is a crime to knowingly embed words or digital images into the source code ofa
website with the intent to deceive a minor into viewing material that is harmful to
minors (18 U.S.C. §22520C).
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https://report.cybertip.org/
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Apps and Sites of Concern

There are resource guides to assist parents in protecting their children available
through
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https://connectsafely.org/allguides/

Safety Planning

Internet & Cell Phone Safety Tips

= Educate yourselfand other adults in a child’s life
. Educate your children
- Signed agreement with child on boundaries including routine unplanned checks ofa

child’s computer, phone, etc.
. Password protect WI-FI
. Install Parental Filters

- Know how to view browsing history

. Know common acronyms for texting

- Consider non-smartphones to limit online activity

= Consider no phone usage in private spaces or set a curfew
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