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Conversion to paper ballots for November 2018


1. Why the urgency when Georgia’s touchscreen system has been in place for over 15 years?

The risk of system manipulation has grown exponentially as malicious intruders have become more sophisticated. Recently the public’s understanding of the design failures has increased, and voters are demanding action from their officials.  DHS recently declared paperless systems (such as Georgia’s) to be a “national security concern.” Congress has restated its intent that federal law requires that all voting machines have a voter-verified paper trail. 

2. Doesn’t the state law require touchscreen voting machines? 

No, this concern is a long-held misunderstanding. The law originally required that the state furnish the initial inventory of DREs to counties 15 years ago, but leaves each Board of County Commissioners with the authority to choose DREs or optical scanners for its elections.  (§21-2-366)

The State Board of Elections improperly promulgated a rule (183-1-12-.01) to require DREs for in-person voting, but this rule does not trump the statutory authority of each Board of Commissioners to adopt optical scans. (Rules cannot trump statutes.)

3. Don’t we need to buy more scanners? 

Most counties do not need additional scanners. There is underutilized paper ballot scanner capacity in the state, with approximately 1,000 scanners in inventory. Those scanners count 30 ballots per hour. If there are concerns, election day afternoon scanning can be employed. 

If a county wants to acquire more scanners, used Diebold Accu-vote scanners cost less than the rolls of paper that go in them for results printing. 

4. Will the quick change confuse the voters and pollworkers? 

Voters know how to mark a paper ballot with a pen without training. It’s far easier than voting on a DRE. Pollworkers’ jobs become easier when they do not have to work with the cumbersome and aging DRE machines. Pollworkers already securely manage paper ballots in the polling place for provisional ballots and emergency stock ballots. The scanners have also been in use for years, so there is no learning curve.

The State of Virginia ordered 22 counties to convert from Georgia-type paperless systems less than two months before their statewide elections last year, with no problems reported. 

5. What about the cost of paper ballots? 

Paper ballots are printed for each precinct and ballot style in all elections. The print order size merely needs to be increased. The set-up cost is already borne by the mail-in ballot order. 

DRE storage, transportation, security, set up, programming, testing, tape printing, and close down are labor intensive, and the cost will generally far exceed the cost of paper ballots. 

Ballot on Demand printers can also be used to help control printing cost and ballot stock inventory management. BOD printers are now commonly used in many states and are not expensive. 

However, given what is at stake and the high risk of attack, the cost of a secure versus an unsecured election should not be a major factor in board decision making. 

6. If Georgia’s machines are not connected to the internet, why should there be a high risk of manipulation? 

The dangerous and misleading myth  that voting machines are not connected to the internet is perpetuated by officials to conceal the dangers of the current system. All of the components are routinely exposed to the risks cyber-attacks as they are programmed on servers that have been connected to the internet. In the case of the SOS/KSU server, it was wide open to malicious users, and no mitigation efforts have been made to de-contaminate the exposed components such as the counties’ DREs and memory cards. In addition to internet risk is the risk of insiders’ access by hundreds of workers statewide who handle components that all have indirect exposure to virtually all other voting machines in the state. 

7. There’s never been proof of wrong election results with the current system, so why make the change when it seems to be working fine? 

There can be no proof that the system is working fine. The paperless system is simply unverifiable and unauditable. Because the very design of the DRE system is flawed and cannot be secured, successful hacking efforts will rarely be detectable. If a county has experienced unauthorized manipulation of the election system, it is unlikely that such fraud would have been detected. The problem is worsened in Georgia where the entire system was exposed to anonymous malicious users for over 6 months, and no effective mitigation steps have been attempted. The fact that no one detected manipulation of the results should be of no comfort at all.

Read the alarming descriptions of Georgia’s central election server security failures by the staff in charge of maintaining it. Note that they describe “critical vulnerabilities” that leave the system open to “malicious users” as they discuss the “compromise” of the system that disclosed “full credentials” for access to private voter data. Nothing has been done to mitigate the potential damage from malware and other unauthorized access, and potential evidence of unauthorized system entry has been intentionally destroyed. 

8. Isn’t Georgia’s system tested before every election? 

Superficial tests are performed prior to election day, but tests are far from robust enough to detect hacks from even modestly skilled intruders. The machines are tested in “test mode,” not “election mode,” and they can be easily programmed to produce accurate test results yet fabricate the desired, but false results in election mode, similar to Volkswagen’s emission testing. Numerous critical components are not tested, and the tests done can be easily defeated. 

9. Our Election Supervisor says that critics are unaware of the security controls on Georgia’s system. 

Georgia’s paperless touchscreen system cannot be secured. The system is insecure and flawed in its design. While Georgia county election officials may be reporting comforting statements from the Secretary of State’s office, your board would have a difficult time finding any voting systems expert or cybersecurity expert who would state that Georgia’s touchscreen system can be secured or trusted to produce reliable results. 

This serious but compelling Board of County Commissioners decision must be made with the primary goal of protecting the security of the voters’ ballots. Some inconvenience of election officials must be accepted to protect the voters.

10. Why do you say that Georgia’s system violates federal law? 

The Help America Vote Act (HAVA) passed by Congress in 2002 requires that after 2005 all voting systems have a paper trail. The federal Election Assistance Commission issued letters in 2005 reaffirming the requirement for a voter-verified paper trail, which Congress reaffirmed again in March of this year. Georgia is simply ignoring federal law and assuming that the EAC will remain too weak to enforce their requirements. Georgia simply should not be using machines prohibited by federal law.

Summary

Georgia’s Boards of County Commissioners have the responsibility to promptly take action to protect their constituents when the state officials fail to act. Thousands of pages of research, press reports, experts’ opinions, and Congressional testimony are available to support the decision to adopt paper ballots counted by optical scanners. Little rationale exists to support the status quo. 

We are happy to take your questions or put you in touch with nationally recognized experts who can provide more information. You may reach us at Marilyn@USCGG.org or 704 292 9802. 
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