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multiple trusted third parties. If you have information or suggestions for future products, please e-mail wsic@doj.state.wi.us 
 
TLP:GREEN Recipients may share TLP:GREEN information with peers and partner organizations within their sector 
or community, but not via publicly accessible channels. For further information on the traffic light protocol, please see 
https://www.us-cert.gov/tlpi 
 
 

Ryuk Ransomware Infections in Wisconsin’s Education Sector 
 
Over the past week, the WSIC has received two reports of Ryuk ransomware impacting the education 
sector in Wisconsin. Ryuk is typically used to target large enterprise environments and has been one 
of the most prevalent ransomware variants impacting state, local, tribal, and territorial (SLTT) entitiesii,iii. 
Ryuk has been active since 2018 and is typically distributed after a victim is compromised by other 
pieces of malicious software (malware), most notably Trickbot and BazarLoaderiv. 
 
While the attack vector for the two Ryuk incidents reported to the WSIC is currently unknown, the 
infection process typically begins when a user receives an email with a malicious attachment or link. 
Trickbot is usually distributed as an attached Microsoft Word or Excel file. Once opened, the file will 
prompt the user to enable macros in order to be content. Instead, enabling macros downloads the 
malwarev. Alternatively, recent BazarLoader infections have involved the use of legitimate email 
marketing software to send messages containing a Google Docs link that purports to be a legitimate 
file. Once clicked, the landing page indicates the user needs to download a file to view a document. 
Instead of downloading a document, this step downloads an executable file containing BazarLoader, 
beginning the infection processvi.  

 
 
Once downloaded, Trickbot and BazarLoader deliver the payload to the initial machine, which typically 
involves the establishment of a backdoor, providing a foothold into the victim network. Before deploying 

Source: blumira.com Figure 1: Common Ryuk infection process 
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Ryuk, the malicious actors conduct reconnaissance on the victim’s network, attempting to identify 
targets to move laterally throughout the networkvii.  
 
Commercial tools and native Windows programs are used to locate network shares, domain controllers, 
and Microsoft Active Directory. Cobalt Strike, a legitimate penetration testing kit, is commonly used 
before the deployment of ransomware. Because of its broad functionality, it allows the actors to perform 
a variety of functions while maintaining command and control. Additionally, PowerShell and Remote 
Desktop Protocol (RDP) are native Windows software commonly used to gain access to servers and 
further compromise the victim networkviii. Utilizing common tools minimizes the risk of detection and 
provides the greatest opportunity for Ryuk to be deployed on the entire network, resulting in the demand 
for large ransom paymentsix. 
 
After infection, a ransom note is dropped in folders containing encrypted files. Unlike other ransomware 
variants, the Ryuk operators do not specify the ransom amount until they are contacted by the victimx. 
In one of the incidents reported to WSIC, the ransom note was named “RyukReadMe.html” and 
contained instructions for contacting the malicious actors. 
 

 
 

Additional information on Ryuk, including the connection with Trickbot and BazarLoader and general 
best practices, can be found on the CISA Alert page: https://us-cert.cisa.gov/ncas/alerts/aa20-302a.  
 
The CISA and MS-ISAC “Ransomware Guide” also provides information on preventing and responding 
to ransomware incidents, and can be found on the CISA Publications page: 
https://www.cisa.gov/publication/ransomware-guide. 
 
Reporting Notice: To report a cybersecurity event to the WSIC, please visit https://wifusion.widoj.gov/ 
and click on the “Cyber Incident Reporting Form” button. 

 
 
 

Figure 2: Example of the initial Ryuk ransom note and follow-up instructions 
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Reporting Notice: Please contact the Wisconsin Statewide Intelligence Center, e-mail address wsic@doj.state.wi.us or 
phone 608-242-5393, if you need additional information. To report a cybersecurity incident to the WSIC, please visit 
https://wifusion.widoj.gov/ and click on the “Report Cyber Incident” button. 

 

This document addresses the following Homeland Security Standing Information Needs (HSEC SINS) and the Wisconsin Statewide 
Intelligence Center Standing Information Needs (WSIC SINS): HSEC-1.1; HSEC-1.3; HSEC-1.6; HSEC-1.5; HSEC-1.8; HSEC-
1.10; WSIC 11.1.12 
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