[bookmark: A4]Protecting Against Malicious Cyber Activity Before the Holidays 
The White House sent a letter addressed to Corporate Executives and Business Leaders about the need to protect against malicious cyber activity before the holidays. Historically, companies have seen breaches around national holidays because criminals know that security operations centers are often short-staffed, delaying the discovery of intrusions.
Here are some best practices that can be implemented immediately. 
1. Updated Patching. Criminals count on victims failing to patch their systems and usually take advantage of long known and fixable vulnerabilities. 
1. Know your Network: Enable logs; pay attention; investigate quickly. Intrusions can be stopped before the impact. 
1. Change Passwords and Mandate Multi-Factor Authentication (MFA). Ask your IT staff how long it has been since employees changed their passwords.
1. Manage Schedules. Review staffing plans for your IT and security teams to ensure you have sufficient holiday coverage. Similarly, identify those IT and security employees who are on 24/7 call in the event of a cybersecurity incident or ransomware attack. 
1. Employee Awareness. Conduct spear phishing and other exercises to raise employee awareness of common attacks. Reinforce the imperative to report computers or phones exhibiting any unusual behavior. 
1. Exercise Makes an Organization Healthy. Exercise your incident response plan now, so that if the worst happens you can respond quickly to minimize the impact.
1. Backup your Data. Confirm that you are backing up key data. Ask your IT staff to test the backup system and verify that that these backups are offline and COMPLETELY out of the reach of criminals. 
Please encourage your IT and Security leadership to review the entire White House letter and visit the FBI website where they will find technical information and other useful resources.

