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Score is a National non-profit organization
dedicated to providing educational and free
mentoring services to entrepreneurs

Score Hawaii is based in Honolulu and is a
member chapter of the Score National
organization

olved in starting or are already
d would like a



https://score.org/
https://score.org/
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FOR THE LIFE OF YOUR BUSINESS

The information presented is for
informational and educational
poses only.
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V I ume Thirty-Two, Number Two
2015, $6.95 US, $7.50 CAN
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The hackers have handbooks
The hackers are State Sponsored

such as Russia, China, North Koreq, st Wl
Iran. TOMUMIT i e gz -~
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The mobster gangs are real and they
are hiring the state sponsored
hackers.
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Practical Guide To Penetration Testing



They are looking for names, social THERE WILL BE Lf

security numbers, passwordes,

addresses, credit card numbers.
Their primary goal is to steal as ‘ :

many as possible and they are
probably not going to be the ones
to actually use this information.

The approach is simple, you may

hink | don t have anything worth

it might be who you

. HOW THE MOVE 10

. NETWORK-CENTRIC

“~7' . WAR FIGHTING HAS

.70 SET THE STAGE FOR

» Medical records are currently being = CYBERWAR
sold for $15 up to $250 per each i i

record.




YOUR TECH WORLD IN CONTEXT, MOBILE,
OFFICE LAN, WORK FROM HOME (WFH)



1. Perform Reconnaissance (What is my IP)

2. Scanning and enumerc’rionéyou have
ports like having a bunch of PO boxes)

3. Gaining access
4. Escalation of privileges
INtfaining access

lacing backdoors
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PROTECT YOUR BUSINESS, YOUR /
WORK FROM HOME (WFH) SYSTEMS






List Assets such as PC, Server, Email (each evaluated
separately)

Value or score of importance of this asset (contains Pl
any data, customer data.

hed system, power
er outage



Basic protection, create a backup to a Terabyte drive

ake sure your firewall is turned on, go invisible
"ti-virus is current and up to date.
areBytes to complement your

y



Make your passwords complex, not 123456 or “Password” or
p@SSwOrd

Password cracking programs we use can crack this in a few
seconds or a few minutes.

L8t3r@lligat0r$2021! About 398 centuries to crack
Make your password a phrase

the same password everywhere. Once you decide on
thing like ebay-mycoolpassword,
ook-mycoolpassword,



Comparitech - Test your Password Strength

hitps://www.compadaritech.com/privacy-security-tools/password
-strength-test/#password-generator-tool

My1Login How secure is your passworde
hitps://www.myllogin.com/resources/password-strength-test/

ength Checker (Download and install)
oductld/2WZDNCRDQRH5



https://www.comparitech.com/privacy-security-tools/password-strength-test/#password-generator-tool
https://www.comparitech.com/privacy-security-tools/password-strength-test/#password-generator-tool
https://www.my1login.com/resources/password-strength-test/
https://www.microsoft.com/store/productId/9WZDNCRDQRH5

Email efiquette

If you are sending a joke, an informational or discussion email to
several or many people and you don't know what antivirus they
have or how secure their computer is:

Never ever se
Always always use

but my computer might
=d an email sniffer

s

/.

So never use the TO:, CC: lines and if you receive an emailike
that it is okay to reply (not reply all) the person to please never
include your name this way.



ASs soon as possible, make a backup of your
computer.

Make a 2"° backup of important folders and data

drive such as MyBook which has
are built-in




TERABYTE BACKUP DISK DRIVES

Seagate Expansion Portable 4TB External Hard Drive Desktop HDD - USB 3.0 for PC Laptop
(STEA4000400)

i i iy v 62,729

Personal Computers

$9539 4345.99

FREE Shipping by Amazon
In stock on December 31, 2020.

Western Digital — least reliable, cheapest and most popular
Seagate more reliable, inexpensive
Hitachi HGST — most reliable, cost a little more



Malware doesn't attempt to ?e‘r info your machine without your
knowledge - it is malicious software disguised as legitimate software. If
tricks you into installing it as you would any other program, and then
when it is installed it starts ’rOégo’rher information about you. In most
instances it wants to get hold of your credit card or banking details
and passes them on to nefarious individuals on the other end.

icky is that most Mac malware pretends to be the

o get rid of it. Most Mac malware seems to
' re software. While there is no

ames to watch out for:
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HOW DO | KNOW



Misspellings and typos

The www or http or URL is from somebody else, stop
look and read before clicking.

information

NAME

—

7

Don’t Click the pictures, attachment, download y
more information, IF YOU DON'T KNOW WHO IT 1S,

DON'T CLICK IT !







areness trainings, especially with social engineering, spoof
ed sources.

ompromising the Network
1 nation state

» The recent Capital One credit card hacking is an
example. This hacking is an example for businesses to
motivate themselves to beef up their security awareness

training for internal staff and members / customers.



> hacker accessed the personal
approximately
million card customers and ¢




Original message
From: PayPal Service =secappservi@mobojecser.coms
Date: 6/5M6 2:06 AM (GMT-10:00)
To: pservionlin@@websercurapp .com
Subject: Important reminder about your Account

Dear Custemer.

During our regular update and verification ofthe Online Services, We Sample bad guy

were unable to process your most recent payment and we could not N . .

verify your current information. Did you recently change your credit card PhlShlng ema" from

or account number ? Keeping your online profile up-to-date is a quick J

and easy way to help us contact you with important information about PayPaI, eBay, Verlzon,
your accounts. To avoid an interruption of your services or to reactivate FBI etC

suspended service(s ), simply follow the steps helow to verify your J

account. and update your billing infarmation today. You are strictly

advised to update your records correctly to avoid service denial.

Most common and
Thank you.

most deadly
Regards,

Support Team.

Your personal information is protected by advanced technology. For more
detailed security information,

wviewy our Online Privacy Policy . To request in weriting: CA& Paypal Privacy
Operations,

Original message

From: PayPal Servi boj : O C =
o Think like CSI / FBI, be suspi
To: pservionlin@ywwehsercurapp com

Subject: Important reminder about your Account D O N O T CLI CK. i U S t del e te

digitalyogionline.comjwp-content/themesjus/paypalfhelp/customfresolveappverification/



PHISHING ATTACKS (MAN IN THE MIDDLE
ING PAGE)

[ imvy Taderst Crecit Unicom Sermng U%.  of Delense. - v _""_f—?__]
Pl Eat Yew Hcm fockraks  Jooks Help .
gm C X AN (£ aox.tmw.mméuwmr - Googh
\¥ v Wos 2
o 23 Enterin r
v | \"Q = : tering you
SO W ey | e i o s ronce | Access #, User ID,
. NOW OEEERING Password.
100%INANCING
origage rat GOTCHA
oy g Bad guys scrape
RS Low AS. y  what you typed keep

a copy and then
s send a copy to the
snh.  Chocking - et .
e y%\p,&m mm%@m - real web site.
m&,m.m vy ) CheCk the HT

TR i il e URL. Not
Thank Y

Save With & 20% Discounst an TurbeTax® 06\‘\

View All Member Spocials

Quick Links

L MSNE/AME | IONS/BEME §] 105133
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Called from an Indian (other country) accented person
claiming they are from Microsoft Windows Service Centre, he
says that my computer has been hacked and they want my
etails to "fix the issues”. They just need for you to do a

and they will have you back up and running

ask you to get



! Online Technical Support

‘ -y ¥ 4

5 Connecting...

2 Connecting...
N Connected. A support representative willi be with you shortly.
i Support session established with Kevin Baker.
PhI You have granted full permission to Kevin Baker. To revoke, click the red
)' on the toolbar or press Pause/Break on the keyboard.
M Remote Control started by Kevin Baker.
13 b1 Password entry cancelled. Unattended reboot will not be possible!
ACtual Sample from 4:3 vl Please wait - Kevin Baker has temporarily put your session on hold.
4:24 Pl Remote Control by Kevin Baker stopped.
May 201 7 4.34 P Remote Control started by Kevin Baker.
4:34 P Support session established with Kevin Baker.
Remote Control by Kevin Baker stopped.
V1 Remote Control started by Kevin Baker.
MM Please wait - Kevin Baker has temporarily put your session on hold.
v Remote Control by Kevin Baker stopped.
Pivl Connection closed. Attempting reconnection...
M Connecting...
M Connected. A support representative will be with you shortly.
1 Please wait - Kevin Baker has temporarily put your session on hold.
| Connecting...
M Connecting...
M Connecting...




IRS Tax Tip 2015-20, February 17, 2015

cams take many different forms. Recently, the most common scams are
s and emaiils from thieves who pretend to be from the IRS. They use the

ips from the IRS to help you avoid being a




56:16:12

NEVER EVER CLICK ON A

ENCRYPT YOUR FILES. IF IT LOOKS TOO GOOD TO
BE TRUE, IT IS. THIS RANSOMWARE S DEADLY AN
ALMOST ALWAYS THE COMPUTER NEEDS TO B
RESTORED FROM ONE OF YOUR BACKUPS-P

ITIS BAD.

ACHMENTS THAT CAN /



Payment will be raised on

5/16/2017 00:47:55

Time Left

Your files will be lost on

5120/2017 00:47:55
Time Left
About bitcon
How to buy bitcoins?
Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

PAEITN L e VN win D e N2 D e

. ) Send $300 worth of bitcoin to this address:
bitcoin
ACCEPTED HERE

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw




Was in 40 Countries by evening

niries by Saturday morning

morning




FREE — Read the WiFi disclaimers at airports, StarBucks, Ala
Moana, Kahala, TWCID, on an airplane, etc, etc all say it is your
onsibility to protect yourself.

wall is on and set for PUBLIC not private







Federal Bureau of Investigation (FBI)
Internet Crime Complaint Center (IC3)

hitps://www.ic3.goV/
InfraGard.org

ILEEP offering services to non-LEO users.
astigator to submit actual Malware samples.

INCIDENT RESPONSE


https://www.ic3.gov/

Sample incident response phases are:

Containment
Eradication

Recovery
Lessons Learned /

INCIDENT RESPONSE



Google CISRP or NIST CISRP
Cybersecurity Incident Response Plan {CSIRP Checklist 2021}

NIST - National Institute of Standards and Technology

SP 800-61 Rev. 2 (2012)
puter Security Incident Handling Guide

INCIDENT RESPONSE (CONT)




It is your job
to protect
yourself

Be careful of
unknowns,
take
computer
classes

Backup all
your
valuables

The bad guys
are cruising
your
neighborhood

Keep your
system and
protection
updated
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SUPPORTING THE WAR FIGHTER IN CYBERSPACE
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mailto:RSeeney@PBSHawaii.com
https://hawaii.score.org/

