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Executive Summary
Threat Actors use holiday seasons and specific dates in our calendars throughout the year to target victims – often
playing on their emotions around events such as Valentine’s day to entice them into clicking on malicious URLs and
opening malicious attachments.
During the build-up to Valentine’s day in 2019, Mimecast has observed the Threat Actors and associated cybercriminals
behind GandCrab use this event and its build-up to spread the ransomware.
GandCrab has only been around for a little over 12 months, but has had large success and released a number of different
versions, the latest being V5.1.6. The ransomware includes a number of interesting features, including the ability to
detect a Russian victim (and stop the infection if they have a Russian configured keyboard) and individual ransom notes.
It is likely the group will continue to update the code over the coming 12 months, adding new features and ironing out
any code issues, along with offering GandCrab as a Ransomware-as-a-Service (RaaS) to increase their profits.

Introduction
Threat Labs have been researching cyber-attacks and email campaigns during holiday seasons and events over the last
six months to understand how these events can be manipulated to target businesses and our customers. The focus of
this report is to look specifically at just one of the cyber campaigns used to target victims in the run-up to Valentine’s
day.
Campaigns around the holiday season often target personal email accounts, however, Threat Actors are increasingly
targeting business emails with the same vigour and taking advantage of individuals looking to get special deals on
presents for loved ones. These holiday events also offer the opportunity for Threat Actors to harvest a vast amount of
information and data that is input into online shopping websites by coming up with fake websites and fake customer
surveys that promise to deliver anything from fake vouchers to ‘great deals’ to the victim.
Some of the key areas where Threat Actors target victims around Valentine’s day are1:


Fraudulent emails offering gifts, flowers and other services – often the gate way to victims downloading
malicious attachments, clicking on URL’s that take them to phishing sites or clicking on malicious URLs that can
download malware and ransomware. Some of the services around this date include special offers on Valentine’s
day dinners2.



Fake E-greetings – entices the victim to click on the email and open malicious attachments or click on malicious
URLs within the body of the email.



Fake online customers surveys - used to harvest PII credentials around Valentine’s day.



Fake adverts and websites – used to harvest financial credentials around Valentine’s day.



Malicious dating apps – used to harvest PII and financial credentials around Valentine’s day.



Hacked dating apps and websites – used to harvest PII and financial credentials held within their databases
around Valentine’s day3.
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https://blogs.seqrite.com/how-do-cyber-criminals-celebrate-valentines-day/
https://thehackernews.com/2014/02/beware-cyber-criminals-may-spoil-your.html
3 https://creativepool.com/magazine/features/why-valentines-day-is-so-attractive-to-malicious-hackers.7636
2

2
PROTECTIVE MARKING CONFIDENTIAL

All of the above potentially leads to individuals’ details being exposed and used in further campaigns, sold on to other
Threat Actors for other fraudulent activity, used in identity theft and other types of identity fraud (filing fraudulent tax
returns, creating counterfeit cards etc) or if the information has been stolen during a targeted attack, blackmail and
extortion is a real possibility.

What did Threat Labs find?
During the research phase of this report it became apparent the types of romance scams we were seeking to analyse
around Valentine’s day are prevalent throughout the year and this particular event in the calendar is slightly different to
some of the other retail focussed events in the lead up to Christmas. Black Friday and Cyber Monday saw peaks in cyberattacks and email campaigns on the day before and the date of the events. Valentine’s day often has a bigger lead up,
with influence to buy presents early and order flowers weeks in advance, and romance scams preying on victims
continue at lower levels throughout the rest of the year.
Threat Labs identified the prolific 2018 Ransomware Gandcrab being utilised to distribute some of the cyber-attacks and
campaigns related to romance scams and Valentine’s day.

What is Gandcrab?
Likely to have been inspired by the activity of WannaCry and NotPetya in 2017, Gandcrab first came onto the radar of
the security industry in early 2018, becoming one of the most prolific cyber threats for the first half of the year. The
Threat Actors behind the campaign are yet to be identified but in-depth research conducted by Mimecast and other
security vendors indicates they are native Russian speakers. Reporting across the security industry suggests evidence
that GandCrab infects victims and conducts reconnaissance on their system, undertaking a number of tasks to identify
the type of victim they have targeted and identifying if the keyboard configuration linked to the infected machine and
will not infect the systems of Russian-speaking victims45.
The Threat Actors are committed cybercriminals who are constantly changing and tweaking the codebase to add new
features, iron out inefficiency and identify bugs as they crop up. This dedication to their Ransomware has led to
numerous versions of Gandcrab being released during 2018, and V5.1.6 is the latest version as at 13th February 2019.
Features of GandCrab, differentiating them from other ransomware variants include:


The adoption of DASH cryptocurrency to enable faster and more secure transactions6.



The identification of Russian victims – if the ransomware detects a Russian keyboard layout, it terminates the
execution7.



The ability to tailor and send out individual ransom notes to victims (suggesting some element of a targeted
attack).
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https://blog.comodo.com/comodo-news/gandcrab-the-new-version-of-ransomware/
https://labs.bitdefender.com/2018/10/gandcrab-the-most-popular-multi-million-dollar-ransomware-of-the-year/
6 https://labs.bitdefender.com/2018/10/gandcrab-the-most-popular-multi-million-dollar-ransomware-of-the-year/
7 https://blog.comodo.com/comodo-news/gandcrab-the-new-version-of-ransomware/
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V3 of GandCrab was released in
April 2018 with the ability to
change a victim’s desktop
wallpapers to a ransom note.

A solution was posted
online at the end of the
month allowing victims to
decrypt their files without
paying a ransom to the
Threat Actors.

Jan

Feb

V5 of Gandcrab was released around
October 2018, and smaller iterations of
this version have subsequently been
released over the last few months with
variations on the file extensions.
The files extensions for these versions
are a variation of random A-Z
characters.

File extension is .CRAB

Mar

Apr

The first version of
Gandcrab is identified in
the wild in late January,
distributed via exploit kits
RIG EK and GrandSoft EK.

A week later, the Threat Actors behind
GandCrab delivered version 2 of the
Ransomware - with a new encryption
algorithm rendering the first solution
ineffective.

File extension is .GDCB

File extension is .GDCB

Jul

Oct

V4 of Gandcrab was released in July 2018 with
a number of updates, including a new
encryption algorithm, called Tiny Encryption
Algorithm, to avoid detection. Now V4 was
being distributed through fake software
cracking sites.
File extension is .KRAB

Figure 1: Timeline of GandCrab Activity

GandCrab has further been adapted into a
ransomware-as-a-service, or ‘RaaS’ product,
and some campaigns are therefore associated
with GandCrab ransomware itself, but not
necessarily the Threat Actors behind it. Threat
Actors adopting SaaS business models have
being witnessed across the security industry in
recent years as they seek to maximise their
profits. Mimecast research uncovered the
following information about how these
operations are unfolding:

Figure 2: GandCrab advertised as a RaaS product
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Dec

V5.0.9 & V5.1.0 were
reported to be released in
December 2018.
The latest version is
V5.1.6.

The Threat Actors then have several versions of the RaaS for sale, for different prices, depending on what the
cybercriminal purchasing their services would like to achieve. This gives us good insight into their current business
models and indicates how we can identify customized ransomware being distributed.

Figure 3: GandCrab advertised as a RaaS product in multiple formats
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In Figure 4, we have an example of how the package works – custom renaming the ransomware to ‘Drakos
Ransomware’:

Figure 4: GandCrab advertised as a RaaS product

Version 5.1.0 Gandcrab
Mimecast Threat Intelligence researchers have analysed a recent version of GandCrab. As with the other versions, it
encrypts the files of the victim, and changes the file extensions, which are randomly generated. The text file with the
ransom note also appears at the top of the desktop. Each text file contains a URL with a unique token, used to identify
the victim (see Figure 2 for the dashboard being used to track infections etc).
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Figure 2: GandCrab V5.1.0 infecting a victim

Text file created by
GandCrab on the victim’s
desktop:
Figure 2: GandCrab V5.1.0 infecting a victim

Encrypted files on the
victim’s desktop:

Figure 5: GandCrab V5.1.0
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Figure 6: GandCrab V5.1.0 ransom note

As well as encrypting files, the malware also deletes shadow copies which could be used to recover files and avoid
paying the ransom, with the command shown in Figure 5 below:

Figure 7: GandCrab V5.1.0 –Analysis
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Valentine’s Day Associated attacks with Gandcrab
One of the most popular attack vectors for GandCrab is email infection with an attachment. We identified a number of
emails that deliver the same version of GandCrab, with similar but differing subject lines around the topic of romance or
Valentine’s day:


‘This is my love letter to you’



‘Wrote my thoughts down about you’



‘My letter just for you’



‘Felt in love with you’

Despite the different subject lines used, the body of the
email is always just: *, a symbol representing a kiss:

Figure 8: ‘Love’ themed GandCrab email

The attachment in the email is a zip file
containing a JavaScript file. The file names
follows the format Love_You_2018_{7-8
random digits}.zip, indicating this is one of the
latest versions of GandCrab. Extracting and
executing the obfuscated JavaScript file initiates
the download and execution of GandCrab
ransomware (crabin.exe) from the malicious
URL embedded in the script.

Figure 9: JavaScript file of GandCrab email attachment

Once the victim has been infected from this particular campaign, a
ransom note appears on their desktop, as demonstrated by Figure 6. If
the victim follows the link, they are first asked to authenticate the
situation by uploading one of the files created by the malware.
Alternative language options are offered – English, Korean and Chinese,
indicating some of their primary targets.

Figure 10: GandCrab authentication screen
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Once the file is submitted, the victim is taken to the page in Figures 11 and 12. The situation is explained very clearly to
the victim, and the ransom is demanded for the safe return of their files. In this particular case, the Threat Actors were

asking for $2500 and have given the victim 7 days to pay the ransom before it’s doubled. They have asked for the
ransom to be paid in Bitcoin or DASH8 cryptocurrencies. Please note that the ransom notes are individual to the victim
and will demand different payments based on the files that have been encrypted, suggesting there is some element of
targeting in some of the campaigns.
There is a chat window on the right of the screen for the victim to interact with the Threat Actor, along with details
about the payment.

Figure 11: GandCrab explanation screen

8

DASH is and open source cryptocurrency, an altcoin that has been forked from the Bitcoin protocol. The currency permits fast transactions and the activity history
and balances are private along with untraceable transactions. DASH is a form of Decentralized Autonomous Organization (DAO) run by a subset of users, called
"masternodes". 45% of mined coins go to miners, 45% to masternodes, and 10% into a fund that the DAO invests.
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Figure 12: GandCrab explanation screen

Figure 12 shows the bottom of the page where the Threat Actors offer the use of the GandCrab decryptor for free for
one image file so the victim has some assurance that they will get their files back if they pay the ransom.
The Threat Actor then helpfully takes the victim through how they can make their payment if they do not have Bitcoin or
DASH.

Summary
The Threat Actors behind GandCrab, or the cybercriminals using GandCrab as a RaaS have used the build-up to
Valentine’s day to target more victims with their campaigns. The campaigns are specifically designed to not target
Russian users and research confirms they are demanding Bitcoin or DASH as payment to release the GandCrab decryptor
to victims.
GandCrab is unique for ransomware and will send individual ransom notes in a text file that appears on the victim’s
desktop. When opened, the text files show how the victims files have been changed to a randomly generated file
extension. Each text file also contains a URL with a unique token, highly likely used to identify the victim. There are large
monetary differences in the ransoms between two different victims.
Paying the ransom is made as easy as possible for the victims, as the URL they are directed to from the text file talks
them through and simplifies the process for them; likely to have increased profits from vulnerable victims and those
who are willing to pay the price of getting their files back in the quickest and easiest way possible.
Mimecast continues to block this threat.
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