
As the nation’s risk advisor, the Cybersecurity and Infrastructure Security Agency (CISA) 
is asking for your support with our cybersecurity campaign, Reduce the Risk of 
Ransomware, a focused, coordinated and sustained effort over the next several months. 
Our goal is to help reduce the instances of public and private sector organizations and 
businesses falling victim to a ransomware attack. We know this is a shared goal with all 
our stakeholders and partners.  
  
Ransomware incidents have become more destructive and impactful in nature and 
scope. Malicious actors engage in lateral movement to target critical data and propagate 
ransomware across entire networks. These actors also increasingly use tactics, such as 
deleting system backups, that make restoration and recovery more difficult or infeasible 
for impacted organizations. According to “The Cost of Malicious Cyber Activity to US 
Economy,” (February 2018), White House Council of Economic Advisers (CEA), 
estimates that the cost to the U.S. economy was between $57 billion and $109 billion in 
2016 alone. The economic and reputational impacts of ransomware incidents, 
throughout the initial disruption and, at times, extended recovery, have also proven 
challenging for organizations large and small. 
  
CISA offers several resources and services for ransomware prevention that can help 
large and small organizations manage this and other cyber risks. Our library includes 
information about the critical steps that should be taken to respond to and recover from 
a ransomware attack. This includes recommended cyber hygiene services that are 
available at no cost to help organizations with vulnerability scanning, web application 
scanning, penetration testing, and phishing assessments to help assess, identify, and 
reduce exposure to cyber threats. Most of our resources are based on operational 
insight from CISA and key collaborative partners. 
  
CISA is driven to enhance our state, local, tribal, and territorial (SLTT), industry, and 
federal partners’ ability to manage cybersecurity risks. A core and enabling factor to this 
drive is working collaboratively with these and our international partners to assess, 
develop, and share timely information about various common and emerging cyber 
threats.   
  
Managing the risk associated with ransomware and other cyber threats is especially 
important in the era of COVID-19 with the quick and overwhelming transition of many 
organizations to remote work. Getting cybersecurity protection and response information 
about ransomware spread as broadly and widely as possible cannot be done by CISA 
alone. We need your help.  
  
Over the next several months, CISA will be frequently and consistently pushing 
information about ransomware resources via social media and select public 
engagements. We are asking you to amplify and share these messages with your 
members and partners. Also, we encourage you to share your ideas with us on other 
methods to get this important information to the right organizations and people that need 
it most.   
  

https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fransomware&data=04%7C01%7CBecky%40frwa.net%7C6fa6e02cd26047592cf808d8be31d0b2%7Cc44993dab650445db3f7dffd8062ac1c%7C0%7C0%7C637468468462375340%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=BlCGRkuUhcshwcif%2FUsUH2UOpHnVo06b5tKynL4FaeA%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fransomware&data=04%7C01%7CBecky%40frwa.net%7C6fa6e02cd26047592cf808d8be31d0b2%7Cc44993dab650445db3f7dffd8062ac1c%7C0%7C0%7C637468468462375340%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=BlCGRkuUhcshwcif%2FUsUH2UOpHnVo06b5tKynL4FaeA%3D&reserved=0


State, local, tribal, and territorial (SLTT) organizations can contact us at: 
CyberLiaison_SLTT@cisa.dhs.gov.  
  
Private sector organizations can contact us at: CyberLiaison_Industry@cisa.dhs.gov. 
  
You can visit our updated CISA Ransomware page at www.cisa.gov/ransomware. 
  

  
v/r 
  
Billy E Sasser Jr, CPP  
Supervisory Protective Security Advisor, Region IV, Tampa, FL 
Cybersecurity and Infrastructure Security Agency (CISA) 

Mobile:  850-420-8944  
billy.sasser@hq.dhs.gov 

  
“We are what we repeatedly do. Excellence, therefore, is not an act but a habit.” 
                                                                                                                  Aristotle 
  

 
  

Connect with us at CISA, Facebook, Twitter, LinkedIn, and YouTube 

Subscribe to receive CISA alerts and updates 

Subscribe to receive DHS information, alerts, & updates 

  
This communication, along with any attachments, is covered by federal and state law 
governing electronic communications and may contain confidential and legally privileged 
information. If the reader of this message is not the intended recipient, you are hereby 
notified that any dissemination, distribution, use or copying of this message is strictly 
prohibited. If you have received this in error, please reply immediately to the sender and 
delete this message. Thank you. 
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