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Introduction

This document outlines the steps to Connect to an Organization and get the role you need. The
role you select for each organization will allow you to view information or perform an action,
such as submitting performance data.

Previously, users requested access to their organization(s) through the Enterprise Identity Data
Management (EIDM) System. Moving forward, everyone will request access to a new
organization by signing in to gpp.cms.gov.

Whether you are a new user requesting access to an organization for the first time, or an

existing user requesting access to a new organization, you’ll need to understand which
organization type to select and know which role you need.

Getting Started

First, we’'ll review the information you’ll need when following these 3 simple steps to Connect to

an Organization through gpp.cms.gov: ) —
Do you need access to multiple organizations?

1. Choose your organization type

2. Find your organization If so, you'll repeat these steps for each organization.
3. Select your role
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Which Organization Type Do | Choose?
There are 4 organization types you can choose from:

You Il choose: | When:

Practice You represent an organization identified by a single Taxpayer Identification
Number (TIN), such as a solo/individual practitioner, a group, or a hospital,
including:

v Groups or clinicians that need to submit data for the Quality,
Promoting Interoperability and Improvement Activity performance
categories.

v' Groups participating in a Shared Savings Program ACO (all tracks)
that need to submit group-level data for the Promoting Interoperability
performance category. Learn more.

v" Groups with clinicians who will be scored under the APM scoring
standard that need to submit individual or group-level data for the
Promoting Interoperability performance category. Learn more.

v" EHR or other Health IT Vendors who will need to complete this
request for each practice, virtual group or APM Entity they represent
APM Entity You represent a Shared Savings Program (SSP) ACO entity, a Next
Generation (Next Gen) ACO entity, or Comprehensive Primary Care Plus
(CPC+) Practice Site and need to submit quality data on behalf of the
entire entity or view performance feedback for clinicians scored under the
APM scoring standard.

v For CPC + Practice Sites, this means submitting eCQMs in the
QRDA 11l format on gpp.cms.gov

v" For SSP ACOs and Next Gen ACOs, this means submitting quality
measure data on behalf of the entire entity through the CMS Web
Interface on gpp.cms.gov

Are you a single TIN ACO? Learn more.

You will be able to connect to a CPC+ Practice Site beginning January 2,
2019

Registry You represent a CMS-approved Qualified Reqistry or Qualified Clinical
Data Registry (QCDR) and need to submit data on behalf of all your clients

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Virtual Group You represent a CMS-approved virtual group

How Do | Find My Organization?

Once you've identified your organization type, you'll be able to enter search criteria to find your
specific organization.

Criteria you can use to search
type

Practice v Legal Business Name; OR
v' Complete Taxpayer Identification Number (TIN)
o No search results will populate until you enter the complete

TIN (9 digits)

APM Entity Step 1: Identify your model (Shared Savings Program ACO, Next
Generation ACO, or Comprehensive Primary Care Plus (CPC+))

Step 2: Provide

e Legal Business Name (APM Entity Name)

Registry v Legal Business Name; OR
v' Complete Taxpayer Identification Number (TIN)
o No search results will populate until you enter the complete
TIN (9 digits)

Virtual Group v' Complete Virtual Group ID

Which Role Do | Choose?

There are 2 roles associated with each organization type:

e Security Official
o Staff User

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST



mailto:QPP@cms.hhs.gov

<

Each organization must have a Security Official before anyone can request a Staff User role or
additional Security Official roles.

v If you are the first person to request access to the organization, you will only be able to
request the Security Official role.

v If that's not the appropriate role for you, contact an administrator in your organization to let
them know your organization needs a Security Official.

Staff User Role Lets You Security Official Role Lets You
Type

Practice v" View eligibility information for Do everything the Staff User can

all clinicians in the practice do PLUS

v" View claims measure data
during the performance period v' Register a group for the
submitted by individual CMS Web Interface
clinicians in the practice v' Register a group for the

v' Access the Physician CAHPS for MIPS survey
Compare Preview v' Approve all additional

v' Submit data on behalf of the user requests (manage
practice, whether reporting access to the
individually or as a group organization)

v" View individual and group
MIPS performance feedback
and payment adjustment
information

v" Request a Targeted Review

APM Entity v' Submit quality data on behalf Do everything the Staff User can
of the Shared Savings do PLUS
Program ACO entity, Next
Generation ACO entity, or v' Approve all additional
CPC+ Practice Site user requests (manage
v View MIPS performance access to the
feedback for the Shared organization)

Savings Program ACO entity
or Next Generation ACO
entity, with clinicians scored
under the APM Scoring
Standard

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Registry v' Submit data on behalf of all
your clients
v View preliminary performance
feedback for your clients
based on the data you submit
on their behalf

Do everything the Staff User can
do PLUS

v" Approve all additional
user requests (manage
access to the
organization)

Virtual Group v View a list of all the practices
and clinicians participating in
your virtual group

v Submit data on behalf of the

Do everything the Staff User can
do PLUS

v Approve all additional

virtual group
v" View virtual group MIPS
performance feedback

user requests (manage
access to the
organization)

Security Official: Additional Information Required for Validation

If you are the first person in your organization to request the Security Official role, you'll need to
provide some additional information so that we can validate you should be authorized as the
Security Official.

v If your organization already has a Security Official, that person will approve any requests for
additional Security Officials or Staff Users.

Required Information Additional Context
Type

Practice v The practice’s Taxpayer Follow these simple steps to find
Identification Number (TIN) PTANSs in PECOS.
v' The National Provider 1. Log into Internet-based

Identifier (NPI) of one (1) PECOS.

clinician in the practice 2. Select "My Associates" on
v' That clinician’s Provider PECOS home page.

Transaction Access Number 3. Select "View Enrollments"

(PTAN) by applicable individual or

organizational enroliment.
4. Click on "View Medicare ID
Report"
5. PTAN or PTAN s are listed
in Medicare ID column.

Learn more

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.qgov
Monday — Friday, 8am — 8pm EST
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APM Entity —
Shared Savings
Program or
Next
Generation

APM Entity —
CPC+

Registry

Virtual Group

AN

APM Entity ID (your ACO ID)
The Taxpayer |dentification
Number (TIN) of two (2)
practices participating in the
ACO

APM Entity ID (your Practice
Site ID)

The Taxpayer Identification
Number (TIN) of a practice
associated with the Practice
Site

The National Provider
Identifier (NPI) of a clinician in
the practice associated with
the Practice Site

The Taxpayer Identification
Number (TIN) of the registry or
QCDR

Your Vendor ID

The Taxpayer Identification
Number (TIN) of two (2)
practices participating in the
virtual group

Workflow with Screenshots

W

Security Officials for a single TIN
ACO only need to provide one TIN

If your Practice Site includes
multiple TINs, you can enter any
of these TINs and an NPI
associated with the Practice Site
in that TIN

CMS issued your Vendor ID when
your self-nomination was
approved

Now that you know your organization type and the role that you need, click on the links below
to view the workflow on gpp.cms.gov.

Sign In to QPP

Navigate to Manage Access

Connect to a Practice

Connect to an APM Entity (Shared Savings Program ACO, Next Generation ACO,

CPC+)

Connect to a Reqistry

Connect to a Virtual Group

Please remember that you will need to complete these steps for each organization for

which you need to view, submit or manage information.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Don’t want to review screenshots?
Skip ahead to
Next Steps or FAQs

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Sign In to QPP

Go to gpp.cms.gov and click Sign In on the upper right-hand corner

Enter your User ID and Password in the requested fields, check Yes, | agree next to the
Statement of Truth and click Sign In (you will be prompted to provide a security code from your
two-factor authentication.)

Returning users

Sign in with the same EIDM credentials you’ve always used

New users

Sign in with your newly created HARP credentials

Don’t have an Account?

Click the Register tab next to the Sign In tab and review the Register for a HARP Account

document.

MIPS ~ APMs v About v Signin
ot ARorMtive Paymant  The Gy

Quality Payment

PROGRAM

Manage Acoount
W andRpystes

QPP Account

m

Sign In to QPP

USERID

User ID

PASSWORD

Password

Show Password

Forgot your user id or ? Recover D or reset

STATEMENT OF TRUTH

In order to signin, t 10 the best of my e that all of the information that
‘will D& submitted will ba true, accurate. snd complete. If | b hat any submitted t
trua. accurate, and complate, |

that g omission.
r any submitted informat by eriminal, endl, or
administrative penalties, Inchaing fines. civil damages, and/or imprisonment.

Yes. 1 agree.

Don't have an account?

Signin > gt

yan, you are Sttempling to access a United States Federal Gavernment
or the Usa of Suthonized users only.

By entering authents
Information system.

SyStem ussge M3y D8 Monitored racordac. and SUbCE 10 SUOT. By BCCessing this system. you are consenting to
having your activities vaila 2

Unautharized use of this I

subject to disciplinary action in:

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Manage Access

Once you are signed in to gpp.cms.gov, click Manage Access on the left-hand navigation pane.

Returning users will see a list of organizations they are connected to in a tabbed format by
organization type. If the list of your connected organizations and roles are correct, you won’t
need to take any further action unless you need to connect to another organization.

Quality Payment MPS - APMS «  pbout v Elizabeth - Need to connect with
PROGRAM Parmart System | Modes | Paymentbrogram | another
organization?
Elizabeth Blackwell Click the “Connect to
Manage Access another

organization” link.

Connected Organizations (3) connecttoanother organization

Practices

Acme Clinic, LLC

TIN: #1234567890 | 5200 Manchester Ln.. Greenville, OH 01234

YOUR ROLE CMS WEB INTERFACE AND CAHPS USERS

Security Official © CMS web Interface 3 connected users
© CAHPS Survey 1pending user
Edit registration View users

New Users will be prompted to connect to an organization.

MIPS ~ APMs v About ~ Elizabeth ~

Merit-based Incentive  Alternative Payment  The Quality My Aceount
Payment System Models Payment Program

Quality Payment

PROGRAM

Elizabeth Blackwell

Manage Access

Connected Organizations (0)

You are not currently connected to any
organizations

CONNECT TO ORGANIZATION

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST

>
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Connect to a Practice

Connect to a Practice if you represent an organization identified by a single TIN, such as a
solo/individual practitioner, a group, or hospital.

Step 1: Select Organization Type
Select Practice and click continue. For additional information on organization types, click here.

NOTE: If you are connecting to multiple organizations, you will need to complete a request for
each organization one at a time.

Helpful Hints

Solo CPC+ practitioners
Connect to Organization (those who are the only
clinician in their Practice Site)
will need to connect to an
APM Entity to submit their
eCQMs for the CPC+
program.

Acount Daphboand + Manage Acoety

Step 1of 3

Select Organization Type

1 Practice

Arepresentative of a sngle TIN can request a praclice role. The first
Socurity O#fcial will need 1o provide the PTAN and NP of a single clinician
that is part of that practics.

Yy
L

APM Entity

A representatives of an APM entity with drect reporting requiremaents
(Bhared Savings Program. Next Generation and Comprehensive Primary
Caro PRUS) Cam Foques? Bn AFM antity rod. The Arst Sacurity Dihoal may
naad to provede differant daia based on mreadal,

) Registry
A represontative of a CME-approved registry can reguest a registry rolo.
The frst Securily Official will need to provide the Vendar 8D for the regisiny.

1 Wirtual Group

Arepresartativeafa CHS-approsned virtual group cen requast avitual
group rake. The first Security Official will need to provide the TiNs of 2
parlicipating prachices.

COMTIHUE

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Step 2: Find a Practice

Search for the practice by Tax Identification Number (TIN) or legal business name, select the

practice from the drop down, and click Continue.

Account Dashbeard » Manage A 55 ¥

Connect to Organization

Step 2 of 3

Find a Practice

Search for a practice by using the practice’s 9-digit TIN er legal business name
[e.0. 123454789 or ACME Chinic)

Search by TIN or legal business name Q

Connect to Organization

Step 2 of3

Find a Practice

Search for a practice by using the practice's 9-digit TIM or legal business name
[e.g. 12345478F ar AGME Clinic)

Groenville Medical =

Gresmyilla Madical Clinic = Naw vork, NY

B

Have questions? Contact the Quality Payment Program

If you are searching by
legal business name,
you can start typing and
select the practice from
the suggested potential
matches based on what
you've entered so far.

If you are searching by
TIN, you will need to enter
the complete TIN before a
match is identified.

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am — 8pm EST
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Connect to Organization

Step2of3

Find a Practice

Search for a practice by using the practice's #-digit TIN or legal business name
(e.0. 123456789 or ACME Clinic)

Greenfield Medical Clinic o Practice selected
5200 Manchester Ln., New York. NY 01234

Change organization

Select the wrong
practice?

Click the “Change
Organization” link to
update your practice
selection.

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am — 8pm EST
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NOTE: Each organization must have a Security Official before anyone can request a Staff
User role or additional Security Official roles.

If you are the first person to request access to the organization, you will only be
able to request the Security Official role.

If Security Official is not the appropriate role for you, contact an administrator in your
organization to let them know your organization needs a Security Official.

Step 3: Select a Role
You have two role options to select from: Staff User and the Security Official role.

For additional information on QPP Roles, click here to review before selecting a role.

Connect to Organization

Step3of3

Select a Role at Greenville Medical Clinic
Choose the role with the level of access you need within the OPP data reporting
system.

Report Data Manage Users
Upload and edit Quality, Add and remove other
Promoting Interoperabiity, users to the organization.
and Imgrovement Activities
data,

-

() staffuser N4 X

O Security Official \/ \/

e

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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First Security Official

If you are the first Security Official, select Security Official, and you will be prompted to enter
additional information for validation. For more information on this validation, click here.

Co

Dashbgard b

nnect

to Organization

Stop 30f3

Select a Role at Greenville Medical Clinic

Crinacs thi reda with the lavel of acease youl need vaithin the QPP data reporting
system.

Fg@ort Duta Manags Usars
Upinad anad 2d® Gual Ry, Add and ramaove gthee
Fromoting Interogershitty, users by the organization
And Imprrraement Actrartieg
la

P

_J StaffUser w x
@ Security Official \/ \.,/

You chose: Seeurity OfReial

There is currently no Securily Offical al this practice o apprave roles. Therefoee, the arly
rala youl can obtain at this bme is 2 Securnity Official rolo. Roguest this rolo orwait far
anctar Security Ofcisl o gsin access,

In orderto be authorized as the first Seounty Oclal at this practice, enterthe practce
TIN ar MR for @ cinicien associated with this practice and that clinican's PTAN,
‘hat’s g PTANT

FRACTIGE TIR
S-digits . 123456787

CLIMICLAH MP
Weaigins @y, 124547090

GLMIGIAH FTAH
W-gigits 0 g, 12H370%

O o=

What’s Next?

If you are the first Security
Official, you will be
automatically approved after
the required information you
provide is validated.

You will approve pending
role requests from other
users requesting access to
the practice. For additional
information on how to approve
other users in your
organization, refer to the
Security Officials: Manage
Access (approve or deny
role requests) document.

Did you encounter an error?
Click here.

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Additional Security Official Staff User

If there is already a Security Official at your
organization, select Security Official and
click Submit. You will not be prompted to
provide additional information.

If you are a Staff User, select Staff User and
click Submit. You will not be prompted to
provide additional information.

Step3of3

Select a Role at Greenville Medical Clinic
Choose the role with the level of access you need within the QPP data regorting

system,

Report Data Manage Users
Upload and edit Quality Add anvd remove other
Promating Interoperabibty, users to the organizaticn.
ard Improvemaent Acthvities
cata

. StaffUser A

(@ securityoficial Vv v

You chose: Security Official

Ta receive the permissians of a Security Official. you will need to be approved by the
current Security Official at this practice, Your request will be submitted and will appear as
pending until it's approved.

g

Your Security Official role request is
currently pending approval from an existing
Security Official.

Account Hgme + Manage Aotaes o

Connect to Organization

Step3of3

Select a Role at Greenville Medical Clinic
Chooge L rode with e level of access you need within Uhe OFP data regorting

gyslem.

Repart Data Manage Usars
Upload and edit Qualty, ‘Add and remove other
Promating Insaraperatiity, users to the organtzaten.
ard Improvement Activities
data.

(@) stattuser v bt

() security Dfficial v v

Yo chose: Staff User

Tereceive the germissions of 8 Statl User, you will reed to e approved by the surrent
Securily Dicial ab this practice. Your regquest will be submitted ard will Sapear as

pending untilits aparoved.
s m

What’s Next?

Your Staff User role request is currently
pending approval from an existing Security
Official.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Error Processing Your Request?

If you receive a validation error message (first Security Officials), please verify and re-enter the
required information.

If you receive a processing error, please try requesting your role again.

If either issue persists, contact the Quality Payment Program for further assistance using the
contact information at the bottom of each page of this document.

Processing Error

Sorry. we could not complete yvour role request. The data vou entered could be
invalid. Try again or call the help desk

Step 4: Role Confirmation

Once you have completed your role selection, you will be redirected to the Manage Access
page within the QPP Reporting System to review pending role requests.

You will receive notification on the screen that displays the state of your request as well as an
email notification.

First Security Official Additional Security Official Staff User Notification
Notification Notification

Role Confirmed Request Sent A Request Sent
o il e e S T You have requested the role of @ Youhave requested the role of Staff
Graenville Medical Clinic Security Official at Greenville User at Greenville Medical Clinic.
Medical Clinic.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST



mailto:QPP@cms.hhs.gov

First Security Official (Automatically approved)

Manage Access

Connected Organizations (1) connect o anther ormanization

Il Manage A

b Tt T Practices

Greenville Medical Clinic
TIM: #1234547890 | 5200 Manchaster Ln., Greenville. OH 01234

¥OUR ROLE CHS WEB INTERFACE AND CAHPS WSERS
Sacurity Official & CMS web Intarface 1connactad user
@ CAMPE Survey Wiew usars

Est registration

Rile Confirasad

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Additional Security Officials or Staff Users (Pending Request)

Elizabeth Blackwell

Manage Access

PENDING REQUESTS (1)

Elizabeth Blackwellm Role Waiting for approval from the
Greenville Medical Clinic Security Official current Security Official(s)

CONNECTED ORGANIZATIONS (0)

You are not currently connected to any
organizations

CONNECT TO ORGANIZATION

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Need to find
your
organization’s
Security
Official(s)

or

remove a
Security
Official who’s
left your
organization?

Contact the
Quiality Payment
Program using
the information
at the bottom of
this page.

Monday — Friday, 8am — 8pm EST

oA
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Connect to an APM Entity

Connect to an APM Entity if you represent a Shared Savings Program ACO entity, Next
Generation ACO entity, or a CPC+ Practice Site and need to submit Quality data on behalf of

the entire entity. For additional information on organization types, click here.

Step 1: Select Organization Type

Select APM Entity and click continue.

NOTE: If you are connecting to multiple organizations, you will need to complete a request for
each organization one at a time.

Connect to Organization

Step1of3

Select Organization Type

]

Practice

Avepresentative of @ singhe TIN can request a practice rele. The fiest
Security Offcial will need to provide the PTAN and NP1 of a single clinician
that i part of that practice.

1 APM Entity

Arepresentatives of an APM entity with direct reporting requirements
[Shared Savings Program, Next Generation and Comprehensive Primary
Care Plus] can request an APM antity sale. The first Security Official may
nend ta provide different data based on model.

Helpful Hint

You will connect to an APM
Entity if you need to perform
an action, such as
submitting Quality data, on
behalf of the entire Entity.
Unless representing the
entire Entity, clinicians,
groups and solo
practitioners who participate
in an APM will typically
need to connect to a

Practice to report other data

required under the APM
scoring standard.

) Registry

Araprasentative of a CMS-approwed reistry can request a registry rola,
The first Secwrity Official will reed to pravide the Yendor 10 for the registry.

) Virtual Group

Arepresentative of 3 CMS-approved virtual group can reguest a virtual
group rale, The et Security Official will neod ta provide the TiNs of 2
parlicipating praclices.

CONTIHUE

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Step 2: Find an Alternative Payment Model (APM) Entity
Select the APM model you need to connect to for the 2018 performance period:

v' Shared Savings Program (SSPs) all tracks
v" Next Generation (Next Gen)
v' Comprehensive Primary Care (CPC+)

Manage Accots &

Connect to Organization

Step2of3

Find an Alternative Payment Model (APM) Entity

SELECTAMODEL

Once the APM Model type is selected, click Continue.

You can
connect to a
CPC+ Practice
Site beginning
January 2,
2019.

Next, search for the APM entity you are wishing to connect to. Input fields will vary based on

APM Model type selected.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am — 8pm EST
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Find an SSP ACO

Find a Next Generation ACO

Find a CPC+ Practice Site

Step 2ofl

Find an Alternative Payment Model [APM) Entity

StepZofs

Find an Alternative Payment Model [APM) Entity

Step2of3

Find an Alternative Payment Model (APM) Entity

SELECT A HODEL SELECT A HODEL SELECT AMODEL
PIHD A 82P AED
D S ——— FIHE A HEXTSEN ACD FIND A CPC+ PRACTICE SITE
S — Saarch byt A0S gt b ress nare Search by Practice S&e 10 or the practice 3%e's legal business name.
I I ¥ AGME ACTrantaces Cae Hpanieson) 2.5 TI4S4TE or AGME Medicing]
LEareh @
I S D 10 10 DS TESS e I‘.e..‘--.."-.l-‘.nzr"...-.'r"-- ":I
BaCq oHTHE
BADN TIHTHUE WACK COMTIMUE

e ACO legal business name

e ACO legal business name

e Practice Site legal business name

Once the APM entity is selected, click Continue to select a role.

board » Manage Access »

Connect to Organization

Step2of3

Tompkins Accountable Care Organization

$5P / Track 1

Change organization

Find an Alternative Payment Model (APM) Entity

@ APMentity selected

@ ik

Select the wrong APM Entity?

Click the “Change Organization”
link to update your APM Entity
selection.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST



mailto:QPP@cms.hhs.gov

Step 3: Select a Role

You have two role options to select from: Staff User and the Security Official role.

For additional information on QPP Roles, click here before selecting a role.

AccountDashionr  anage ccest > NOTE: Each organization must
Connect to Organization have a Security Official before
anyone can request a Staff User
role or additional Security Official
: roles.

Step$of3 ' If you are the first person to
Select a Role at Tompkins Accountable Care request access to the

Organization organization, you will only be

Choose the role with the level of access you need within the QPP data reporting system. ab I e to req u est th e Sec u rl ty
Report Data Manage Users OfflClaI_roIe. o
Loty | i If Security Official is not the
iy LS appropriate role for you, contact
an administrator in your
() staffuser v X organization to let them know your
organization needs a Security
(_‘:‘- Security Official \/ \/ OffICIaI

s

First Security Official

If you are the first Security Official, select Security Official, and you will be prompted to enter
additional information for validation.

Note: This guide uses the SSP model as an example. Validation requirements vary by model.
For more information, click here.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Connect to Organization

Step3of 3

Select a Role at Tompkins Accountable Care
Organization

Chstse thie rle with She lewsl of access you resd within tha OFP data reperting system

Report Duta Manage Usars
Upinad and adk Qual By, Add and ramave other
Fromuoting Imteropershifty, users ba the srganization

and b=priraemnt dnthfting
Zala

#

'.1_‘_-" Staff User \_.-""J _><_

If you are the first Security
Official, you will be
automatically approved
after the requried information
you provide is validated.

You will approve pending
role requests from other
users requesting access to
the APM entity. For additional
information on how to
approve other users in your
organization, refer to the
“Security Officials: Manage
Access” document.

(@) Security Official e e

You chose: Security Offeial

There is currenkly no Security Oficial at this praciice sibe bo spprove rodes, Therefore. the
only role you canobtan at thes tima i o Security Offcial roke. Request this raie or walt for
angthar Secuity OMCisl Lo gain access,

In order to b awthorizad as the first Secunty Offcial at the AC0, anter the ACO'S APH
Erdity 10 syl Tike Tor ved practices particiasting in 1he A0D

APMENTITYID
Q125 ARATES

PARTICIPATING PRACTICE TIN =1
P-dights o9 12546787

PARTICIPATING PRACTICE TIN 82
ACCe with oy one particpating TIH can learar this 4eid blane.
Reglgits a.g, 1254709

C=D

Did you encounter an
error?
Click here.

Have questions? Contact the Quality Payment Program

Monday — Friday, 8am — 8pm EST

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
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Additional Security Official Staff User

If there is already a Security Official at your If you are a Staff User, select Staff User and click
organization, select Security Official and click submit. You will not be prompted to provide
Submit. You will not be prompted to provide additional information.

additional information.

ahbaird b M

sceount Dashioard » Ma

Connect to Organization

Connect to Organization

Step 3of 3 Step3of3
Select a Role at Tompkins Accountable Care Select a Role at Tompkins Accountable Care
Organization Organization

Choose the nale with the kevel af access you need within the OPP data repoerting system,

Repart Data Manage Users
Report Data Manage Users Upioad and edit Quaity. Add and remove cther

Promating Interaperatiity, users ba the organizaten
ard Improvement Activities
data.

@ Staff User " “w

Stalf User \/
—
[ security Official e (v
&  Security Official v o

Wou chese: Staff User
Wou chode: Securily Dfficial
Te receive the permissions of a Staff User, you will necd to ke approved by the currant

Toreceve the germissians of & Security DIRcial, you wil need Lo be appraved by the Secusity Official at this APM Entity, Your request will be submitted and will apprar as

current Sacurity OMMcial a1 this praclice. Your request will be sulimilled and will appear a3 pending untilit's approved,
panding until is agaroved,

BACK SAUBMIT REQUEST

What’s Next?

Your Security Official role request is currently Your Staff User role request is currently pending.
pending.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Error Processing Your Request?

If you receive a validation error message (Security Officials), please verify and re-enter the
required information.

If you receive a processing error, please try requesting your role again.

If either issue persists, contact the Quality Payment Program for further assistance using the
contact information at the bottom of each page of this document.

Processing Error

sorry. we could not completa your role request. The data you entered could be
invalid. Try again or call the help desk

Step 4: Role Confirmation
Once you have completed your role selection, you will be redirected to the Manage Access
page within the QPP Reporting System to review pending role requests.

You will receive a notification on the screen that displays the state of your request as well as
an email notification.

First Security Official Additional Security Official Staff User Notification
Notification Notification

Successfully connected Request Sent Request Sent

You have requested the role of Staff
You have successfully connected to You have requested the role of ul;:;,. ::;or,:?,t;:;n,mul;,;;hl;;c;,,-s

your APM entity. Security Official at Tompkin Organization
Accountable Care Organization

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.qgov
Monday — Friday, 8am — 8pm EST
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b

First Security Official (Automatically approved)

Elizabeth Blackwell

Need to find your
Manage Access organization’s Security
Official(s)

Or

remove a Security
Official who'’s left your
APM Entities organization?

Connected Organizations (1) connect to anotner organization

Tompkins Accountable Care Organization Contact the Quality

= Payment Program using

Security Official 1connected user the Informatlon at the
bottom of this page

YOUR ROLE USERS

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST



mailto:QPP@cms.hhs.gov

Additional Security Officials or Staff Users (Pending Request)

Elizabeth Blackwell

Manage Access

Home
D Elgibility

"> Performance Feedback

PENDING REQUESTS (1)

Manage Access

Help and Support

Elizabeth Blackwellw Role 0 Waiting for approve! from the
Tompkin Accountable Care Security Official current Security Official(s)
Organization

Connected Organizations (0)

You are waiting for approval for the
organization(s) above.

Connect to another organization

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Connect to a Registry

Connect to a Registry if you represent a CMS-approved Qualified Registry or a Clinical Data
Registry (QCDR) and are submitting data on behalf of your clients. For additional information
on organization types, click here.

Step 1: Select Organization Type
Select Registry and click continue.

NOTE: If you are connecting to multiple organizations, you will need to complete a request for
each organization one at a time.

Helpful Hint

You will connect to a
Registry when you are a
representative of a
Qualified Registry or

T ey —

Connect to Organization

Step1of 3 QCDR
Select Organization Type Clinicians, groups and
virtual groups working
i with a Registry or QCDR
A representative of a sngle TN can request a practice role. The first .
Security Offcial will reed o provide the FTAN and NI of a singie clinician for data collection and

that is part of that practice.

submission would connect
to a Practice (or virtual

) APM Entity group as appropriate) to
A reprosentatives of an APM entity with direct reparting requiroments 1 1
IS“‘mplldSaviﬂgs Program. ch!gfnc::ﬁ:nartd Bp;:prgh:;vﬂ Prilr:-u:- VIeW data SmeItted On
G Phus) can request an APM entity rabe. The first Security Dtheial may the"‘ behalf by those

naad to pravede differant data based on madal,

vendors.

) Registry
& representative of a CME-approved registry can request a registry rolo.
Tha frsl Security Dificial will need Lo provide the Yendar BD for the reqistry.

L1 Wirtual Group

A rgpresantative of a CHS-approved virual group can ragquast aviftusal
group rade. The first Security Otficial will need to proside the TiNs of 2
participating practices,

COMNTIRUE

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Step 2: Find a Registry

Search for the registry via Tax Identification Number (TIN) or Registry name.

Connect to Organization

Step2of3

Find a Registry
To start reporting data, you'll need 1o Bnd yaur registry, You can search for a registry
using a TIN or the registry’s name,

I Search by TIN or registry namo Q I

B

Select the registry from the dropdown menu.

Connect to Organization

Step2of3

Find a Registry

To start reporting data, you'll need to find your registry. You can search for a registry
using a TIN or the registry’s name.

American College of Medical Q

American College of Medical Standards Registry

BACK CONTINUE

If you are searching by legal
business name, you can start
typing and select the practice
from the suggested potential
matches based on what you’ve
entered so far.

If you are searching by TIN, you
will need to enter the full TIN
before a match populates.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov

Monday — Friday, 8am — 8pm EST
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Once you select your Registry, click Continue to select a role.

Connect to Organization

Step2of3

Find a Registry
To start reporting data, you'll need to find your registry. You can search for a registry
using a TIN or the registry’s name.

American College of Medical Standards Registry ° Registry selected
Change oraanizatiun

S

Select the wrong Registry or
QCDR?

Click the “Change Organization”
link to update your
Registry/QCDR selection.

Step 3: Select a Role

You have two role options to select from: Staff User and the Security Official role.
For additional information on QPP Roles, click here before selecting a role.

Account Bashboard » M

Connect to Organization

Step3of3

Select a Role at AAmerican College of Medical
Standards Registry

Choose the role with the level of access you need within the QPP data reporting
system.

Report Data Manage Users
u y @ other

Add and
userst

Staff User A

Security Official A v

e

NOTE: Each organization must
have a Security Official before
anyone can request a Staff User
role or additional Security Official
roles.

If you are the first person to
request access to the
organization, you will only be
able to request the Security
Official role.

If Security Official is not the
appropriate role for you, contact
an administrator in your
organization to let them know
your organization needs a
Security Official.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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First Security Official
If you are the first Security Official, select Security Official. You will be prompted to enter
additional information for validation. For more information on this validation, click here.

Connect to Organization

Step3of3
Select a Role at American College of Medical
Standards Registry

Choose the role with the level of access you need within the OPP data reporting
system.

Report Data Manage Users
Upload and edit Quality, Agd and remove other
Promating Interopesatility, users to the organization.

and Improvament Activitias
data.

() staffuser N X

@ Security Official v v

If you are the first Security Official,
you will be automatically
approved after the requried
information you provide is
validated.

You will approve pending role
reguests from other users
requesting access to the Registry.
For additional information on how
to approve other users in your
organization, refer to the “Security
Officials: Manage Access”
document.

You chose: Security Official

There is currently ne Security Official at this registry to approve rales. Therefore, the enly
rele you can obtain at this time is a Security Official rale. Request this rale or wait for
another Security Official to gain access.

In arder te be authornized as the first Security Official at this registry, enter the registry's
TIN and Vendor 1D

REGISTRY TIN
.9 123456767

REGISTRY VENDOR ID
£ 45-2343

Did you encounter an error?

Click here

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Additional Security Official

Staff User

If there is already a Security Official at your
organization, select Security Official and click
Submit. You will not be prompted to provide additional
information.

If you are a Staff User, select Staff User and click

submit. You will not be prompted to provide
additional information.

Step 3of3

Select a Role at American College of Medical
Standards Registry

Choose the rode with the level of aocess you need within the DPP data reparting

wystem.

Rapart Data Manags Usars
Uplzad and edi Quality, Add and remave siher
Pro ot ieg IR eraELy, wBEE I 1 GIgAN EATGn
and improvement Acthities
data.

) stadt usar e %

@ Seeurity Official v o

o chinse; Secur|ty Offeial

Tor Facivie e PEIMUASIONS OF & Security DMGial, you wil nesd to be appraved by the
cirrent Security OMficial at this registry, Your reqiesstwill be submatted and will appear as
pending untl its approvad

Your Security Official role request is currently
pending.

Step3of3

Select a Role at American College of Medical
Standards Registry

Chogse the rode with the level of access you need within Lhe OPP dala regorting

Syslem.

Repart Data Manage Users
uplvad g edit Oupity. A AN Fe e AT
ProEnOing INTaraparatd iy, LHEAFE 10 The GRgEN 2o,
A IFQIGAE ment Activities
data,

@) starfuser o ;e

i " .

| Security Official w v

Wou chiosa; Staff Usar

T recesve the gerinissions of & Stall User, you will need to be appraved by the curmant

Secusily Dificial at this registry. Yous reguest will be subsmitted and will appear as pending

untidlits approwed.

What’s Next?

Your Staff User role request is currently
pending.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Error Processing Your Request?

If you receive a validation error message (Security Officials), please verify and re-enter the
required information.

If you receive a processing error, please try requesting your role again.

If either issue persists, contact the Quality Payment Program for further assistance using the
contact information at the bottom of each page of this document.

Processing Error

Sorry. we could not complete your role request. The data you entered could be
invalid. Try again or call the help desk

Step 4: Role Confirmation

Once you have completed your role selection, you will be redirected to the Manage Access
page within the QPP Reporting System to review pending role requests.

You will receive notification on the screen that displays the state of your request as well as an
email notification.

Additional Security Official

Notification Staff User Notification

First Security Official Notification

Role Confirmed Request Sent Request Sent

Ynu”.m_! HEUS ) S {_Jtﬁc.ial i You have requasted the role of You have requested the role of Staff
nmnrlc.fn Collega _°f Medical Security Official at American College User at American College of Medical
Standards Registry of Medical Standards Registry Standards Registry

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.qgov
Monday — Friday, 8am — 8pm EST
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First Security Official (Automatically Approved)

Elizabeth Blackwell

Manage Access

Performance i .
Connected Organizations (1) connest to another organization

Manage Access

Registries

) Helpand Support

American College of Medical Standards Registry
TIN: 123456643 | Vendor ID: 1234453

YOUR ROLE USERS

Security Official 1connected users

View users

Rols Confirmed

Your are now a Security Official at

American Collaga of Medical
Standards Registry

—>¢— COLLAPSE

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Additional Security Officials or Staff Users (Pending Request)

Elizabeth Blackwell

Home

(S Elgibility

5.7 Performance Feedback
Manage Access

Help and Support

Manage Access

Pending Requests (1)

Elizabeth Blackwell (You)
American College of Medical Standards
Registry

Connected Organizations (o)

Role
Security Official

b

@ waiting for approval from the
current Security Official(s)

You are waiting for approval for the

organization(s) above.

Connect to another organization

Need to find your
organization’s
Security Official(s)
Or

remove a Security
Official who'’s left
your organization?

Contact the Quality
Payment Program
using the information
at the bottom of this

page.

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Connect to a Virtual Group

Connect to a Virtual Group if you represent a CMS-approved Virtual Group. For additional
information on organization types, click here.

Step 1: Select Organization Type

Select Virtual Group and click continue.

NOTE: If you are connecting to multiple organizations, you will need to complete a request for
each organization one at a time.

Actoent Dantboard + Manage Accend

Connect to Organization

Step1of 3

Select Organization Type

L

Practice

A reprosentative of o snglo TN can request a practice rose. The first
Socurity Offcial will reed 1o provide the PTAN and NP of a single clinician
that iz part of that practios.

APM Entity

A representatives of an APM entity with drect reporing requirements
(Shared Savings Program. Hext Generation and Comprehensivi Primary
Care Pius) can request an APM entity robe. The first Secunify Ofhcial may
naad to provide diférant data based an madal,

Registry

A representative of a CMS-approved registry can request a registry role.

Thie Erst Security Official will need to provide the Yendor B for the registry.

Helpful Hints

You will need to connect to
the virtual group if you are
submitting data (or viewing
data submitted) on behalf of
the entire virtual group.

You do not need to connect
the virtual group simply
because you participate in
it.

L} Virtual Group

Arepresentative of 3 CHS-approvd virlual groud can requast a virual
group role. The first Security Official will need to provide the TiNs of 2
parlicipating prachices.

CONTIHUE

Have questions? Contact the Quality Payment Program

By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Step 2: Find a Virtual Group

Search for the Virtual Group by entering your complete Virtual Group ID and selecting
Continue.

Acenunt Dakhisand & Man

Connect to Organization

Step2of3

Identify Virtual Group

Enterin yeur virbual group’s 10 number [e.g. X12245)

VIRTUAL GROUP ID

e

Connect to Organization

Step2of3

Identify Virtual Group
Enterin your virbsal group's 1D number [eag. X12245)

VIRTUAL GROUP ID

X12323 |

T 1D you entared is invaid,

S

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Once you see your Virtual Group has been selected, click Continue to select a role.

Account Dashboard »

Manage Access

Connect to Organization

Step20of3

Identify Virtual Group

Enter in your virtual group’s ID number (e.g. X12345)

X12345 ° Virtual Group selected
2 participating practices

Change organization
el

g

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Step 3: Select a Role

You have two role options to select from: Staff User and the Security Official role.
For additional information on QPP Roles, click here before selecting a role.

b I T NOTE: Each organization

: : must have a Security Official
Connectto O rgamzatlon before anyone can request a
Staff User role or additional
Security Official roles.

Step30f3 ' If you are the first person to
Select a Role at X12345 request access to the

Choose the role with the level of access you need within the QPP data reporting 0 rg anization ’ yO uwi I I on Iy
system. be able to request the

Security Official role.
Report Data Manage Users

Uload and eatt Qualty. P If Security Official is not the

R st appropriate role for you,

e contact an administrator in
your organization to let them
Q statruser v X know your organization needs

a Security Official.
l:j Security Official \/ \/

e

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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First Security Official

If you are the first Security Official, select Security Official. You will be prompted to enter
additional information for validation. For more information on this validation, click here.

et Homa » Maraqe Acgess 1

Connect to Organization

Step 30f3

Select a Role at X12345

Chooss tha role with the lavel of accass you need within the OFF data reparting

wystem.

Repart Duta Manage Usars
Upioad anad adt GuslFy, Ard and remave othes
Promating Inteeopesbinty, usens by the organizatan
a0 mprcTEing ACITTINS
i

P

|} Staff user e x

(®) Security ficial W o

o ehose: Seeurity Official

Thereis currenthy no Security Ofical st this virtual grous to spprove mies, Therefore. the
ondyrole you can abtan at thes time 15 a Security odficial roke Fequest this roie or wat for
angthar Securily Bfcial bo gain access,

In order to b authorizad as the first Secunty O#cial at this practics, enter in TiNs fortwa
practices participating in e virtual groug.

PARTICIPATING TIN 81
F-dights 0 g. 12H56705

FARTICIFATING TIN 83
Fedligits 0 . 1ZM567RS

e

If you are the first Security
Official, you will be automatically
approved after the requried
information you provide is
validated.

You will approve pending role
requests from other users
requesting access to the virtual
group. For additional information
on how to approve other users,
refer to the “Security Officials:
Manage Access” document.

Did you encounter an error?

Click here.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST



mailto:QPP@cms.hhs.gov

Additional Security Official

If there is already a Security Official at your
organization, select Security Official and click
Submit. You will not be prompted to provide
additional information.

Staff User

If you are a Staff User, select Staff User and click
submit. You will not be prompted to provide
additional information.

Step3of3

Select a Role at X12345
Chooge the robe with the level of access you need within the OPP data regarting

system.

Repart Data Manage Users
Upload and edit Dualty. Aidd and remove cther
Promating Inferaperabiity. users ba the organlzaten
ard Improaemant sctivties
data.

] .,

| Staff User v <
@ Securlty Officlal \/’ \/

Yau chose: Seourity Official

Torecerve the permissions of a Secunty Official you will need to be approved by the
current Sacurity Officlal at this virtua! grows. Your request will be submitted and wil
appear as pending until its aporoved.

auek m

Your Security Official role request is currently
pending.

Step 3 of 3

Select a Role at X12345

Choose tha rola with tha leval of accass youneed within the QPP data reparting

systom,

Repart Data Manage Usars
updoan and edit Qualty, At BTHE TEOTVE CIhaT
Proenoting Intaraparatiiy, LEAEE 10 1 ORgANIZAG
ared Irgroyamant Activities
data

® swfuser v X

T . .

I} Security Official \/ \/

ou chose: Staff User

To receive the permissions of a Staff User, yau will nand to be approved by the currant
Security Official at this virtual group, Your request will ke submittad and will appear as
panding until it's approved,

-

What’s Next?

Your Staff User role request is currently pending.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Error Processing Your Request?

If you receive a validation error message (Security Officials), please verify and re-enter the
required information.

If you receive a processing error, please try requesting your role again.

If either issue persists, contact the Quality Payment Program for further assistance using the
contact information at the bottom of each page of this document.

Processing Error

Snrr',.l. we could not complate your role request, The data you enterad could be
invalid. Try again or call the help desk

Step 4: Role Confirmation

Once you have completed your role selection, you will be redirected to the Manage Access
page within the QPP Reporting System to review pending role requests.

First Security Official Additional Security Official

Notification Notification Staff User Notification

Role Confirmed Request Sent Request Sent

Your are now a Security Official at @  vouhave requested the rols of @ vouhave requested the role of Staff
¥12345 Security Official at X12345 User at X12345

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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First Security Official (Automatically approved)

Elizabeth Blackwell

Manage Access

Connected Organizations (1) cennectto another oraanization

Virtual Groups

X12345

2 participating practices

+Vlew participating practices

YOUR ROLE USERS
Security Offioial 1 connected users
View users

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
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Need to find your
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roanztons) sbove. information at the bottom of
the page.

Next Steps

o Repeat these steps as needed to connect to additional organizations

e Approved Security Officials will need to monitor for pending requests from other users
requesting access to their organization(s)

o Staff Users and additional Security Officials will receive an email notification when their
request has been approved

o Follow up with your organization’s Security Official if you have concerns with the length of time
it's taking for your request to be approved. Learn more.

¢ Review General FAQs or 2018 Performance Period Data Submission FAQs

FAQs
General

| can’t find my practice when | search for it. What should | do?

Try changing your search criterion — for example, perform a new search using Legal Business
Name instead of Taxpayer Identification Number (TIN), or vice versa. If that doesn’t work,
contact the Quality Payment Program using the contact information at the bottom of this page.
Please note that practice information comes from PECOS, and gpp.cms.gov receives PECOS
updates three times per year.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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What is a PTAN and how do | find it?

Each clinician has a PTAN, or Provider Transaction Access Number, associated with their NPI;
it was issued at the time of Medicare enrollment and can be found in PECOS.

1. Log into Internet-based PECOS.

2. Select "My Associates" on PECOS home page.

3. Select "View Enrollments" by applicable individual or organizational enroliment.
4. Click on "View Medicare ID Report"

5. PTAN or PTANSs is listed in Medicare ID column.

The first Security Official in the practice will need to provide the PTAN associated with an NPI in
the practice. Click the “What is a PTAN” link from Step 3 (Select a Role) for a link to PECOS.

ou chese: Security Official
There is currendly na Security Official at this practice to apprave rales. Tharefare, the anly
rode you can chtain at this time is a Security Official role. Request this role or wait for
another Secwity Official ta gain access.
Inorder ta be authorized as the first Security Official at this practice, enter the practice

or a clinician assaciated with this practice and that clinizian's PTAR.

FRACTICETIN
Fecligits p.g. 123456785

What is a PTAN?

Provider Transaction Access Number (PTAN)

Each climician has & FTAN associated with am NPl number. You received your PTAN
when you first enrollad in Medicare. You can look up your FTAM by logging into PECAOS.

Login to PECOS to find my PTAN

Who do | contact to approve my pending role request?

The first Security Official for an organization will be automatically approved when they can
provide the required validation information. Once there’s a Security Official at your organization,
that individual (and all additional security officials) are responsible for approving all subsequent
requests. If you requested Security Official or Staff User access and awaiting approval from the
current Security Official, you may need to reach out to your organization’s Security Official. If
you don’t know who your organization’s Security Official is, you can contact the Quality Payment
Program (using the information at the bottom of this page) for assistance.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST



mailto:QPP@cms.hhs.gov
https://pecos.cms.hhs.gov/pecos/login.do#headingLv1

What do | do if the information | provided for my Security Official role request could not
be validated?

If you receive a validation error message (Security Officials), please verify and re-enter the
required information.

If the issue persists, contact the Quality Payment Program for further assistance using the
contact information at the bottom of each page of this document

What do | do if a Security Official has left my organization?

You can contact the Quality Payment Program using the information at the bottom of this page
to have a Security Official removed if they have left your organization.

What do | do if the current Security Official denied my role request?

If you believe your request was denied in error, you can submit another request.

How can | change my role for an organization?

If you need to update your access from Security Official to Staff User (or vice versa), please
contact the Quality Payment Program for assistance using the contact information at bottom of
each page of this document.

Our CPC+ Practice Site includes multiple TINs, and | will be the first Security Official.
Does it matter which TIN and NPI that | enter for verification?

No, you can provide any TIN/NPI combination that’s associated with your Practice Site ID.

2018 Performance Period Data Submission

A third party is submitting my data for me. Do | need to do anything?

We strongly encourage clinicians and representatives of a group, virtual group or APM Entity to
sign in to gpp.cms.gov during the submission period and verify the data submitted on their
behalf. This will allow clinicians and practice representatives to work with the third party to
correct any errors before the submission period closes. Data submission errors found after the
submission period closes cannot be corrected.

We are an EHR (or other health IT) vendor. What do we need to do?

You will need to complete the Connect to an Organization process for each practice, virtual
group or APM entity you represent.

We participate in a Shared Savings Program ACO. What do we need to do?

Shared Savings Program ACOs (all tracks) must submit their Quality data at the ACO (APM
Entity) level.

o Arepresentative of the Shared Saving Program APM Entity will need to be able to sign in
to gpp.cms.gov so that they can submit Quality data through the CMS Web Interface at
the ACO level. This representative will choose APM Entity as the organization type,

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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Shared Savings Program as the model, and request the Staff User or Security Official role.
Each ACO must have a Security Official before anyone can request a Staff User role or
additional Security Official roles.

Practices participating in the Shared Savings Program must submit their Promoting
Interoperability data at the group (Practice) level.

e Arepresentative of your practice (i.e. a single TIN participating in the larger ACO entity)
will need to be able to sign in to gpp.cms.gov to submit this Promoting Interoperability data
at the group level or view data submitted on your behalf by a third party. The
representative should choose Practice as the organization type and request the Staff User
or Security Official role.

We participate in the Shared Savings Program and CPC+. What do we need to do?

Shared Savings Program ACOs (all tracks) must submit their Quality data at the ACO (APM
Entity) level.

e Arepresentative of the Shared Saving Program APM Entity will need to be able to sign in
to gpp.cms.gov so that they can submit Quality data through the CMS Web Interface at
the ACO level. This representative will choose APM Entity as the organization type,
Shared Savings Program as the model, and request the Staff User or Security Official role.

Practices participating in the Shared Savings Program must submit their Promoting
Interoperability data at the group (Practice) level.

o Arepresentative of your practice (i.e. a single TIN participating in the larger ACO entity)
will need to be able to sign in to gpp.cms.gov to submit this Promoting Interoperability data
at the group level or view data submitted on your behalf by a third party. The
representative should choose Practice as the organization type and request the Staff User
or Security Official role.

CPC+ practices must submit their Quality data at the Practice Site (APM Entity) level.

¢ A representative of the CPC+ APM Entity will need to be able to sign in to gpp.cms.gov so
that they can submit data for the Quality performance category at the ACO level. This
representative will choose APM Entity as the organization type, CPC+ as the model, and
request the Staff User or Security Official role.

Our virtual group includes clinicians in a MIPS APM. What do we need to do?

The virtual group only has the responsibility of meeting the reporting requirements for the virtual
group. The virtual group’s submission will not satisfy any reporting requirements for MIPS APM
participation or MIPS scoring under the APM scoring standard.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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The virtual group needs to aggregate and submit data for all clinicians within the virtual group
for the Quality, Promoting Interoperability and Improvement Activities performance categories
just like any other virtual group.
e The virtual group will need to be able to sign in to gpp.cms.gov to submit their data or view
data submitted on behalf of the virtual group by a third party. (See Connect to a Virtual

Group.)

Clinicians participating in a virtual group do not need to submit data outside of the virtual group
at the individual or group level to meet virtual group reporting requirements.

Please refer to this FAQ for more information on the roles and access needed for MIPS APM
data submission.

Our practice participates in a MIPS APM and our clinicians are scored under the APM
scoring standard. What do we need to do?

You will need to complete the Connect to an Organization process, selecting Practice as the
organization type, in order to submit any individual or group-level data necessary for your MIPS
APM patrticipation, such as Promoting Interoperability measure data. (See Connect to a
Practice.)

For MIPS APM participation, the APM Entity will submit Quality data on behalf of all eligible
clinicians in the APM Entity group.

o Medicare Shared Savings Program ACOs, Next Generation ACOs, and CPC+ practices
will need to be able to sign in to gpp.cms.gov to submit Quality data on behalf of the APM
Entity or view data submitted on their behalf by a third party. (See Connect to an APM

Entity)

We are a single TIN ACO. How will we submit our Quality data at the entity level and our
Promoting Interoperability data at the group level?

Because you will need access to your organization as both a Practice and an APM Entity, you
will need to complete the Connect to an Organization process twice — one time selecting
Practice as your organization type, and a second time selecting APM Entity as your
organization type.

Additionally, CMS has a list of single TIN ACO organizations, which will allow the first Security
Official requesting the APM Entity access to complete the request by providing a single TIN for
verification.

If you are an existing user with EIDM credentials associated with a single TIN ACO, you should
see your organization listed both as an APM Entity and as a Practice on the Manage Access

page.

Have questions? Contact the Quality Payment Program
By Phone: 1-866-288-8292 (TTY: 1-877-715-6222) or By Email: QPP@cms.hhs.gov
Monday — Friday, 8am — 8pm EST
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