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MOTION TO SUPPRESS EVIDENCE OBTAINED FROM A 
GEOFENCE GENERAL WARRANT




John Xxxx, through counsel, moves the Court to suppress evidence that law enforcement obtained pursuant to a warrant authorizing state police to obtain the cell phone location information of xx Google users who happened to be in the vicinity of a crime scene on xx.  This geofence warrant is an unlawful and unconstitutional general warrant that is both overbroad and lacks the particularity required by the Fourth Amendment and Article II, section 7 of the Colorado Constitution.  This Court should therefore suppress all evidence obtained from the warrant and all fruit of the poisonous tree, including the identification of John XXXX. 

1.	Law enforcement obtained Mr. XXXX’s cell phone location information from Google using a geofence warrant.  A geofence warrant requires Google to produce data from all devices using Google services within a geographic area during a given window of time.  But unlike a typical warrant for location data, this geofence warrant did not identify Mr. XXXX in any way.  In fact, it did not identify any of the XX people whose personal information was searched by Colorado state police as a result.  Instead, the warrant operated in reverse:  it required Google to identify a large cache of deeply private data—held in the “Sensorvault”—and then allowed police the discretion to obtain private information from devices of interest.  This is a general warrant, and is prohibited by the Fourth Amendment and the Colorado Constitution.

2.	Colorado police obtained a warrant to search Sensorvault data, presumably because they recognized, correctly, that such information is intensely private and constitutionally protected.  Like the cell site location information (“CSLI”) in Carpenter v. United States, 138 S. Ct. 2206, (2018), cell phone users constantly generate Sensorvault location information be either (1) using devices running Google’s software (“Android” phones) or (2) interacting with Google services (Maps, Gmail, Search, Youtube, etc.).  Jennifer Valentina-DeVries, Tracking Phones, Google Is a Dragnet for the Police, N.Y. TIMES (Apr. 13, 2019), https://www.nytimes.com/interactive/2019/04/13/us/google-location-tracking-police.html.  As in Carpenter, users have a reasonable expectation of privacy in their location data, which is sensitive and revealing of the “privacies of life.” 138 S. Ct. at 2214.  In fact, the location data available in Google’s Sensorvault is even more precise than the data in Carpenter.  Google can pinpoint an individual’s location to within five feet compared to “a few thousand meters” for cell site location data.  See Jerry Grant, Cell Site Analysis (Live Demo), Federal Public Defender’s Office Training Materials, 10 (Mar. 7, 2015), https://www.fd.org/docs/training-materials/2015/tecm2014/plenary-materials/cell-site-analysis-%28jerry-grant%29/cell-site-analysis---grant.pdf?sfvrsn=6.  

3.	The fact that law enforcement obtained a warrant does not save the search from constitutional infirmity.  This is no ordinary warrant.  It is a general warrant purporting to authorize a classic dragnet search of every Google user who happened to be near LOCATION OF THE CRIME SCENE.  
This area surrounding this address is a densely populated urban environment.  Within the XX meter geographic area is:  psychiatrist office, plastic surgeon, abortion clinic, strip club, criminal defense attorney office, by-the-hour motel, the union meeting location, mosque, synagogue, church, gay bar?  If possible, identify the number of houses in the area.  

This is the exact kind of investigatory tactic the Fourth Amendment and the Colorado Constitution are designed to guard against.  See United States v. Knotts, 460 U.S. 276, 284 (1983).

FACTS

4.	Geofence warrants compel Google to produce location information about devices using Google technology within a geographic area during a given timeframe.  In this case, the government requested data from Google regarding all Google devices that were within XXX meters of the CRIME SCENE, during a XX-hour period.  

5.	The warrant describes a three-step process. First, Google provided “anonymized information” about all Google users in the area between XX and XX time period, including a numerical identifier for the account, type of account, time stamped location coordinates and the data source.  CITE WARRANT.  This initial search affected XX unique Google users, yielding XXX location points over time period.  Law enforcement then reviewed the data and attempted to narrow down the list based on other known information.  CITE WARRANT.  (The police may have submitted a letter to Google for additional data outside the scope of the warrant, if so include).  Finally, police returned to Google once again to obtain identifying account information for XX users, including usernames, subscriber information, as well as all email addresses, electronic devices, and phone numbers associated with the accounts.  CITE WARRANT.

ARGUMENT

	6.	A geofence warrant, like the warrant in this case, is a general warrant, repugnant to the Constitution.  It is the epitome of the “dragnet” law enforcement practice that the Supreme Court so feared in Knotts, 460 U.S. at 284, sweeping up the location data of untold innocent individuals in the hopes of finding one potential lead.  It is inherently overbroad and lacking particularity by design.  Such a warrant is void from inception and is no warrant at all.  See United States v. Krueger, 809 F.3d 1109, 1123-24 (10th Cir. 2015) (Gorsuch, J. concurring).  

Cell Phone Users Have A Reasonable Expectation of Privacy in Their Location Information

	7.	To determine whether individuals reasonably expect information to remain private, the Supreme Court has crafted a “twofold requirement, first that a person have exhibited an actual (subjective) expectation of privacy and, second, that the expectation be one that society is prepared to recognize as reasonable.”  Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J. concurring); see also Carpenter, 138 S. Ct. at 2219 (applying the Katz analysis to determine that users have a reasonable expectation of privacy in their cell site location information).  Cell phone location information is highly sensitive, as shown by the watershed decision in Carpenter, and this classification applies to Google’s Sensorvault location data as well.

	8.	The fact that Google, a third-party service provider, collects and maintains this location information does not diminish an individual’s expectation of privacy in it.  Carpenter, 138 S. Ct. at 2220.  While the third-party doctrine stands for the general proposition than an individual has a reduced expectation of privacy in information knowingly shared with another, the rule is not “mechanically” applied in the digital age.  Id. at 2219.  To do so would fail “to contend with the seismic shifts in digital technology that made possible the track of not only [Mr. XXX’s] location but also everyone else’s.”  Id.  In Carpenter, the Court rejected the government’s contention that the third-party doctrine applied to cell-site information.  The same holding applies to cell phone location data acquired through Google.  The Court provided two main rationales for its decision:  (1) cell-site location information is qualitatively different from types of business records to which the doctrine may apply based on its revealing nature, and (2) users do not voluntarily share their cell-site location information with their service provider.  Id. at 2219-20.  These two rationales apply with equal force to the location information Google stores, as such the third-party doctrine is inapplicable.

Geofence Warrants Are Unconstitutional General Warrants

	9.	A geofence warrant is a modern-day incarnation of the historically reviled general warrant.  Without the name or number of a single suspect, and without ever demonstrating any likelihood that Google even has data connected to a crime, law enforcement invades the privacy of tens or hundreds or thousands of individuals, just because they were in the area.  Cf. Sibron v. New York, 392 U.S. 40, 63-64 (1968) (holding that “[t]he suspect’s mere act of talking with a number of known narcotics addicts over an eight-hour period” did not give rise to either reasonable suspicion or probable cause to search him).

	10.	With a geofence warrant the government no longer needs to identify a suspect.  Instead, “[w]ith just the click of a button, the government can access [Google’s] deep repository of historical location information at practically no expense.”  Carpenter, 138 S. Ct. at 2218.  Because of the ubiquity of Google software on cell phones, Sensorvault includes location data on almost all the 400 million devices in the United States—“not just those belonging to persons who might happen to come under investigation,”  meaning that “this newfound tracking capacity runs against everyone” who uses Google.  Carpenter, 138 S. Ct. at 2218.

Geofence Warrants Cannot Satisfy the Probable Cause or Particularity Requirements

	11.	Geofence warrants are intentionally overbroad.  In contrast to warrants authorizing the acquisition of location data about one single individual suspected of a crime, geofence warrants identify all Google users merely due to their proximity to a crime scene.  But as the Supreme Court has held on more than one occasion, “a person’s mere propinquity to others independently suspected of criminal activity does not, without more, give rise to probable cause to search that person.”  Ybarra v. Illinois, 444 U.S. 85, 91 (1979) (citing Sibron, 392 U.S. at 62-63); see also United States v. Di Re, 332 U.S. 581, 587 (1948).  Consequently, the lack of individualized suspicion for any of the individuals Google data users searched renders the warrant unconstitutional.  While it would be difficult to establish probable cause for the location information of every Google user near Crime Scene, the convenience of gathering location information on all those individuals with one warrant does not obviate the requirements of the Fourth Amendment.  Riley, 134 S. Ct. at 2493; Carroll v. United States, 267 U.S. 132, 153-54 (1925) (“It would be intolerable and unreasonable if a prohibition agent were authorized to stop every automobile on the change of finding liquor, and thus subject all persons lawfully using the highways to the inconvenience and indignity of such a search.”).  Thus, this warrant lacks probable cause.

	12.	 Similarly, a geofence warrant is not remotely particularized.  The purpose of the particularity requirement is to prevent general warrants, which it does by “limiting the authorization to search the specific areas and things for which there is probable cause to search.”  Maryland v. Garrison, 480 U.S. 79, 84 (1987).  Importantly, “nothing is left to the discretion of the officers executing the warrant.”  Stanford v. State of Texas, 379 U.S. 476, 485 (1965).

	13.	Geofence warrants leave the question of whose data to search and seize almost entirely to the discretion of the executing officers.  It does not “particularly describe the things to be seized,” let alone identify the name of a single suspect Google user, phone number, or account.  Dalia v. United States, 441 U.S. 238, 255 (1979).  Instead, it identifies Google headquarters as the place to be searched and requests location data from all Google users near a given location.  Although the data is “anonymized” initially, it does not stay that way.  Rather, the warrant leaves it up to the police to narrow down the list by some unknown or unstated method.  CITE SEARCH WARRANT.  Law enforcement agents engage in multiple rounds of back-and-forth with Google—not the independent magistrate—to decide whose data to review.  Paired with the sweeping scope and absence of probably cause, the lack of particularity in geofence warrants render them unconstitutional.

This Geofence Warrant is Overbroad and Lacking Particularity

	14.	Even if geofence warrants are not categorically impermissible, the warrant obtained in this case is unconstitutional.

	15.	First, Colorado police did not have probable cause to believe that the CRIME was done by a Google user.  There is no evidence to indicate that a suspect used an Android phone or that he or she used a Google service within the initial XX-hour window identified in the warrant.  This application cites the general popularity of cell phones, but does not provide any facts to suggest that Google specifically would have data pertaining to the perpetrator of this crime.  CITE SEARCH WARRANT.  

16.	Second, the warrant does not specify which Google accounts to search, presumably due to the lack of probable cause to search any specific Google user.  Even the XXX-meter radius is not sufficiently particular.  Rather than request data for just the CRIME SCENE, the warrant included homes, churches, etc.  Furthermore, a three-step, back-and-forth process with Google is not a substitute for particularity.  Instead, it is an unconstitutional delegation of discretion to the executing officers.  The issuing court had no information on how many people were likely to be affected.  The court also had no role in deciding which of those people would be subject to further search, outside the initial area, wherever they happened to be.  DOUBLE CHECK TO ENSURE THIS WARRANT DID THIS.  Finally, the court had no role in deciding which or how many people would have their data deanonymized and searched further still.  The warrant left everything up to the discretion of the executing officers.

The Good Faith Exception Does Not Apply

17.	Under the good faith exception to the exclusionary rule, evidence derived from an unconstitutional search should not be suppressed when it is obtained in reliance on a facially valid warrant.  United States v. Leon, 468 U.S. 897 (1984).  The Supreme Court emphasized, however, that “in some circumstances the officer will have no reasonable grounds for believing that the warrant was properly issued.”  Id. at 922-23.  There, the good faith exception would not apply, and suppression would be appropriate, “if the officers…could not have harbored an objectively reasonably belief in the existence of probable cause.”  Id. at 926.  Suppression is also appropriate where “a warrant may be so facially deficient—i.e., in failing to particularize the place to be searched or things to be searched—that the executing officers cannot reasonably resume it to be valid.”  Id.

18.	Here, a reasonable law enforcement officer could not have presumed that such an overbroad, unparticularized warrant would be valid.  The police knew it did not have a suspect.  Instead, it sought every Google user’s location data near CRIME SCENE—with no evidence that any suspect had ever used Google.  They then exercised complete discretion in deciding which accounts to search further, deanonymize, and obtain additional information about.  The deficiencies of this geofence warrant are readily apparent, making the good faith exception to the exclusionary rule inapplicable.

CONCLUSION

19.	This Court should treat the geofence warrant here as any other general warrant:  repugnant to the Constitution.  Geofence warrants are an unprecedent expansion of the government’s surveillance capabilities.  The location data is sensitive and deeply revealing.  The warrant cannot survive the probable cause and particularity requirements of the Fourth Amendment and the Colorado Constitution.  Finally, because the good faith exception does not apply, this warrant is unconstitutional and we therefore request that its fruits be suppressed.  




				
Attorney for Defendant





CERTIFICATE OF SERVICE

	I hereby certify that on the		th day of December, 2020 a true and correct copy of the forgoing MOTION TO SUPPRESS EVIDENCE OBTAINED FROM A 
GEOFENCE GENERAL WARRANT was deposited in the First Class U.S. Mails, postage prepaid, addressed as follows:


Office of the District Attorney
4000 Justice Way
Suite 2250
Castle Rock CO 80104
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COURT’S ORDER RE: MOTION TO SUPPRESS EVIDENCE OBTAINED FROM A GEOFENCE GENERAL WARRANT




	This Matter, having come before the Court on the Defendant’s Motion, after review of the Defendant’s Motion, the Court’s file and otherwise being duly advised on the premises, the Court does hereby:

	℃	Grant

	℉	Deny

the Defendant’s Motion and further Orders: 							

													


________________										
Dated								District Court Judge
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