
It’s hard to imagine that a simple “Hey 

Cortana” can unleash malware onto 

your locked computer. Researchers have 

recently discovered that Android device 

voice assistant Cortana is an unwitting 

helper to hackers. 

With the popularity of mainstream virtual assistants like 
Siri and Alexa, Cortana was a welcome member of the 
club until now. Since they were introduced, many users 
question the concept behind virtual assistants and just 
how secure they really are. With some believing they 
intrude into our privacy, few were concerned that virtual 
helpers could assist hackers, especially when a device 
is locked.
 
Enter Cortana. Researchers have recently found 
Windows 10 at the heart of the problem. There’s a flaw 
in the operating system allowing Cortana to respond 
to voice commands even though a device is locked. 
It may not sound like much, but when a hacker is the 
one making the commands, it’s a big concern. The flaw 
allows the browser to be voice-directed to unsecured 
websites where malware is installed onto the device. 
The infected computer can then be used as a road map 
to other devices on the same system and infect them 
as well. Think Wi-Fi hotspots and the threat becomes 
quite real.

The good news is that this Cortana hack is not easy to 
pull off. Using Cortana, a hacker needs physical access 
to your device, a live spoken command, and a USB cord 

to make it work. If a hacker manages to have all three 
of these requirements at the same time, it’s a home run.

Researchers have notified Microsoft about the Cortana 
weakness and they have agreed to address it. Microsoft’s 
first step was running Cortana’s internet requests 
through Bing. They have also decided to no longer 
allow browsing from a locked device. Until Microsoft 
addresses this situation with everyday users, there are 
a couple of simple preventions one can take. It’s no 
guarantee, but any help is welcome.

• Make sure your device is not accessible by others 
who shouldn’t have it. If you’re in a public place 
and need to step away, make sure to lock it up with 
a password before leaving. Of course, don’t leave it 
sitting without someone trustworthy watching out 
for it.

• Set your device to lock and require a password 
after being inactive for a short period of time. Don’t 
underestimate the cybercriminals. They can load 
malware onto a device literally, within seconds.

• On your device, turn off the option for Cortana 
to respond even if the screen is locked. You can 
disable that “Lock Screen.” This can be done under 
“Settings,” “Cortana,” and then under “Talk to 
Cortana.”
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