
Your safety is Priority #1 here at Blackhawk 

Bank. Together (it’s imperative that you 

heed the precautions!), we can combat 

the devious ways that fraudsters and 

cyber crooks attempt to wreak financial 

havoc in our lives.

 
Security Chipped Debit Cards 
Chipped cards combat counterfeiting by assigning a 
one-time secure code for each in-person transaction.  
Your card also has a magnetic stripe for use at terminals 
that aren’t chip-enabled. Caution: You don’t have 
greater protection when using a chipped debit card 
for transactions that are not made in person, nor at 
terminals that aren’t chip enabled. 

When making recurring payments from 
your Checking Account, follow these 
safety recommendations: 

Use Bill-Pay Service: In NetTeller Online Banking, you 
can set up payments on a recurring basis, or for one-
time. 

Account Debits: Use your checking account number 
(NOT your Debit Card number) and Blackhawk Bank’s 
Routing Number, which is 275971854. Instruct service 
providers to auto-debit your checking account for 
monthly payments of utilities, phone, subscriptions, etc. 
It’s the safest method to use! 

Pay for online purchases with a credit card 
rather than a debit card.  By doing so, you remove 
the opportunity for a fraudster to drain your checking 
account!

Fraud Alert Systems 
Blackhawk Bank’s Automated Debit Card Fraud Alert 
System can quickly identify transaction activity that 
falls outside your normal debit card usage and contact 
you to determine if it is, or is not, fraud. 

The system will send you an Email; if you don’t respond 
within one minute, a Text Alert will be sent.
 
If you don’t reply to the Text within five minutes, you’ll 
receive an Automated Phone Call. There’s no need to 
enroll; this service is automatic for all Blackhawk Bank 
Debit Card clients.

Another line of defense: BHB Guardian allows you 
to enroll your debit card(s) so you can receive and 
respond to text alerts when certain actions trigger an 
alert.  Learn more and enroll for this FREE service.

The ultimate Identity Theft Protection Package is Watch 
Dog Checking. It’s loaded with everything you expect 
in a checking account plus Identity Theft Protection & 
Resolution Services when you enroll for ID Protect. 

Call the Bank If you’re traveling beyond your normal 
area. The fraud detection center then knows it’s you - 
not a crook - using your debit card. Call Client Services 
@ 866.771.8924.

Protection Tips for Your Mobile Device
Learn more here.
 

Secure Email
We provide a site through which sensitive information 
can be shared. Everything you send through our secure 
email site is automatically encrypted to protect identity 
and information.  Go to Blackhawk Bank’s Secure Email 
Message Center.
 

Store Valuables in Our Vault
For a theft and fireproof place to store important 
documents, collections, jewels and other valuables, 
Blackhawk Bank offers Safe Deposit Boxes, stored 
inside a vault. Boxes range in size.  Learn more. 

Insured Deposits
The FDIC is an independent agency of the US 
government that protects against the loss of insured 
deposits if an FDIC-insured bank or savings association 
fails. FDIC insurance covers funds in deposit accounts, 
including checking and savings, money market deposit 
accounts and certificates of deposit (CDs) up to the 
insurance limit. 

Coverage is automatic. If you and your family have 
$250,000 or less in all of your deposit accounts at the 
same insured bank you don’t need to worry about your 
insurance coverage — your deposits are fully insured. 

A depositor can have more than $250,000 at one 
insured bank and still be fully insured, provided the 
accounts meet certain requirements. Learn more here.

Keeping You Safe

https://www.blackhawkbank.com/assets/files/5WfBSvoV/2017/02/08/Blackhawk%20Bank_Fraud%20Alert%20Info_2.2017.pdf
https://www.blackhawkbank.com/assets/files/hx6a9oXc/2017/01/04/BHBGuardian_1.4.2017.pdf
https://www.blackhawkbank.com/consumer-safety
https://www.blackhawkbank.com/assets/files/8aEdjSxG/2017/01/31/WatchdogCheckingRevised-1.2017.pdf
https://web1.zixmail.net/s/login?b=blackhawkbank
https://www.blackhawkbank.com/personal/checking
https://www.blackhawkbank.com/consumer-safety

