Wire Transfer Scheme Targets Mortgage Payoffs, Secret Service Warns
May 25, 2021
The U.S. Secret Service issued an advisory warning of a drastic increase in wire transfer fraud related to real estate transactions and mortgages.
According to the alert, cybercriminals impersonate lenders with the intent to elicit payment of mortgage payoffs. The Secret Service said the criminals send fictitious or altered mortgage payoff statements to title companies.
The Secret Service provided the following tips to help prevent the fraud:
1. Update policies and procedures to ensure proper verification of information before releasing funds.
1. Independently obtain mortgage payoff statements and confirm with verified and trusted sources.
1. Independently verify the authenticity of information included in correspondence and statement.
1. Do not rely on third parties, such as mortgagors or other transaction participant, for information.
1. Restrict wire transfers to known and previously verified accounts.
1. Pay using checks when the information cannot be independently verified.

What is payoff fraud?
Payoff fraud is when fraudsters impersonate a lender or another title company to receive the funds from disbursement after the settlement process, either from refinancing or the sale of a property. Fraudsters use common tactics found other wire fraud scams to send a falsified payoff statement with wiring instructions to the targeted settlement agent.
Some experts predict payoff fraud will “dwarf the buyer-side fraud because there is so much more money moving on payoffs to mortgage companies than there are seller proceeds after close.” This is especially true for those agents working on commercial real estate deals. The fraudsters know it and formulate ways to insert themselves into the transaction. 
How do cybercriminals commit payoff fraud?
The usual phishing and social engineering are part of the payoff fraud scheme, but they also create elaborate spoofed portals and pose as individuals involved in the transaction, usually the lender or mortgage holder. 
The internet has made our lives easier in a lot of ways, and it’s made doing business more transparent and accessible. Unfortunately, the accessibility and transparency that the internet provides mean that cybercriminals have all the information they need to pose as an entity’s website and impersonate an individual that’s part of your upcoming transaction. 
Spoofed Portals
A spoofed portal or website is a page that mirrors another site’s URL and page content. Unsuspecting victims are usually lead to these sites by clicking on a link in an email that looks like a legitimate communication from a financial institution or another title company. If a company hasn’t taken proper cybersecurity precautions, it’s also possible for hackers to gain access to the site itself and redirect visitors to a fake site where the criminals capture sensitive information like social security numbers and bank account routing numbers.
 
Fraudsters will often redirect settlement agents going to a bank or lender site to request a payoff letter to a spoofed site. Here they will download a falsified document with fake wiring instructions. 
Spoofing of treasury management platforms is another way in which fraudsters gain access to your account information and then proceed to drain out all the money. 
Faxes should also not be considered safe. Many companies use online faxing services, whose URL can also be easily spoofed. Only use online faxing companies with secured lines that encrypt transmitted data and stored pages. Follow the same best practices for password protection for your fax accounts as you would for your email accounts. 
Falsified Identity
Verification of identity over the phone is always considered good practice, but there are ways that fraudster can even intercept calls and fool you into thinking you’re speaking to someone you aren’t. Technology is sometimes working against us. The app, SpoofCard, is touted as a popular way to “protect your privacy every call.” While it’s absolutely illegal to use these kinds of apps to intentionally defraud someone, that doesn’t stop criminals from using it for nefarious purposes. They’ll be prosecuted should they ever be caught, but catching cybercriminals is nearly impossible. 
To prevent being the victim of a spoofed call, never wire instructions based off a call you received. Instead, always be sure you are the one to place the call based on the original contact information you have from the lender or title company. Be sure to always follow up with the party after placing the wire to make sure the funds were received. If possible, pay the lender or title company an office visit in person to confirm. 
How do we stop payoff fraud?
The same way we prevent any type of fraud. Tom advises that after the identity of all the parties involved is verified, title companies should be: 
1. Educating buyers and sellers
1. Training their staff on how to spot a phishing attempt or social engineering scam
1. Leveraging technology to stop attempts
Title agents and attorneys should do more to protect the consumer, especially those who are first time buyers, from being defrauded through education.  Perhaps this summary will be the first step for you in the process.
 

