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Tips for Productive Working from Home

« Start and end your workday on purpose
« Eat and drink regularly and healthily

« Work regular breaks into your routine
« “50+10" minute rhythm
« Schedule longer breaks (2@30 minutes each) and Lunches (60 minutes)

« Create a workspace that works for you

* Make sure you have the equipment and supplies you need

« Connect with co-workers for business and social conversations
* Plan tomorrow at the end of today

* Reach out when you need help and support



INNIINININNnInnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnononbnanan

Tips for Managing Remote Employees

 Follow the “Tips for Productive Working from Home”"

* Make sure your people have the tools they need

* Plan more carefully than ever with detailed weekly plans

« Do a daily team check-ins to ensure alignment

« Use a tfeam messaging system and keep it running all day

- Offer virtual tfeam work sessions

« Create a new culture

« Foster Solidarity and Inclusion

« Reset expectations and allow a new work rhythm to emerge

* Make incremental changes for remote work as a permanent option



* (1) Challenges to Managing a Remote Workforce:
* Lack of In-Person Supervision
« Distribution of Information
* Increased Distractions/Decreased Productivity

« Overcoming Social Isolafion & Motivation Issues

* (2) Best Practices for Virtual Meetings

TODAY’S * (3) Harnessing Opportunities for Increased Company

Performance

Agenda
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Lack of

In-Person
Supervision

Challenges:

Current Management Systems & Controls Often Require in-person
interaction

Informal Meeting Structure & Organizational Processes are
ineffective

Loss of Focus on Individual Management

How to Address the Challenge:

Review Each Department & Establish Weekly/Daily Meeting
Structure

Use Forms, Checklists, & Formatted Meeting Minutes to Ensure
Required ltems are Discussed and Transparent

Review an Organizational Chart, Document Management Controls
and Distribute to Managers & Front-Line Employees

Establish One-on-one meetings between supervisors & front-line
employees. Require that these check-ins are documented.
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Distribution of

information

Challenges:
- Difficulty in Keeping Entire Organization Systematically Informed
« Avoiding Redundant Communication while Overcommunicating

How to Address the Challenge:

« Requiring Weekly Individual Check-ins will ensure miscommunication is
avoided

« Form a Small Task Team to Disseminate Company Information
« Communicate Swiftly and Cohesively.
* Do your Ground-Work, Communicate with Your Managers!

« Provide Regularly Scheduled Company Wide Updates (even when
there is no update)

* Make these updates interactive and use video conferencing when
available
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Increased
distractions

& decreased
productivity

Challenges:
- Engaging Employees in Value-Add Activities
« Maintaining Focus amidst at home distractions

« Holding Employees Accountable to Productivity Expectations

How to Address the Challenge:

* Focus on Employee Development & Training Programs

Engage Employees in Special Projects & Company Initiatives

Utilize Increased Reporting for Daily Goal Setting & Task
Management

Set Higher Expectations for Systems Responsibilities.

Reinforce Company Schedules & Daily Rituals (Company Wide),
Allow for Communicated Flexibility (Individually)
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Social isolation

& motivating
your people

Challenges:

Lack of In-person Social Interaction
Managing Individual Stress, Anxiety, and Fear
Maintaining a Highly Cohesive Team
Maintaining Employee Retention & Loyalty

How to Address the Challenge:

Engage in Social Team-Building Exercises
Understand & Practice Your Understanding of What is Happening “Off Screen”

Establish Employee Appreciation Programs that Support Current Personal
Challenges

Support Key Personnel and Supervisory Managers through Training on topics such
as Emotional Intelligence and Senisitivity

Provide Key Personnel and Supervisory Managers with a defined escalation path
as issues arise.

Communicate internal (and external) resources for employees
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Best practices for holding remote meetings:

« Establish Ground Rules & Group Norms

« Examples — define roles & responsibilities / should we be conducting other work while in
the meetinge / do we require video conferencinge

« Test tfechnology beforehand & ask others to enter roughly 5§ minutes prior to
beginning of meeting

 Fill in “Watercooler Talk” with casual conversation prior to beginning meeting. Do
not just jump into the agenda.

* Increase communication touch points through structured meeting follow-up

« Rely on a proactive structure for meeting regularity and abandon a reactive
stfructure
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Productivity — Teleworkers are an average of 35-40% more
productive than their office counterparts and have measured an
output increase of at least 4.4%.

“Never let a
good crisis go to
waste”

-Winston churchill

Performance — With stronger autonomy via location
independence, workers produce results with 40% fewer quality
defects.

Engagement — Higher productivity and performance combine to
create stronger engagement, or in other words, 41% lower
absenteeism.

Retention — 54% of employees say they would change jolbs for one
that offered them more flexibility, which results in an average of
12% turnover reduction after a remote work agreement is offered.

Profitability — Organizations save an average of $11,000 per year

per part-time telecommuter, or 21% higher profitability.

Forbes, 2020
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secure connections and why they are important




MALICIOUS EMAIL PER USER BY ORGANIZATION SIZE (YEAR)
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Budget — SMB’s Spend 10% Of Their Annual Budget On
IT (Including Support). They Can’t Afford A $40,000
Firewall And CISO On Staff.

Low IT Skill Level or No Support Unless Something
Breaks

Aging Equipment And Unpatched Devices

Owners Wear Many Hats and Don’t Focus On Security
SMB’s Don’'t Believe it Will Happen to Them

SMB’s Believe Their Data is Not Valuable

SMB'’s Far Behind Enterprise in Educating Employees

Who are the victims?

24% I
of breaches affected healthcare organizations

15% .
of breaches involved accommodation and food services

14%
were breaches of public sector entities

58% I——

of victims are categorized as small businesses

—

Source: Verizon 2018 DBIR Report
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Cybercrime on the Dark Web
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"~ Medical rec:’ohl'\s .
4 Financial records
" Legal documents
Some scientific reports
Some governmeﬁt reports
Subscription-only information
Some organization-specific
. repositories 1

TOR
Political protest

Drug trafficking and other
illegal activities

19 Minutes to Escalation: Russian Hackers
Move the Fastest
New data from CrowdStrike's incident

investigations in 2018 uncover just how quickly
nation-state hackers from Russia, North Korea,

96% of China, and Iran pivot from patient zero in a target
content on organization.

5> Executive Editor
the Web
(estimated)

Stolen Credentials Are Sold Here




Cybercrime on the Dark Web

& Stu Sjouwerman
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The latest data from ransomware recovery

vendor, Coveware, outlines the current state of

the cost, duration, and recovery rate of

ransomware attacks today.

Many organizations still think ransomware is
merely a nuisance, impacting only a few
machines and requiring only restoring backups
to address. But the Coveware Q2 Rans

etplace Report tells a different story.

& c @ zdnet.com/article/ransomware-cybercriminals-are-adding-a-new-twist-to-their-demands/ ) * ¢ m O 0

Unleash Al in your budgeting and forecasting with IBM Planning Analytics Learn more >
powered by TM1
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CLOUD

Al  SECURITY

| MusT READ: How coronavirus may accelerate the future of work

= Ransomware: Cybercriminals are adding a hew
twist to their demands

Pay the ransom or we'll leak your data is the latest trend, warns
cybersecurity company.



— CYBERCRIME PRICE LIST
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Threat Vectors

=,

Phishing, Web & Ransomware

o

Compromised Credentials

O

Weak Passwords

XY
A

Trust Relationships & Propagation

i)

Poor Encryption

&

Unpatched Vulnerabilities

\\

Misconfigurations

i

Malicious Insiders

®

Zero Day & Unknown Methods



Don’t Be Click Happy

=l ’T‘ J, S [EXTERNAL] Be Cloud Ready! - Message (Plain Text) = - O *

File Message Help Acrobat Q Tell me what you want to do

s B o =5 4 [@ [F [ » Q W

< Al -
. Delete Archive Dl . Quick Move  Tags Editing Speech Zoom  Report Insights
> Forward 9 Steps ~ M v - M Message ~
Delete Respond Quick Steps & Zoom Protection

[EXTERNAL] Be Cloud Ready!

A a".m

To Joy Beland

€ Reply % Reply All —> Forward

Mon 3/16/2020 7:06 AM
Retention Policy Junk Email (30 days) Expires 4/15/2020

- . 7 5

Links and other functionality have been disabled in this message. To turn on that functionality, move this message to the Inbox.
This message was marked as spam using a junk filter other than the Outlook Junk Email filter.

Ne removed extra line breaks from this message.

Warning:This message came from an external source. Please exercise caution when opening any attachments or clicking on links.
Hi Joy,

Thought | would reach back out to stay on your radar.

We're here to help!

Whether you are considering AWS, Azure, or even a private cloud environment L3 Networks has the resources and technical aptitude to
assist.

Our most successful engagements develop by complimenting existing IT resources that maximize everyone's unique skill set.
It would be great to put something on our calendars to discuss.

When are you available for a call?

Thanks,
<http 4 _ ODMS6F4AU4.QDZE7MLUINLHD@RD00155DD4774A?cid=376002>

Think About What You Might Not Have on Your Home
Computer, That is Probably on Your Office Network:

L Office 365 Advanced Threat Protection which Serves
as a Primary Filter for Infected or Malicious E-mails

L E-mail Filters Via (Vendor) for Infected Attachments
and Known Malicious Links
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VIDEO CONFERENCING SOFTWARE:
ARE YOU USING THE RIGHT ONE FOR YOUR COMPANIES NEEDS?

Things to think about:
« Short term vs. long term action plan

e Is it secure?

« “Zoom bombing”

« Popular Secure Platforms
S1ID
cisco  VVebEXx

ﬂi Microsoft Teams

@ Inspired Technelogy

AND COMMUNICATIONS, LLC



® Work Tools / Accessories

) OEIG ]I

Headset Camera Keyboard Mouse Screen Cords
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VIDEO CONFERENCING TIPS:

 If you are hosting a meeting - set the start time 10
minutes earlier and allow guests to enter the room

« Gives everyone a chance to chat with co-workers

 Head to your call a little earlier than the start time
* You may need to download an updated software client

+ Keep your companies culture alive
» Virtual happy hours/get together
» Host a trivia game - TriviaMaker.com

@ Inspired Technelogy

AND COMMUNICATIONS, LLC
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HOW TO LOOK AND SOUND YOUR BEST!

1. Lightingis key!
Camera angle

Put some effort info how you look

e | N

Keep your background tidy or use a
virtual background - like
chromacam

5. Look into the camera lens
6. Use headphones or headset

/. Youtube is a great resource
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The best of both worlds

Keep what you love about your sticky-note wall while adding flexible digital
tools you can access anywhere.

i Inspired Technelogy

AND COMMUNICATIONS, LLC



SPAN™ WORKSPACE

Bridge the remote
collaboration gap

Simple visual collaboration tools to keep distributed
teams aligned

Stay collaborative while working from home

@» =" |l 4 g O?_O 0°0

| - v |

Hassle-free team adoption Your digital information radiator An extra dimension to video Coming together (virtually)
calls
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We are in this together

Most importantly, in this time of crisis, keep yourself, your family and your community safe. We

are in this together. Please feel free to reach out with any questions that you have.

Derek Morrison, PMP
J.E. Cunningham and Associates
dmorrison@jec-llc.com

Stephen Rothwell
Inspired Technology & Communications, Inc.
srothwell@inspiredtc.com

ClJ DePeter
Inspired Technology & Communications, Inc.
Cj@inspiredtc.com

Jason McGovern
Inspired Technology & Communications, Inc.
JMcGovern@inspiredtc.com

Ellen Dorian
Dorian Group
ellen@doriangroup.com

Moderator



http://jec-llc.com
http://doriangroup.com
http://inspiredtc.com
http://inspiredtc.com
http://inspiredtc.com
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Thank you for joining us.

If you have any remaining questions, please send your inquiry to

guestions@abcma.org and we will respond to you as soon as we can.

Get online with us:
Www.abcma.org

inll {Jv N qV

@ABCMASS
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